5.2.1 Non WS-Policy Examples

Authorization policies expressed in XACML could be used in the framework by embedding XACML expressions directly in the PolicyAttachment element using the extensibility elements discussed above.

See …

For EJB-style authorization policies, one could:

1. Embed EJB-annotations in the PolicyAttachment element using the extensibility elements discussed above, or

2. Use the WS-Policy assertions defined as wrappers for EJB annotations.

7.3 Implementation Security Policy

SCA security model provides a policy reference mechanism, which can specify security

implementation policy files external to the SCA composite document. Security implementation policy of component implementation such as EJB and Servlet can be defined in J2EE deployment descriptor ejb-jar.xml and web.xml, respectively, which can be referred to by the policy reference document. Additionally, the SCA security model defines a security implementation policy that may be used by POJO component implementation as well as other type of component implementations.

…

7.3.1.1 Fine Grain Authorization Policy
Fine grain authorization may be specified by adding an optional @fineGrain attribute to the <authorization> element which has a default value of “false”. If this attribute is present and has a value of “true”, it indicates that fine grain authorization capabilities may be required to enable the referenced policySet to be evaluated.
7.3.2 Implementation Policy Example

… 
The following is what the policySet definition looks like for this case.

<policySet name="allow_customers">

   <authorization>

<allow roles="customers"/>

   </authorization>

</policySet>

This policy could be expressed in XACML as follows:

<policySet name="allow_customers">

   <authorization>


<Subjects>

            
<Subject>

                <SubjectMatch

                      MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

                    <AttributeValue 

                 DataType="http://www.w3.org/2001/XMLSchema#string">customers</AttributeValue>

                    <SubjectAttributeDesignator

                          AttributeId="urn:oasis:names:tc:xacml:1.0:subject:role-id"

                          DataType="http://www.w3.org/2001/XMLSchema#string"/>

                <//SubjectMatch>

            
</Subject>

        
</Subjects>

   </authorization>

</policySet>
The following is what the above policySet definition could look like if a fine grain authorization constraint was added, for example, to check accountStatus (only “Active” accounts allowed to be viewed as opposed to “Suspended” or “Terminated”):

<policySet name="allow_customers">

   <authorization fineGrain="true">

<allow roles="customers"/>

   </authorization>

</policySet>

This policy could be expressed in XACML as follows:

<policySet name="allow_customers">

   <authorization fineGrain="true">


<Subjects>

            
<Subject>

                <SubjectMatch

                      MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

                    <AttributeValue 

                 DataType="http://www.w3.org/2001/XMLSchema#string">customers</AttributeValue>

                    <SubjectAttributeDesignator

                          AttributeId="urn:oasis:names:tc:xacml:1.0:subject:role-id"

                          DataType="http://www.w3.org/2001/XMLSchema#string"/>

                <//SubjectMatch>

            
</Subject>

        
</Subjects>


<Resources>

            
<Resource>

                <ResourceMatch

                      MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

                    <AttributeValue 

                 DataType="http://www.w3.org/2001/XMLSchema#string">Active</AttributeValue>

                    <ResourceAttributeDesignator

                          AttributeId="urn:application-name:resource:account-status"

                          DataType="http://www.w3.org/2001/XMLSchema#string"/>

                <//ResourceMatch>

            
</Resource>

        
</Resources>

   </authorization>

</policySet>
