
Entitlements in the form of SAML authentication and attribute assertions may be provisioned to a PDP in a standard commercial browser model.  See Figure 1 and Table 1.  
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Figure 1 - Entitlements provisioning

When visiting a protected site, the browser is redirected to the authentication server where he/she authenticates and obtains an authentication assertion (in the form of a reference in the URL that redirects the browser back to the protected site).  The reference mechanism is required only to overcome field-size restrictions in the standard commercial browser products. 

The steps of the protocol are illustrated in Table 1.

Step
Browser
Protected site
PDP
Authentication server
Entitlements server
Operation

1. 
URL Get/Post
(



User requests access to a protected resource

2. 

Request query ref

URL Get/Post
(


Optionally, the protected site requests a SAML query ref from the PDP and passes it to the authentication server by redirection.  Alternatively, the browser is just redirected to the authentication server

3. 

(
Query ref




4. 
(
Query ref

Redirect





5. 
Query ref

Redirect
(
(
(



6. 
Authenticate
(
(
(

The user authenticates to authentication server, using username and password

7. 
(
(
(
Cookie

The authentication server deposits a long-term cookie in the browser

8. 


(
Query ref

Optionally, the authentication server pulls the authentication request from the PDP, using SAML/SOAP/HTTP

9. 


Query
(

10. 

11. 
(
(
(
Authentication ref

Redirect

The authentication server redirects the browser to the protected site

12. 
Authentication ref

Redirect
(





13. 

Authentication ref
(


The protected site passes the authentication ref to the PDP

14. 


Authentication ref
(

The PDP requests the authentication assertion from the authentication server, using SAML/SOAP/HTTP

15. 


(
Authentication assertion



16. 

(
Yes/No


The PDP determines access to the requested resource

Table 1 - Standard commercial browser authentication protocol (pull model)
Steps 10 to 14 in Table 1 correspond to the SAML Single-sign-on "Pull" use case.  If the steps of Table 2 are substituted, then the SAML Single-sign-on "Push" model results.

Note: SAML does not currently address the issues addressed by steps 1 to 9 in Table 1.  For instance, it does not explain how the browser finds its way to the authentication server, and how the authentication server and protected site negotiate the protected site's assertions requirements 

Step
Browser
Protected site
PDP
Authentication server
Entitlements server
Operation

10


(
Authentication assertion

The authentication server sends the authentication assertion to the PDP, which responds with a reference, using SAML/SOAP/HTTP

11


Authentication ref
(



12
(
(
(
Authentication ref

Redirect

The authentication server redirects the browser back to the protected site

13
Authentication ref

Redirect
(





14

Authentication ref
(


The protected site passes the authentication reference to the PDP

Table 2  - Push model alternative
If, in step 9, the client also requests entitlement assertions, then the authentication site may do one of two things:

1. Obtain the requested entitlement assertions from the entitlements server and return them in Table 1 step 14, or Table 2 step 10.

2. Return a referral to the entitlements server in Table 1 step 14, or Table 2 step 10.

If subsequently, the client needs additional entitlement assertions, then it can make additional requests to the entitlement server, without having to re-authenticate the user.  

Single-sign-on

Another potential application for SAML assertions is single-sign-on across multiple domains (where cookies, on their own, are unsuitable).

Once the user has been authenticated to a protected site, a facility is needed for leveraging that authentication at other protected sites, see Figure 2.

[image: image2.wmf]Protected

site 2

(PEP)

Second and third tier

systems

Browser

PDP

Protected

site (PEP)

Second and third tier

systems

redirection

Authentication

server

redirection


Figure 2 - Single-sign-on

As the user moves from one site to another, the necessary subset of the accumulated authentication and entitlement assertions must be made available to each successive site, without that site having to have knowledge of, and trust in, all previous sites that the user has visited, and without requiring the user to re-authenticate.  The protocol is shown in Table 3.

Step
Browser
Protected site 1
Protected site 2
PDP
Authentication server
Operation

1. 
(
Authentication ref

Redirect



Browser is redirected to the second site, with a reference to its original authentication from Table 1, step 10 or Table 2, step 11

2. 
Authentication ref

Redirect
(
(




3. 


Authentication ref

URL Get
(

PDP extracts the authentication server location from the authentication ref and returns this and a query ref to site 2

4. 


(
Query ref

Authentication server location



5. 
(
(
Query ref

redirect


Site 2 redirects the browser to the authentication server

6. 
Query ref

redirect
(
(
(
(


7. 
Cookie
(
(
(
(
Authentication server retrieves cookie deposited in Table 1, step 7 in order to authenticate the browser

8. 



(
Query ref
Authentication server obtains the query from the PDP using SAML/SOAP/HTTP

9. 



Query
(


10. 
(
(
(
(
Authentication ref

Redirect
The authentication server authenticates the browser using the cookie.  It redirects the browser to site 2 with a new authentication ref

11. 
Authentication ref

Redirect
(
(




12. 


Authentication ref
(

Site 2 passes the authentication ref to the PDP

13. 



Authentication ref
(
PDP requests authentication assertion, using SAML/SOAP/HTTP

14. 



(
Authentication assertion


15. 


(
Yes/No

PDP determines access to the requested resource

Table 3  - Single-sign-on
Steps 10 to 15 implement the SAML Single-sign-on "Pull" model.  If the steps of Table 2 were to be substituted, then the SAML Single-sign-on "Push" model would be implemented.

If, in step 9, the client also requests entitlements, then this can be dealt with as described above.

Note: the reference passed from the authentication site to the first protected site (see Table 1 step 10 or Table 2 step 11) should be crafted in a way that makes it suitable for passing on to the second protected site in steps 1 to 3 of Table 3, so that it can be used by the second site to locate the original authentication server.

1.1. Cross-domain operation

Situations may arise in which the relying party does not recognize the asserting party, i.e. it does not, or cannot, evaluate assertions that were issued by the original authentication server.  Nevertheless, it does have an authentication server that it recognizes.  

In this case, it is necessary to redirect the browser to the original authentication site from the local authentication server.  Then the original authentication server can use the cookie that it deposited during the original authentication to authenticate the browser.  Having successfully authenticated the browser, it can return the authentication assertion to the local authentication server, which can (in turn) return it to the second protected site.  See Figure 3.
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Figure 3  - Cross-domain operation
The details of the protocol are left as an exercise for the reader.
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