1.1.1 Relevant Technology

We describe two HTTP-based techniques available for conveying information from one site to another via a stock commercial browser. We do not discuss the use of cookies, as these impose the limitation that both the source and destination site belong to the same "cookie domain".

· Form POST: SAML assertions are uploaded to the user browser within a HTML Form [HTML] and conveyed to the destination site as part of a HTTP POST payload when the user “submits” the form,

· SAML Artifact: A “small”, bounded-size SAML artifact, which unambiguously identifies an assertion, is carried as part of a URL query string and conveyed via re-direction to the destination site; the destination site must acquire the assertions by some further steps. Typically, this involves the use of a registered SAML protocol binding.

The need for a ``small’’ SAML artifact is motivated by restrictions on URL size imposed by commercial web browsers. While [RFC2616] does not specify any restrictions on URL length, in practice commercial web browsers and </big><big></big><big>application servers impose size constraints on URLs (maximum size of 2000 characters [Appendix A]). Further, as developers will need to estimate and set aside URL ``real-estate’’ for the artifact, it is important that the artifact have a bounded size (predefined maximum size). These measures ensure that the artifact can be reliably carried as part of the URL query string and thereby transferred from source to destination site. 

1.1.2 SAML artifact structure

Depending upon the level of security desired and associated profile protocol steps, many viable architectures may be proposed for the SAML artifact ([Core-Assertions-Examples, Shib-Marlena]. We accommodate variability in SAML artifact architecture by a mandatory two byte artifact type code in the representation:

<SAML_artifact> := 
         B64 representation of <TypeCode> <artifact contents>
         <TypeCode> := Byte1Byte2
We describe one specific architecture with the property that it is simple to implement but at the same time its use has adequate safeguards against attacks such as artifact forgery, browser state exposure and impersonation. 


<TypeCode> := 0x0001
<RemainingArtifact> := <PartnerID> <AssertionHandle>
<PartnerID> := byte1byte2byte3byte4 byte5byte6byte7byte8 byte9byte10byte11byte12 byte13byte14byte15byte16
<AssertionHandle> := byte1byte2byte3byte4byte5byte6byte7byte8
 

<PartnerID> is a sixteen-byte value used by the destination site to determine source site identity as well as the URL (or address) for its SAML query service  service. This information needs to have been agreed upon between the source and destination site using an out-of-band technique. On receiving the SAML artifact, the destination site determines if the <PartnerID> belongs to a valid partner, accesses the SAML query service URL and sends a SAML query with the <AssertionHandle> value as an argument. 

<AssertionHandle> is an eight byte value which MUST be drawn from a random number sequence [RFC1750] generated at the source site and serves to identify the subject to the source site. The <AssertionHandle> value is completely opaque to the destination site; further, its construction ensures that it has no predictable relationship to the contents of the referenced assertion at the source site.

1.1.3 Profile Overview

In this section, we describe two distinct web browser profiles: one based on a SAML artifact and one based on form POST. For each type of profile, a section describing the threat model and relevant counter-measures is also included.

Two types of information may be communicated through the web browser profiles:

(1) information about the “target” of interest to the user. This is essentially some contextual information originating from the source web site. Typically, this takes the form of a URL at the destination web site but more generally it could take the form of a category or resource name. The destination site may use the target information to present an appropriate category of resources to the user (e.g., redirect to the target URL) once sign-on has been completed.


(2) information describing one or more SAML assertions. (Prateek: I am not keen on this … only in the case of the form POST profile is the assertion a bearer token.  In the case of the artifact profile, it is the artifact that is the bearer token.  Secondly, I am not certain why any more than one authentication assertion must be forbidden)
1.1.3.1 SAML Artifact (Pull)

</big>
<big>This profile consists of a single interaction between three parties (source site, user equipped with a browser, destination site), with a nested sub-interaction between two parties (source site, destination site). We refer to the sub-interaction as an assertion pull interaction. The interaction sequence is diagrammed in Figure 1.

The user has authenticated to the source web site and subsequently visits an inter-site transfer URL with information about the desired target on the URL query string (step (1)). As this step is over the open internet, confidentiality is required, and the inter-site transfer URL MUST be exposed over HTTPS (HTTP over server-side SSL). Otherwise, the artifact(s) returned on (step (2)) will be available in plain text to any attacker.

The inter-site transfer URL redirects the user (step (2) to the destination URL with (optionally) target and  one or more SAML artifacts carried on the URL query string.  (Note: due to size limitations in the existing browser products, the number of artifacts is generally limited to one in practice.)
In response, the user browser attempts to access the destination URL (step (3)) and delivers both the destination URL, the SAML artifact(s) and target to (a web server at) the destination site. As this step takes place  over the open internet, confidentiality of the communication is essential, and the destination URL MUST be exposed over HTTPS (HTTP over server-side SSL). This is because a SAML artifact represents a bearer token, and its disclosure may allow an adversary to impersonate the user.

If the destination site is unable to process this information it MUST return a HTTP "400 Bad Request" error code to the browser (step 6)).  Otherwise, it MUST carry out the assertion pull interaction (steps (4) and (5)) described below, and obtain assertions from the source site.


Thereafter, the destination site may utilize communicated assertions and target information, further interaction with the user and other information to make an access control judgement. If the user is refused access to the desired resource, the destination site MUST return a HTTP “403 Forbidden” error code to the browser (step (6)). 

The assertion pull interaction consists of a SAML message exchange between source and destination site (steps (4) and (5))) utilizing a registered SAML protocol binding. The destination site sends a <samlp:Request> message to the source site, containing SAML artifacts and SAML queries, which identify  the user to the source site. If the source site can find or create the requested  assertions it shall respond with  a <samlp:Response> message containing the requested assertions. Otherwise, it shall return an "assertion not found" error to destination site. 

The selected SAML protocol binding for assertion pull MUST provide confidentiality and bi-lateral authentication. The source site MUST implement a SAML HTTP binding with support for confidentiality (HTTPS); support for other protocol bindings is not mandatory.

Change the text for step 4 to read "Destination site requests assertions, citing SAML artifact"
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Action
HTTP 

(1) 
GET 

https://www.example.com/<inter-site-transfer URL>?TARGET=<target>..

(2) 
HTTP 1.1

301

GET https://destination_URL?SAMLart=<artifact body>?TARGET=<target>.. 
 

(3) 
GET https://destination_URL?SAMLart=<artifact body>?TARGET=<target>..

(4)
<samlp:Request> message is sent to source site with artifact information over selected protocol bindings.

(5)
<samlp:Response> message with assertions is returned to destination site over selected protocol binding.

(6)
User is given access to TARGET OR “400 Bad Request” is returned OR
“403 Forbidden” is returned

The source and destination sites MUST implement the following additional restrictions when processing SAML artifacts:


1. The SAML artifact MUST be "one-time use"; once the user completes step (6) above, any repitition of step (3) MUST fail with the destination site returning HTTP code “403 Forbidden”.


2. The destination site MUST implement a “one-time request” property for any SAML artifact. Many simple implementations meet this requirement: for example deleting the relevant authentication assertion from persistent storage at the source site after first successful lookup

3. A successful <samlp:Response> message is returned from the source site only if the <samlp:Request> message originates from the destination site to whom the artifact was issued. Thus, step (4) above would complete successfully at most once and only if originating from the (unique) destination site. 
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