SAML Conformance Subgroup meeting 18-May-01,  2-3 pm EDT

Attendees:

Krishna Sankar (Cisco)

Marc Chanliau (Netegrity)

Chuck Norwood (SAIC)

Tony Palmer (Vordel)

Mark O’Neill (Vordel)

Lynne Rosenthal (NIST)

Mark Skall (NIST)

Mike Myers (TraceRoute)

Bob Griffin (Entrust)

DECISIONS/CONSENSUS

- Consensus that we have four areas of work:

1) Conformance section in specification for conformance clause (including matrix of conformance levels, required/optional, etc)

2) Conformance plan describing how one goes about demonstrating conformance (tests to be run etc); may also include plan for certifying authority and test labs, if we go that route.

3) Traceability of use cases

4) Review of S2ML and AuthXML specs against SAML spec to ensure completeness

- Consenus: there should be levels of conformance, probably expressed as matrix.

ACTIONS:

- Marc will check on who in SAML is ebXML expert and get any conformance info etc.

- Chuck: do we want to propose to TC that there be a certification/testlab model? Work with Lynne and Mark.

- Lynne and Mark check whether security division will want to get involved as certification authority.

- Krishna: will suggest to Karl Best that certification authoity and testlab could be cross-OASIS issue.

- Krishna will draft the information for the conformance specification by Monday 28-May and send to our subgroup.

- Bob: do conformance plan by Monday 28-May send to our subgroup.

- Marc will check with Prateek on the traceability of use cases; by Monday 28-May send draft to subgroup.  (If Prateek doesn’t have time, Marc will let Bob know.)

- Bob talk to Evan/Darren on AuthXML to SAML traceability

- Marc will do the S2ML to SAML traceability.

NEXT MEETING: Friday 1-June-01, 2-3 pm EDT (Bob will set up bridge).

A. Discussion of conformance clause:

Lynne  Subgroup need to identify what is meant by “conformance”: set of criteria? Particular application? testing tools?  Key purpose of subgroup is to define what do the vendors need to do in order to conform ot the SAML standard.

Marc: Need to establish conformance scope. Issue of whether coinformance is mutli-level or not. 

Tony: has to do with what the implementations of the SAML standard will have: levels, optional features, etc.

Marc: should conformance be related to idea of reference implementation? For s2ml, had in mind to have a definition of a reference implementation, especially as it relates to the conformance rules.  (slim conformance section in s2ml spec)

Krishha: two orthogonal: mandatory/optional vs levels of conformance. SAML domain model identifies 5 elements/components (PEP; PDP; attribute authority; authentication authority; possibly session authorityl) that produce or consume assertions; an implementation could provide some or all of these.  There is also a third dimension of what protocols/bindings are supported.

Marc: probably best expressed as a matrix.

Tony: one things that impacts this is issue of extensions. Are they allowed? If so, how? The other way of implementing is through profiles rather than levels. Could relate profiles to use cases.

Lynne: be careful about too many levels and categories; too many will confuse vendors and customers. Typically say “i conform”. With too many levels, a confusion about what one conforms to.

B. Certification authority

Marc: who will be the certification authority? 

MarkS: the conformance issue is important even before you get to the certification authority; the certifier is almost a political issue, need to have an organization step forward who offers to do that.

Marc: is certification out of our scope?

Krishna: we could raise the question.

Lynne: often a market decision. Those people that use conformance tests do self-declaration.

Marc: vendor would say “level II”, customer would say prove it to me.

MarkS: one of the arguments against certification authority is that they are making decision on what quality is acceptable, whereas that may depend on the way you use the product.

Chuck: govt agency is looking at how to do interoperability. Question of how to know that the products will interoperate; having a lab set up where they are tested, or have government do that?

Tony: even if you have ca, and know that products conform, does not mean that they interoperate; conformance is a necessary but not sufficient condition. 

Marc: but one of the goals is to ensure interoperability
MarkS:  but then would have to have interoperability testbeds.

Chuck: if someone offered to do that, then someone could run the interoperability test.

Marc: what is interoperable? If i’m generating assertions, interoperability is the ability for another to use them. 

Bob: interoperability could also incloude protocol/binding: unplug one vendor from code and plug in another.

Marc: what is being done with ebXML?  Any plan for certification authority or lab in OASIS?

Lynne: no intent of setting up lab within OASIS. The committee is there to publish docs etc and work with other TCs; this kind of interaction is why it was set up.  NIST page has more depth; no ebXML conformance plan currently; methodology discussion in one of the papers. More recently, working on test suites on XSLT etc;coming up with DTD to describe all aspects of the test (purpose, assertion, case, traceability to spec); possibility using a transformation to generate the test. 

MarkS: with respect to certification, worked with air transport assn, and they have set up a lab for certification (information on web site).

Chuck: could NIST be coordinator of test labs? Or NIAP?

Lynne: NIAP is a sister org to NIST

Chuck: for example, SAIC is a NIAP-certified lab.

Lynne: could facilitate meeting with security certification program.

MarkS: Most govt standards require working with vendors; security is the only one with govt certification.

Chuck: would be willing to investigate feasibility of SAIC being a testing lab.

Krishna: separate the conformance requirements etc from the procedures etc.  

Lynne: OASIS themselves will definitely not be the certification authority. But they do encourage that industry picks up that work.

D. Where to put conformance info 

Marc: recommend that at least requirements be in the SAML spec.

Lynne: typically the testing procedure/process is a separate document. The conformance clause, etc should be in the spec.

Krishna: want to have at least a cut at both the conformance clause and  the process by F2F.  

Marc: Reading/validating an  assertion should be first level of conformance. 

E. Design traceability

Marc: need to relate the conformance requirements, tests etc to use cases.

(See actions.)

