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Abstract

Thi s docunent describes the conformance cl ause for
speci fication. The conformance clause is intended for
the SAML specification, rather than being maintained as a separate

docunent .

Ref er enced Docunents

1. http://ww.itl.nist.gov/div897/ctg/confornProject.shtm
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2. http://1ists.oasis-open.org/archives/conformance/ 200104/ nsg00000. ht n

3. XML Protocol specification conformance issues

Not at i onal Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in Key Wrds for Use in
RFC s to Indicate Requirement Levels (RFC 2119).

Status of this Docunent

Thi s docunent represents work in progress upon which no reliance should
be made.

Docurnent Version H story

o Version 0.001: Initial version

o Version 0.002: First Review draft to confornmance subgroup 21-May-2001

o Version 0.003: Internal Editor’s version

o Version 0.004: Second review draft to SAML TC 11-June- 2001

o Version 0.005: Third review draft to confornmance subgroup 14-June-
2001

o Version 0.006: Review draft For SAM. f2f #3
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1 Confornmance Cl ause

1.1 I ntroduction

The objectives of the SAML Confornmance Cl ause are to:

a) Ensure a common understandi ng of conformance and what is required to
cl ai m conf or mance;

b) Pronpote interoperability for the exchange of authentication and
aut horization information

c) Pronmote uniformty in the devel opnent of confornmance tests.

The conformance cl ause specifies explicitly all the requirenments that have
to be satisfied to claimconformance to the SAM. Specification. These

requi renents can be applied at varying levels, so that a given

i mpl enmentation or application of the SAML Specification can achieve
clearly-defined conformance with all or part of the entire set of

requi renents.

SAML confornance provides for both validation and certification

Val i dation may be done without certification, especially for such purposes
as self-test. An inplenenter who has validated SAM. confornmance by neans of
self-test cannot legitimtely use the term*“certified for SAML
conformance”. However, validation nmay be all that is required for the
particul ar purposes for which an inplenenter is using SAM.

Certification may require validation by a third-party or through self-test
or by sonme autonmmtic neans e.g. by running thru a server in a |ab, as
determ ned by the certification authority.

The SAM. conformance is expressed by three orthogonal di nensions.

The first dinension is a partition, (a.k.a. profile) which is a
subset of the overall specifications that includes all of the
functionality necessary to satisfy the requirenents of a particul ar
comunity of users. The authorities for SAML are authentication
authority, authorization authority, attribute authority, session
authority, Policy decision authority and policy enforcenent
authority.

The second dinmension is the role of a system - consuner, producer or
producer - consuner.
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101 - The third dinmension is the mapping of the assertions to a binding viz
102 http, xm p, soap, ebXM. et al

103 1.1.1 Confornmance Nomencl ature

104
105 The nonencl ature for expressing SAM. conformance woul d be two SAML
106 conformance matrices as foll ows:
107 1. Partition-Role Table :
108
Partition Consumer Pr oducer Pr oducer/ Consuner
Aut hentication authority y y
Aut hori zation authority y Y y
Attribute authority y Y y
Session authority y Y y
Pol i cy decision authority y Y y
Policy enforcenment authority y Y y
109
110 2. Partition-Bindings Table:
111
Partition http xmp SOAP BEEP
Aut henti cation authority y y y Y
Aut hori zation authority y y y Y
Attribute authority y y y Y
Session authority y y y Y
Policy decision authority y y y Y
Policy enforcenent authority y y y Y
112 1.1.2 Mandatory/ Optiona
113 A system can choose to inplenent any or all of the partitions as per table
114 1, as a producer of SAM. assertions, a consuner of SAM. assertions or both.
115 For each partition, role, binding conbination (i.e., cell in the table) al
116 functionality is mandatory. i.e. the system should support all SAM.
117 assertions related to that partition. It is optional as to which partition
118 rol e, binding conmbinations are supported (i nplenented).
119 In short, as an exanple, if a systemdescribes itself as conformng to a
120 SAML Aut hori zation authority, producer-consunmer over http and SOAP, it has
121 to consune and produce *all* SAM. aut hentication assertions and be able to
122 support the http and SOAP bi ndi ngs described in the SAM. specifications.
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1.1.3 Extensions :

Ext ensi ons shall not re-define semantics for existing functions

Ext ensi ons shall not alter the specified behavior of interfaces
defined in this standard

Ext ensi ons may add additional behaviors

Ext ensi ons shall not cause standard-conforning functions (i.e.
functions that do not use the extensions) to execute incorrectly.

SAML assertions can be extended so long as the above conditions are nmet. It
is requested that, if a systemis extending the SAML asserti ons,

The nechanism for determ ning application confornmance and the
extensions shall be clearly described in the docunentation, and the
ext ensi ons shall be marked as such

Ext ensi ons shall follow the spirit, principles and guidelines of the
SAML specification, that is, the specifications nust be extended in a
standard manner as defined in the extension fields.

In the case where an inplenmentation has added additional behaviors,
the inplenentation shall provide a nechani sm whereby a conform ng
application shall be recognized as such, and be executed in an
environnment that supports the functional behavior defined in this
st andard

Note : Extensions are outside the scope of conformance. There are no
mechani sns specified to validate and verify the extensions. This section
contains the recommended gui delines for extensions.

1.1.4 Alternate approaches

The different transport mechani snms are covered under the bindings
di mensi on.

1.2 Authorities

<Descri be the authorities and rel evant use case sections>

1.3 Rol es

<Descri be the roles and rel evant use case sections>

[ —

. 4 Bi ndi ngs

<Descri be the bindings and rel evant use cases sections>
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1.5 SAML Conformance Program

The Conformance Programis described in detail in the separate SAML
Conf or mance Program Specification V1.0. This docunent describes the tests
required for validation and/or certification at a given profile and |evel, the
procedure for running those tests, and the resources available to assist in
validating or certifying inplenmentati ons and applications.
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2 Things To Do

1. There might be no bindings for an assertion
can we specify and validate conformance?

2. Ils partition right word ? subset ? profile ?

i e enbedded assertions. Hoe

3. In each partition, should we define the core that is required and then
the additional elenments that a vendor can support for that partition?

Now the granularity is a partition
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