Conformance Questionnaire for SAML Implementations and Applications

This questionnaire is intended to help you clarify

· What functionality from the SAML V1.0 standard you are using in your implementation or application

· How you are using that functionality

· What test cases from the SAML V1.0 Conformance Program Specification you should run to ensure that your implementation or application conforms to the SAML V1.0 standard

The results of this questionnaire can be used to describe what interoperability you expect to be able to achieve with other implementations or applications that use the SAML standard. It can also be used to describe the degree to which SAML is included within an implementation, but not made visible to other implementations or applications that use the SAML standard. 

The test cases referred to in this questionnaire are described in the SAML Conformance Program Specification (sstc-conform-spec-xx.doc/pdf).

I. Interoperability Claims

The questions in this section describe those aspects of your implementation or application that allow the exchange of SAML assertions with other implementations or applications. That is, the SAML capabilities you claim in this section should be public and interoperable with other SAML implementations or applications..

A. Authentication Assertion

1. Does your application or implementation produce authentication assertions that can be propagated to other applications or implementations, either in protocol bindings or in profiles?

a. If no, then your application or implementation cannot claim “Interoperable producer of SAML authentication assertions.”

b. If yes, then your application or implementation can claim “Interoperable producer of SAML authentication assertions” if it successfully executes test cases 1-x through 1-z. However, you must qualify that claim by any limits in the SAML functionality supported relative to optional elements of the authentication assertion and to mechanisms for propagating the assertion.:

i. Does your application or implementation support the optional creation of assertions containing multiple authentication assertions? (Test cases xxx)

ii. Do the authentication assertions produced by your application or implementation include the optional “Conditions” element?

iii. Do the authentication assertions produced by your application or implementation include the optional “Advice” element?

iv. Do the authentication assertions produced by your application or implementation include the optional “SubjectConfirmationData” element?

v. Do the authentication assertions produced by your application or implementation include the optional “KeyInfo” element?

vi. Do the authentication assertions produced by your application or implementation include the optional “AuthenticationLocality” element?

vii. Do the authentication assertions produced by your application or implementation include the optional “IPAddress” element?

viii. Does your application or implementation allow other applications or implementations to request authentication assertions by means of the required HTTP protocol binding? If yes, see section D for conformance claims related to the HTTP protocol binding for authentication query/response.

ix. Does your application or implementation allow other applications or implementations to request authentication assertions by means of the optional SOAP protocol bindings? If yes, see section D for conformance claims related to the HTTP protocol binding for authentication query/response.

x. Does your application or implementation allow other applications or implementations to request authentication assertions by means of custom protocol bindings? If yes, see section D for conformance claims related to the HTTP protocol binding for authentication query/response.

xi. Does your application or implementation propagate authentication assertions to other applications or implementations by means of HTTP messages as described in the SAML “Web Browser Profile”? If yes, see section G for conformance claims related to the HTTP web browser profile.  

2. Does your application or implementation consume authentication assertions that are propagated from other applications or implementations, either in protocol bindings or in profiles?

a. If no, then your application or implementation cannot claim “Interoperable consumer of SAML authentication assertions.”

b. If yes, then your application or implementation can claim “Interoperable consumer of SAML authentication assertions” if it successfully executes test cases 2-x through 2-z. However, you must qualify that claim by any limits in the SAML functionality supported relative to optional elements of the authentication assertion and to mechanisms for propagating the assertion.:

i. Does your application or implementation consume assertions containing multiple authentication assertions? (Test cases xxx)

ii. Do the authentication assertions consumed by your application or implementation include the optional “Conditions” element?

iii. Do the authentication assertions produced by your application or implementation include the optional “Advice” element?

iv. Do the authentication assertions consumed by your application or implementation include the optional “SubjectConfirmationData” element?

v. Do the authentication assertions consumed by your application or implementation include the optional “KeyInfo” element?

vi. Do the authentication assertions consumed by your application or implementation include the optional “AuthenticationLocality” element?

vii. Do the authentication assertions consumed by your application or implementation include the optional “IPAddress” element?

viii. Does your application or implementation request authentication assertions by means of the required HTTP protocol binding? If yes, see section D for conformance claims related to the HTTP protocol binding for authentication query/response.

ix. Does your application or implementation request authentication assertions by means of the optional SOAP protocol bindings? If yes, see section D for conformance claims related to the HTTP protocol binding for authentication query/response.

x. Does your application or implementation request authentication assertions by means of custom protocol bindings? If yes, see section D for conformance claims related to the HTTP protocol binding for authentication query/response.

xi. Does your application or implementation accept authentication assertions from other applications or implementations by means of HTTP messages as described in the SAML “Web Browser Profile”? If yes, see section G for conformance claims related to the HTTP web browser profile.  
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