SAML messages for the Pull communication model


Principal to Authority (request)
Authority to Principal (response)
Principal to PEP (request)
PEP to Principal
PEP to PDP (request)
PDP to PEP (response)
PDP to Authority (request)
Authority to PDP (response)

Version
URI, Mandatory
URI, Mandatory
URI, Mandatory

URI, Mandatory
Mandatory
Mandatory
Mandatory

Request type
Request assertion
Note 2
Note 2

Request decision

Request assertion


Posited name
Out of scope



Mandatory Note 5




Authenticator
Out of scope



Optional (may be omitted if the binding allows possession of the assertion to serve as authentication)




Requested action




Data structure describing the action requested by the Principal




Issuer

URI, Optional (may be omitted if the assertion is present)
URI, Optional (may be omitted if the assertion is present)

URI, Optional (may be omitted if the assertion is present)




Assertion

SAML assertion of any type except "decision", Optional (may be omitted if "reference to assertion" is present)  Note 3
SAML assertion of any type except "decision", Optional (may be omitted if "reference to assertion" is present)

SAML assertion of any type except "decision", Optional (may be omitted if "reference to assertion" is present)
SAML assertion of type "decision" 

SAML assertion

Reference to assertion

URI, Optional (may be omitted if "assertion" is present) 
URI, Optional (may be absent if the assertion is present) 

URI, Optional (may be absent if the assertion is present) 

URI, Mandatory 


Success indication (note 1)

Boolean

Boolean

Boolean

Boolean

Error reference

URI, optional (may be omitted if "success indication" is TRUE

URI, optional (may be omitted if "success indication" is TRUE

URI, optional (may be omitted is the success indication is TRUE

URI, optional (may be omitted is the success indication is TRUE

Note 1: For some bindings, "Success indication" and "Error reference" may be conveyed in the transport protocol.

Note 2: "Request type" is omitted in order that the Principal can use the data structure obtained in the response from the Authority in its request to the PEP.

Note 3: The SAML assertion may contain an indication of the approved audience.  It must contain an identifier for the issuer.  It may contain a validity interval.  SAML assertions of type "entitlement" and "session" must contain a reference to the corresponding name assertion.

Note 4: The SAML decision assertion must contain a reference to the corresponding assertion.

Note 5: As stated, the PEP asks the PDP, is it TRUE that this Principal has the posited name.  Alternatively, the PEP could ask, what is the name of this Principal.  In this case, the response must be able to convey the authenticated name. "Posited name" could be treated as an instance of "Requested action".

