Authentication Assertions Discussion

Authentication “Questions”

1. Return (#) unexpired [list? Valid?] AuthN assertions for ‘this’ subject. [via authtype?]  (Conditions??? Wildcards??? Syntax??? List???)

2. Return the authN assertion with assertion ID (#).

Request

Request consists of ((Subject )and (AuthNType)) or (Assertion ID); definitions of these are:

  Subject: 

· Union

· Struct

· Namespace (in which name was authenticated.)




Syntax of Namespace is undefined – is it structured at all.

· Name

· “BEARER”

· Holder of key (“authenticator”) ???  (for anonymity)

  AuthType:

Based on a list defined in a central registry of auth types.

Syntax???

Can ask for a specific type or ALL.

  AssertionID

Syntax??? String??? Issuer-Relative???

Response

· Assertion(s)

· Status code

Assertion Contents

· Header

· Subject

· Union

· Struct

· Namespace

· Name

· holder of key (“authenticator”) ???

· <IP Address>???

· <DNS Domain>???

· Authentication Type

· Date/time of AuthN

Issues

1. Authority could issue assertions for/from multiple domains.  Multiple authorities can issue assertions for a particular domain.

2. What’s in a subject?

The Church of Identifier Syntax

· URI

· String

· OID

· Type/Value Pairs

· XML DOC

Key:

???:  not agreed by committee – debated issue

<foo> :  foo element is optional

