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Considerations

This example specification provides a useful reference for the acronyms, abbreviations, terms and term definitions defined in OASIS security standards.  The OASIS Security Joint Committee (SJC) prepared this document. It is the intention of the SJC that this document provides a useful input document that can be used by members to form a Security Vocabulary TC. It is also hoped that the OASIS Technical Advisory Board (TAB) will consider issues illustrated in this document and use these to improve OASIS standards.

To create this document, lists of definitions from several OASIS security specifications were collected. These definitions were sorted and a link was added to identify the source of each term. Minor edits were made to make the formats consistent, and fonts and highlighting were normalized. There is no requirement in OASIS standards documents for style or format of vocabulary information, or that such information is included.

Many OASIS documents do not provide a list of abbreviations and acronyms or definitions of terms used to define their standard. Other OASIS documents that provide such information may list more than one definition for a given term, as noted by the multiple definitions of“Authorization”. It is not uncommon in OASIS specifications to find the same term defined differently in different specifications, as noted below in the multiple definitions of “Access”, “Access Control”, “Attribute”, and “Authorization”.

Different names may be used to identify the same term, and these terms may also have different definitions, as noted by the terms “Signature” and “Digital Signature”. In the context of a given specification, such defintions as that for “Digital Signature” may be accurate and appropriate. But in other more general usage contexts, a definition may be deemed misleading and inaccurate. For example, a digital signature does not necessarily identify the signer.

Use of accronyms and abbreviations in OASIS specifcations also illustrate potential problems. As the number of OASIS standards grows, there are sure to be collisions, as noted by the occurance below of “PAP”, “PEP”, and “PIP”, which are very close in spelling. Some OASIS defintions refer to terms that may not defined, such as the reference to “MSH” in the defintion of “Application” below.

There are no standard spelling requirements for OASIS standards. While it should be noted that the sorce for this document included documents that are still being perfected, a quick check of this document will reveal numerous grammer and spelling errors. Some of the errors detected may indicate that a spelling is incorrect when using a US dictionary. But the spelling may be correct when checked using a UK dictionary. 

It should be noted that OASIS is an international standards body, and seems to encourage that standards be developed using any national language specified in a TC charter. But this flexibility may eventually present problems for developers of a common Security Vocabulary document, and users of OASIS standards. Some standards organizations, such as ISO and ITU-T, address such problems by offering their standards in several national languages, and by requiring that standards be developed in UK English.

Long term, it would be quite difficult to maintain an OASIS Security Vocabulary document that was up to date while sources of information for such a document were under development and subject to regular change. Since OASIS has no policy that requires regular periodic review of its standards, it would be easier to undertake defining and maintaining a Security Vocabulary document that only included balloted OASIS standards, as these would not be subject to further change. But since there is no periodic review and reballoting of OASIS standard, the information provided by a Security Vocabulary document may tend to become stale or inaccurate over time.

1 Acronyms and Abbreviations

	Term
	Definition

	ANSI
	American National Standards Institute [3]

	ASN.1
	Abstract Syntax Notation One [3]

	BioAPI
	Biometric Application Programming Interface [3]

	BIR
	Biometric Information Record [3]

	CBC
	Cipher Block Chaining [3]

	CBEFF
	Common Biometric Exchange File Format [3]

	CMS
	Cryptographic Message Syntax [3]

	CPA
	Collaboration Protocol Agreement [5]

	CPP
	Collaboration Protocol Profile [5]

	CRL
	Certificate Revocation List [3]

	DER
	Distinguished Encoding Rules [3]

	DES
	Digital Encryption Algorithm [3]

	DSA
	Digital Signature Algorithm [3]

	HMAC
	Hashed Message Authentication Code [3]

	IBIA
	International Biometrics Industry Association [3]

	MAC
	Message Authentication Code [3]

	NIST
	National Institute of Science and Technology [3]

	PAP
	Policy Administration Point  [2]

	PDP
	Policy Decision Point  [2]

	PEP
	Policy Enforcement Point  [2]

	PIP
	Policy Information Point  [2]

	PS
	Provisioning Service  [1]

	PSP
	Provisioning Service Point  [1]

	PST
	Provisioning Service Target  [1]

	RA
	Requesting Authority  [1]

	SHA
	Secure Hash Algorithm [3]

	SPML
	Service Provisioning Markup Language  [1]

	TDES
	Triple DES [3]

	URL
	Uniform Resource Locator  [1], [3]

	UTC
	Universal Coordinated Time [3]

	UUID
	Universally Unique Identifier  [5]

	X9
	Accredited Standards Committee X9 Financial Services [3]

	XCMS
	XML Cryptographic Message Syntax [3]

	XER
	XML Encoding Rules [3]

	XML
	Extensible Markup Language  [1],  [3]


2 Glossary of Terms
	Access
	To interact with a system entity in order to manipulate, and/or use, and/or gain knowledge of, and/or obtain a representation of,  some (or all) of a system entity’s resources. [1]
Performing an action  [2]

	Access Control
	Protection of resources against unauthorized access; a process by which use of resources is regulated according to a security policy and is permitted by only authorized system entities according to that policy.  [1]
Controlling access in accordance with a policy  [2]

	Account
	The set of attributes that together define a user’s access to a given service. Each service may define a unique set of attributes to define an account.  An account defines user or systems access to a resource or service.  [1]

	Access Rights
	A description of the type of authorized interactions a subject can have with a resource. Examples include read, write, execute, add, modify, and delete.  [1]

	Action
	An operation on a resource  [2]

	Actor
	An entity (i.e. person or system entity) involved in a provisioning use case.  Examples of actors include application programs, security services, any computing or non-computing services, etc. Actor may be seen as effectively synonymous with system or person.  [1]

	Administrative Domain
	An environment or context that is defined by some combination of administrative policies, Internet Domain Name registration(s), civil legal entity(ies) (e.g. individual(s), corporation(s), or other formally organized entity(ies)), plus a collection of hosts, network devices and the interconnecting networks (and possibly other traits), plus (often various) network services and applications running upon them. An Administrative Domain may contain or define one or more security domains. An administrative domain may encompass a single site or multiple sites. The traits defining an Administrative Domain may, and in many cases will, evolve over time. Administrative Domains may interact and enter into agreements for providing and/or consuming services across Administrative Domain boundaries.  [1]

	Administrator
	A person who installs or maintains a system (e.g. a SPML-based provisioning system) or who uses it to manage system entities, users, and/or content (as opposed to application purposes. See also End User, User). An administrator is typically affiliated with a particular administrative domain and may be affiliated with more than one administrative domain.  [1]

	Agreement
	An arrangement between two partners that specifies in advance the conditions under which they will trade (terms of shipment, terms of payment, collaboration protocols, etc.) An agreement does not imply specific economic commitments. [5]

	Applicable policy
	The set of policies and policy sets that governs access for a specific decision request [2]

	Application
	Software above the level of the MSH that implements a Service by processing one or more of the Messages in the Document Exchanges associated with the Service. [5]

	Attachment
	A generic term referring to additional data that travels with a SOAP message, but is not part of the SOAP Envelope. [4]

	Attacker
	Any individual who is attempting to subvert the operation of the biometric system. The intention may be either to subsequently gain illegal entry to the portal or to deny entry to legitimate users. [3]

	Attribute
	A distinct characteristic of an object. An object’s attributes are said to describe the object. Objects’ attributes are often specified in terms of their physical traits, such as size, shape, weight, and color, etc., for real-world objects. Objects in cyberspace might have attributes describing size, type of encoding, network address, etc. Which attributes of an object are salient is decided by the beholder.  [1]
Characteristic of a subject, resource, action or environment that may be referenced in a predicate or target  [2]

	Authentication
	To confirm a system entity’s asserted principal identity with a specified, or understood, level of confidence.  [1]

	Authorization
	The process of determining which types of activities are permitted. Usually, authorization is in the context of authentication. Once you have authenticated an entity, the entity may be authorized different types of access or activity.  [1]
The (act of) granting of access rights to a subject (for example, a user, or program).  [1]
A right or a permission that is granted to a system entity to access a system resource.  [5]

	Authorization decision
	The result of evaluating applicable policy, returned by the PDP to the PEP.  A function that evaluates to "Permit”, “Deny”, “Indeterminate” or “NotApplicable", and (optionally) a set of obligations  [2]

	Bag
	An unordered collection of values, in which there may be duplicate values  [2]

	Biometric
	A measurable, physical characteristic or personal behavioral trait used to authenticate the claimed identity of an enrollee.  [3]

	Biometric Data
	The extracted information taken from the biometric sample and used either to build a reference template or to compare against a previously created reference template.  [3]

	Biometric Object
	A data record taken from a biometric source or a logical piece of biometric information, which may stand for either a template, or one or more samples. The header is a set of associate attributes that belong with the opaque data, and can include additional information about the purpose, quality, etc. This must be in line with the information content in X9.84 BiometricObject type.  [3]

	Biometric Sample
	Captured data that represents a biometric characteristic of a user of a biometric system.  [3]

	Business Activity
	A business activity is used to represent the state of the business process of one of the partners. For instance the requester is either in the state of sending the request, in the state of waiting for the response, or in the state of receiving.  [5]

	Business Collaboration
	An activity conducted between two or more parties for the purpose of achieving a specified outcome.  [5]

	Business Document
	The set of information components that are interchanged as part of a business activity.  [5]

	Business Partner
	An entity that engages in business transactions with another business partner(s).  [5]

	Business Process
	The means by which one or more activities are accomplished in operating business practices.  [5]

	Business Process Specification Schema
	Defines the necessary set of elements to specify run-time aspects and configuration parameters to drive the partners' systems used in the collaboration. The goal of the BP Specification Schema is to provide the bridge between the eBusiness process modeling and specification of eBusiness software components.  [5]

	Business Transaction
	A business transaction is a logical unit of business conducted by two or more parties that generates a computable success or failure state. The community, the partners, and the process, are all in a definable, and self-reliant state prior to the business transaction, and in a new definable, and self-reliant state after the business transaction. In other words if you are still 'waiting' for your business partner's response or reaction, the business transaction has not completed.  [5]

	Capture
	The collection of a biometric sample from a user.  [3]

	Claim
	A declaration made by a client (e.g. name, identity, key, group, privilege, capability, etc).  [4]

	Client
	Software that initiates a connection with a Server.  [5]

	Collaboration
	Two or more parties working together under a defined set of rules.  [5]

	Collaboration Protocol
	The protocol that defines for a Collaborative Process: 1. The sequence, dependencies and semantics of the Documents that are exchanged between Parties in order to carry out that Collaborative Process, and 2. The Messaging Capabilities used when sending documents between those Parties. Note that a Collaborative Process can have more than one Collaboration Protocol by which it can be implemented.  [5]

	Collaboration Protocol Agreement (CPA)
	Information agreed between two (or more) Parties that identifies or describes the specific Collaboration Protocol that they have agreed to use. A CPA indicates what the involved Parties “will” do when carrying out a Collaborative Process. A CPA is representable by a Document.  [5]

	Collaboration Protocol Profile (CPP)
	Information about a Party that can be used to describe one or more Collaborative Processes and associated Collaborative Protocols that the Party supports. A CPP indicates what a Party “can” do in order to carry out a Collaborative Process. A CPP is representable by a Document. While logically, a CPP is a single document, in practice, the CPP might be a set of linked documents that express various aspects of the capabilities. A CPP is not an agreement. It represents the capabilities of a Party.  [5]

	Collaborative Process
	A shared process by which two Parties work together in order to carry out a process. The Collaborative Process can be defined by an ebXML Collaboration Model.  [5]

	Condition
	An expression of predicates.  A function that evaluates to "True", "False" or “Indeterminate”  [2]

	Confidentiality
	The property that data is not made available to unauthorized individuals, entities, or processes.  [4]

	Conformance
	Fulfillment of a product, process or service of all requirements specified; adherence of an implementation to the requirements of one or more specific standards or technical specifications.  [5]

	Conjunctive sequence
	A sequence of boolean elements combined using the logical ‘AND’ operation  [2]

	Context
	The canonical representation of a decision request and an authorization decision [2]

	Context handler
	The system entity that converts decision requests in the native request format to the XACML canonical form and converts authorization decisions in the XACML canonical form to the native response format  [2]

	Credential
	Data that is transferred to establish a claimed principal identity.  [1]

	Decision
	The result of evaluating a rule, policy or policy set  [2]

	Decision request
	The request by a PEP to a PDP to render an authorization decision  [2]

	Digest
	A cryptographic checksum of an octet stream.  [4]

	Digital Signature
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender  [5]

	Disjunctive sequence
	Asequence of boolean elements combined using the logical ‘OR’ operation  [2]

	Document
	A Document is any data that can be represented in a digital form. [5]

	Document Exchange
	An exchange of documents between two parties.  [5]

	Effect
	The intended consequence of a satisfied rule (either "Permit" or "Deny")  [2]

	Encryption
	Cryptographic transformation of data (called "plaintext") into a form (called "ciphertext") that conceals the data's original meaning to prevent it from being known or used. If the transformation is reversible, the corresponding reversal process is called "decryption", which is a transformation that restores encrypted state.data to its original state.  [5]

	End-To_End Messgae Level Security
	Established when a message that traverses multiple applications within and between business entities, e.g. companies, divisions and business units, is secure over its full route through and between those business entities. This includes not only messages that are initiated within the entity but also those messages that originate outside the entity, whether they are Web Services or the more traditional messages.  [4]

	End User
	A natural person who makes use of resources for application purposes (as opposed to system management purposes. See Administrator, User).  [1]

	Enrollee
	A person who has a biometric reference template stored in a biometric system.  [3]

	Environment
	The set of attributes that are relevant to an authorization decision and are independent of a particular subject, resource or action  [2]

	Extensible Markup Language
	XML is designed to enable the exchange of information (data) between different applications and data sources on the World Wide Web and has been standardized by the W3C.  [5]

	External Enterprise
	Environment which may contain many or all of the following:

Managed Services, contractors, temporary employees, multiple organizations, private to public registry systems.  [1]

	Identity
	The unique identifier for a person, resource or service.  [2]

	Implementation
	The realization of a specification. It can be a software product, system or program.  [5]

	Integrity
	The property that data has not been modified.  [4]

	Login
	The process of presenting credentials to an authentication authority, establishing a simple session, and optionally establishing a rich session. (See also Logon, Signon)  [1]

	Logon
	The process of presenting credentials to an authentication authority, establishing a simple session, and optionally establishing a rich session. (See also Login, Signon)  [1]

	Message
	The movement of a document from one party to another.  [5]

	Message Confidentiality
	A property of the message and encryption is the service or mechanism by with this property of the message is provided.  [4]

	Messaeg Header
	A specification of the structure and composition of the information necessary for an ebXML Messaging Service to successfully generate or process an ebXML compliant message.  [5]

	Message Integrity
	A property of the message and digital signature is the service or mechanism by with this property of the message is provided.  [4]

	Messaging Capabilities
	The set of capabilities that support exchange of Documents between Parties. Examples are the communication protocol and its parameters, security definitions, and general properties of sending and receiving messages.  [5]

	Messaging Service
	A framework that enables interoperable, secure and reliable exchange of Messages between Trading Partners.  [5]

	Obligation
	An operation specified in a policy or policy set that should be performed in conjunction with the enforcement of an authorization decision.    [2]

	Package
	A general-purpose mechanism for organizing elements into groups. Packages can be nested within other packages.  [5]

	Party
	Refers to any person who interacts with the system and/or the network the system is managing.  [1]
An entity such as a company, department, organisation or individual that can generate, send, receive or relay Documents.  [5]

	Party Discovery Process
	A Collaborative Process by which one Party can discover CPP information about other Parties.  [5]

	Payload
	A section of data/information that is not part of the ebXML wrapping.  [5]

	Payload Envelope
	The specific MIME headers that are associated with a MIME part.  [5]

	Payload Container
	A container used to envelope the real payload of an ebXML message. If a payload is present, the payload container consists of a MIME header portion (the ebXML Payload Envelope) and a content portion (the payload itself).  [5]

	Person
	Represents an individual person  [1]

	Policy
	A set of rules, an identifier for the rule-combining algorithm and (optionally) a set of obligations.  May be a component of a policy set  [2]

	Policy administration point (PAP)
	The system entity that creates a policy or policy set  [2]

	Policy-combining algorithm
	The procedure for combining the decision and obligations from multiple policies  [2]

	Policy decision point (PDP)
	The system entity that evaluates applicable policy and renders an uthorization decision [2]

	Policy enforcement point (PEP)
	The system entity that performs access control, by making decision requests and enforcing authorization decisions [2]

	Policy information point (PIP)
	The system entity that acts as a source of attribute values [2]

	Policy set
	A set of policies, other policy sets, a policy-combining algorithm and (optionally) a set of obligations.  May be a component of another policy set [2]

	Predicate
	A statement about attributes whose truth can be evaluated [2]

	Principal
	A system entity whose identity can be authenticated  [1]

	Proof-of-Possession
	Authentication data that is provided with a message to prove that the message was sent and or created by a claimed identity.  [4]

	Provisioning
	The process of managing attributes and accounts within the scope of a defined business process or interaction.  Provisioning an account or service may involve the Creation, modification, deletion, suspension, restoration of a defined set or accounts or attributes.  The process of provisioning an account or service may involve the execution of a defined business or system process.  [1]

	Provisioning service (PS)
	Any system entity that supports the receipt and processing of SPML artifacts  [1]

	Provisioning Service Point (PSP)
	Reference to a given Provisioning Service  [1]

	Provisioning Service Target (PST)
	A resource managed by a PSP.  Example PST's are directories, NIS instances, NT domains, individual machines, applications or groups of application and settings that together denote a service offering, appliances or any provisioning target.  [1]

	Pull
	To actively request information from a system entity.  [1]

	Push
	To actively provide information to a system entity, who did not explicitly request it.  [1]

	Receiver
	Recipient of a Message.  [5]

	Registry
	A mechanism whereby relevant repository items and metadata about them can be registered such that a pointer to their location, and all their metadata, can be retrieved as a result of a query.  [5]

	Requester
	Initiator of a Business Transaction.  [5]

	Requesting Authority (RA)
	Party or system that is authorized to request a resource for the party.  [1]

	Resource
	An application or service supporting the provisioning or account or attribute data.  [1]
Data, service or system component [2]

	Responder
	A counterpart to the initiator in a Business Transaction.  [5]

	Role
	The named specific behavior of an entity participating in a particular context. A role could be static (e.g., an association end) or dynamic (e.g., a collaboration role).  [5]

	Rule
	A target, an effect and a condition.  A component of a policy [2]

	Rule-combining algorithm
	The procedure for combining decisions from multiple rules [2]

	Security
	Security refers to a collection of safeguards that ensure the confidentiality of information, protect the system(s) or network(s) used to process it, and control access to it (them). Security typically encompasses the concepts/topics/themes of secrecy, confidentiality, integrity, and availability. It is intended to ensure that a system resists potentially correlated attacks.  [1]

	Security Policy
	A set of rules and practices that specify or regulate how a system or organization provides security services to protect sensitive and critical system resources.  [5]

	Security Token
	Represents a collection of claims.  [4]

	Sender
	Originator of a Message.  [5]

	Server
	Software that accepts a connection initiated by a Client.  [5]

	Service
	A specific type of resource that is not physically obtained by a user, but is accessed periodically by the user  [1]

	Session
	A lasting interaction between system entities, often involving a user, typified by the maintenance of some state of the interaction for the duration of the interaction.  [1]

	Signature
	A cryptographic binding between a proof-of-possession and a digest. This covers both symmetric key-based and public key-based signatures. Consequently, non-repudiation is not always achieved. [4]

	Signed Security Token
	A security token that is asserted and cryptographically signed by a specific authority (e.g. an X.509 certificate or a Kerberos ticket). [4]

	Signon
	The process of presenting credentials to an authentication authority, establishing a simple session, and optionally establishing a rich session.

(See also Login, Logon)  [1]

	SPML
	Service Provisioning Markup Language.  The name for the XML framework proposed by the OASIS PSTC  [1]

	Subject
	A principal, in the context of a security domain, about which a given provisioning request is made or requested.  [1]

	Subject
	An actor whose attributes may be referenced by a predicate [2]

	System
	An active element of a computer/network system--e.g., an automated process or set of processes, a subsystem, a person or group of persons that incorporates a distinct set of functionality. [1]

	Target
	The set of decision requests, identified by definitions for resource, subject and action, that a rule, policy or policy set is intended to evaluate [2]

	Template
	Reference data formed from the biometric measurement of an enrollee and used by a biometric system for comparison against subsequently submitted biometric samples [3]

	Trust
	The characteristic that one entity is willing to rely upon a second entity to execute a set of actions and/or to make set of assertions about a set of subjects and/or scopes. [4]

	Trust Domain
	A security space in which the target of a request can determine whether particular sets of credentials from a source satisfy the relevant security policies of the target. The target may defer trust to a third party thus including the trusted third party in the Trust Domain. [4]

	Uniform Resource Identifier
	A compact string of characters for identifying an abstract or physical resource. [1]

	Uniform Resource Locator (URL)
	Defined as “a compact string representation for a resource available via the Internet.” URLs are a subset of URI. [1]

	Unique Identifier
	The abstract concept of utilizing a standard mechanism and process for assigning a sequence of alphanumeric codes to ebXML Registry items, including: Core Components, Aggregate Information Entities, and Business Processes. [5]

	Universally Unique Identifier (UUID)
	An identifier that is unique across both space and time, with respect to the space of all UUIDs. A UUID can be used for multiple purposes, from tagging objects with an extremely short lifetime, to reliably identifying very persistent objects across a network. [5]

	User
	A natural person that makes use of a system and its resources for any purpose. (See also Administrator, End User) [1]

	XML
	Extensible Markup Language application profile or restricted form of SGML, the Standard Generalized Markup Language [ISO 8879] [1]
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