WS-Security Profile for SAML Comments

	#
	Comment Description

	1
	Line #64-67: The objective statement should be changed to reflect “inclusion of assertions” instead of “attachment of assertions.” This might cause some confusion to readers with SOAP attachments. On line #421, even the draft uses “inserts”.

	2
	If we need to include other tokens like X.509 certificate along with SAML assertion or assertion identifier, is there anything this profile should talk about? I don’t know what it could be but I am raising a concern. This might be a reason not to talk integrity of the whole SOAP message and limit this draft to the integrity of SAML assertion only.

At the same time, it would be nice if the tokens can be classified according to the functionality; authentication, attribute, authorization, weak authentication. I am not able to think some strong use case for this but lets say, you have a series of intermediaries and there are multiple <wsse:security> sections with one <wsse:security> with no Actor attribute and one <wsse:security> section for each intermediary. So now each intermediary has to find out which assertions are available for it to consume (notice that there are two <wsse:security> blocks for any intermediary to consume). If the information about the assertion type can be provided somehow, it might expedite the processing at the intermediaries. 

	3
	Line #169. “AssertionIDReference” value is a reference to AssertionID and not AssertionID itself.

	4
	Line #171. The error response might occur as receiver is trying to get the assertion for a particular AssertionIDReference. This communication might not be SOAP message exchange, why the error has to be wsse:SecurityTokenUnavailable. This error should be handled at SAML level, the lower level message layer should be left to the applications to decide.

	5
	In “HolderOfKey” format, the first thing I try to imagine, what kind of use case it can be where subject and sender are same. In my opinion, this makes sense where the business transaction (business payload) is of low criticality in terms of trust. For example, a “subject” might want to send a “quote request” to a “business partner”. As in the “HolderOfKey” format, subject can add the “assertion” to any kind of document, the low trust business transactions make sense.

This makes me think about some concerns:

a. If the assertion is signed by the issuer, what extra value you get, if even the sender (same as subject) also signs it. Can’t you check the integrity of the assertion signed by the issuer? So why the inclusion of digital signature by the sender over the assertion is MUST? If the sender signs the message, why is it a MUST to additionally sign the assertion? 

b. In case, where sender is including assertion reference, it makes sense for sender to sign it.

Why should this paper talk about the integrity of whole SOAP message? This paper should be limited to the integrity of SAML assertions. If the integrity of the SOAP message is mandatory for, it should be delegated to the WS Security framework.

	6
	In “SenderVouches” format, what kind of use case it can be where subject and sender may be different. In my opinion, this makes sense where the business transaction (business payload) is of high criticality in terms of trust. For example, a “subject” might want to send a “purchase order” to a “business partner”. In this case, sender gets the assertions (signed by issuer) and it inserts these assertions into message header (for a business transaction message requested by the subject). This is same as Maker/Checker mechanism in banking industry. As the access to these business messages (which can be controlled by some policy based mechanism) will allow only certain entities, not everybody can add their signatures to these business messages.

Here it makes sense for the sender to apply its signature to assertion. The rationale behind this is that “sender entity” is a known business partner to the receiver. 

Again, why should this paper talk about the integrity of whole SOAP message? This paper should be limited to the integrity of SAML assertions.

	7
	A web service may demand authentication/authorization statements in the form of  SAML assertions from the sender of a message. This makes it important for the sender, to know what security elements are expected by the receiver. 

TBD: How should this information be standardized, should it be included in the  WSDL documents?

	8
	Line #386, the schema should point to 

“http://schemaS.xmlsoap.org/soap/envelope/”


