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Abstract

The current assertions architecture can be improved in some important ways.  This document offers 2 new architectures: 1) a new structure for assertions; and 2) the use of XML Query for request syntax.  The new structure is easily implementable and simple, intuitive to XML Schema-aware developers, allows users to focus the assertions data model, and makes use of XML Schema Best Practices.   The use of Query achieves a higher level of re-use of other specifications, increased developer productivity, and allows developers to focus on the data model rather than the query syntax.  Both of these allow developers a faster time to development.

Architecture

Queries are against the Assertions class diagram.  It is expected that the implementations will store the assertion information in proprietary mechanisms, such as various RDBMS tables, LDAP tables, files, etc.  Thus a query is a query against a “virtual” model.  The starting point is the AssertionsList.  This contains all the assertions that are made by a particular instance.  

A key architecture requirement is to not create a new query syntax.  XML Query is used as the syntax, with a subset of the full grammar allowed.

This architecture proposes the following key decisions:

1. Introduction of the concept of a “virtual”document, containing all the assertions, that is queried against.

2. The use of top-level defined assertions, particularly attribute, authentication, and Authorizationdecision assertions

3. A collections class to contain the assertions

4. Use of attributes for single cardinality items, such as version.

5. Open model for attribute assertions

6. The xml schema best practice design pattern of variable content containers using abstract type and type substitution is used, http://www.xfront.com/VariableContentContainers.html
7. A set of required rights is defined.

8. The use of XML Query for the syntax of request and response.  Note that XML Query will be producing an XML element/attribute syntax for all queries.

9. A subset of XML Query is used.  In particular: FLWR expressions (FOR, LET, WHERE, RETURN) and OPERATIONS are allowed.  Functions, conditionals, filtering, custom data-types are disallowed

10. The top level data model is fixed for queries.  The queries must be against Assertions, Subjects, Resources, etc.

11. Assertions can be passed as a prelude to the query.  The Query resolver must insert the assertions into the virtual assertion document

Class Diagram

The following diagram shows the classes that form the assertions architecture.
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Extensibility

Implementations are offered flexibility in the following areas:

· Arbitrary queries against the data model are allowed.  A common query is for Assertions matching a particular regular expression, such as READ or READWRITE against particular resource

· Arbitrary Attributes are permitted.  Attributes can be in whatever form the implementations agree upon, so long as they can be represented by an XML Query.  An example of this is shown.

· Additional Assertion types are supported.  An example might be a Session Assertion, which would be a subtype of Assertion. 

· Additional required rights can be added.  An example of this is shown. 

Issues

1. Should Decision Assertions optionally contain conditions, subject, resource, permissions?

2. 3 of the 4 assertions (excepting Decision) refer to subject.  Is there any refactoring that should be done?  Options: 1) make decision refer to subject; 2) introduce new type, say SubjectAssertion, that refers to subject and have 3 assertions derive from it; 3) can schema extension of cardinalities be used, ie make assertion have optional reference to subject, then override to 1 in 3 cases and 0 in the decision case; 4) do nothing.

3. How are rights used in the model

4. How are roles used in the model

5. Should there be a link from Subjects to Attribute Assertions?

6. How would Policies be added to the model for XACML queries?

7. Would AttributeGroups be useful for the Assertions attributes

8. Should resource be an element or an attribute?

9. Should the dangling type pattern be used?  This allows removal of the xsi:type attribute.  Or can XML Schema SubstitutionGroups be used.

10. Should the ANY content model be used for extension of assertion, as per http://www.xfront.com/ExtensibleContentModels.html?


11. Is it a requirement that other schemas can redefine SAML components?  This may make sense in the assertions bindings.  For example, a SOAP-SEC:Assertion could be redefined from s0:Assertion.  If this is the case, then the chameleon pattern of http://www.xfront.com/ZeroOneOrManyNamespaces.html should be used.

12. Should the content model of the query be enforced, ie just elements in s0 namespace?  This would allow greater control over the inbound elements and help conformance.

13.  Should there be a shorthand notation for the queries?  The queries seem a bit more verbose than they may need to be.  

14. Can the required rights be expressed differently

To be Done

1. Complete making all types into types, not elements, per http://www.xfront.com/ElementVersusType.html
2. Check the wildcard extensions with tooling that does the actual validation.

Changes to Existing design

1. Removal of Responds element

2. Removal of Bindings and Claims elements, replace with new structures including subject, object, permissions

3. Change of attributes from list of strings to open model.

4. Create top level Assertion with sub-types.

5. Creation of AssertionsList element

6. Move the resource from the claims/bindings/authorization/resource to resource

7. Move the permission from the claims/bindings/authorization/permission to permission

Documents

A large number of documents are included to normatively define the schema, illustrate various extensions, and show samples.  Currently, the documents are:

· Assertions Schema

· Sample Authorization Decision Assertion

· Sample Authentication Assertion

· Sample Extension for Permission

· Sample Extension for Attributes

· Sample Requests and Responses.

Complete Assertions Schema

<?xml version="1.0" encoding="UTF-8"?>
<xsd:schema targetNamespace="http://www.oasis.org/tbs/1066-12-25/" xmlns="http://www.w3.org/2000/10/XMLSchema" 

xmlns:xsd="http://www.w3.org/2000/10/XMLSchema" 

xmlns:s0="http://www.oasis.org/tbs/1066-12-25/" 

xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 

elementFormDefault="unqualified">

<!-- Schema for all Assertions -->

<xsd:element name="SAMLQuery" type="s0:SAMLQueryType"/>

<xsd:complexType name="SAMLQueryType">


<xsd:sequence>



<xsd:element ref="s0:AssertionsList" minOccurs="0"/>



<xsd:element name="SAMLXQuery" type="s0:SAMLXQuery"/>


</xsd:sequence>

</xsd:complexType>

<xsd:complexType name="SAMLXQuery" mixed="true">


<xsd:choice>



<xsd:any namespace="##any" processContents="skip"/>


</xsd:choice>

</xsd:complexType>

<xsd:element name="AssertionsList">


<xsd:complexType>



<xsd:sequence>




<xsd:element name="Assertion" type="s0:AssertionType" minOccurs="0" maxOccurs="unbounded"/>




<!-- Basic Information -->



</xsd:sequence>



<xsd:attribute name="RequestID" type="s0:AssertionIDType"/>


</xsd:complexType>

</xsd:element>

<xsd:element name="Assertion" type="s0:AssertionType"/>

<xsd:complexType name="AssertionType" abstract="true">


<xsd:sequence>



<!-- Basic Information -->


</xsd:sequence>


<xsd:attribute name="Version" type="s0:VersionType"/>


<xsd:attribute name="RequestID" type="s0:AssertionIDType"/>


<xsd:attribute name="AssertionID" type="s0:AssertionIDType"/>


<xsd:attribute name="Issuer" type="s0:IssuerType"/>


<xsd:attribute name="IssueInstant" type="dateTime"/>


<xsd:attribute name="NotBefore" type="dateTime"/>


<xsd:attribute name="NotAfter" type="dateTime"/>

</xsd:complexType>

<xsd:complexType name="AuthenticationAssertionType">


<xsd:complexContent>



<xsd:extension base="s0:AssertionType">




<xsd:sequence>





<xsd:element name="Conditions" type="s0:ConditionsType" minOccurs="0"/>





<xsd:element name="Subject" type="s0:SubjectType" minOccurs="1" maxOccurs="1"/>




</xsd:sequence>



</xsd:extension>


</xsd:complexContent>

</xsd:complexType>

<xsd:complexType name="AttributeAssertionType">


<xsd:complexContent>



<xsd:extension base="s0:AssertionType">




<xsd:sequence>





<xsd:element name="Conditions" type="s0:ConditionsType" minOccurs="0"/>





<xsd:element name="Subject" type="s0:SubjectType" minOccurs="1" maxOccurs="1"/>





<!-- the namespace should be any, but I'm doing this to make sure the parser validates at least






     the namespace name -->





<xsd:any namespace="http://www.oasis.org/tbs/1066-12-25/s/" processContents="strict"/>




</xsd:sequence>



</xsd:extension>


</xsd:complexContent>

</xsd:complexType>

<xsd:element name="AuthorizationDecisionAssertion" type="s0:AuthorizationDecisionAssertionType"/>

<xsd:complexType name="AuthorizationDecisionAssertionType">


<xsd:complexContent>



<xsd:extension base="s0:AssertionType">




<xsd:sequence>





<xsd:element name="Decision" type="s0:DecisionType"/>




</xsd:sequence>



</xsd:extension>


</xsd:complexContent>

</xsd:complexType>

<xsd:complexType name="AuthorizationAssertionType">


<xsd:complexContent>



<xsd:extension base="s0:AssertionType">




<xsd:sequence>





<xsd:element name="Conditions" type="s0:ConditionsType" minOccurs="0"/>





<xsd:element name="Subject" type="s0:SubjectType" minOccurs="1" maxOccurs="1"/>





<xsd:element name="Resource" minOccurs="1" type="string"/>





<xsd:element ref="s0:PermissionList" minOccurs="1" maxOccurs="1"/>





<xsd:any namespace="##any" processContents="strict"/>




</xsd:sequence>



</xsd:extension>


</xsd:complexContent>

</xsd:complexType>

<xsd:simpleType name="DecisionType">


<xsd:restriction base="string">



<xsd:enumeration value="Permit"/>



<xsd:enumeration value="Deny"/>



<xsd:enumeration value="Indeterminate"/>


</xsd:restriction>

</xsd:simpleType>

<xsd:element name="PermissionList">


<xsd:complexType>



<xsd:sequence>




<xsd:element ref="s0:Permission" minOccurs="1" maxOccurs="unbounded"/>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

<xsd:element name="Permission" type="s0:PermissionType" abstract="true"/>

<xsd:complexType name="PermissionType">


<xsd:simpleContent>



<xsd:restriction base="string"/>


</xsd:simpleContent>

</xsd:complexType>

<xsd:element name="BasePermission" type="s0:PermissionBaseType" substitutionGroup="s0:Permission"/>

<xsd:complexType name="PermissionBaseType">


<xsd:simpleContent>



<xsd:restriction base="string">




<xsd:enumeration value="R"/>




<xsd:enumeration value="W"/>




<xsd:enumeration value="Use"/>




<xsd:enumeration value="Admin"/>



</xsd:restriction>


</xsd:simpleContent>

</xsd:complexType>

<xsd:simpleType name="VersionType">


<xsd:restriction base="string"/>

</xsd:simpleType>

<xsd:simpleType name="AssertionIDType">


<xsd:restriction base="string"/>

</xsd:simpleType>

<xsd:simpleType name="IssuerType">


<xsd:restriction base="string"/>

</xsd:simpleType>

<xsd:element name="Subject" type="s0:SubjectType"/>

<xsd:complexType name="SubjectType">


<xsd:sequence>



<xsd:element name="CommonName" type="string" minOccurs="0"/>



<xsd:element name="NameID" type="uriReference" minOccurs="0"/>



<xsd:element ref="s0:Authenticator" minOccurs="0"/>



<xsd:any namespace="##any" processContents="skip"/>


</xsd:sequence>

</xsd:complexType>

<xsd:element name="Authenticator">


<xsd:complexType>



<xsd:sequence>




<xsd:element name="Protocol" type="string" minOccurs="0" maxOccurs="unbounded"/>




<xsd:element name="NameID" type="uriReference"/>




<xsd:element name="Authdata" type="string"/>




<xsd:element name="KeyInfo" type="string"/>




<!-- ds:KeyInfo"/> -->



</xsd:sequence>


</xsd:complexType>

</xsd:element>

<xsd:element name="Conditions" type="s0:ConditionsType"/>

<xsd:complexType name="ConditionsType">


<xsd:sequence>



<xsd:element name="Audiences" type="string" minOccurs="0" maxOccurs="unbounded"/>


</xsd:sequence>

</xsd:complexType>

<xsd:element name="Advice">


<xsd:complexType>



<xsd:sequence>




<xsd:element name="Assertion" type="s0:AssertionType" minOccurs="0" maxOccurs="unbounded"/>



</xsd:sequence>


</xsd:complexType>

</xsd:element>
</xsd:schema>
Sample Authorization Decision assertion

<?xml version="1.0" encoding="UTF-8"?>
<s0:Assertion xmlns:xsi="http://www.w3.org/2000/10/XMLSchema-instance" 

xmlns:s0="http://www.oasis.org/tbs/1066-12-25/" 

xsi:schemaLocation="http://www.oasis.org/tbs/1066-12-25/ D:\AllMaterial\OASIS-Sec-TC\Assertions.xsd" xsi:type="s0:AuthorizationDecisionAssertionType" 

AssertionID="http://www.bizexchange.test/assertion/AE0221" 

Issuer="URN:dns-date:www.bizexchange.test:2001-01-03:19283">

<Decision>Deny</Decision>
</s0:Assertion>
Sample Attribute assertion

<?xml version="1.0" encoding="UTF-8"?>
<s0:Assertion xmlns:xsi="http://www.w3.org/2000/10/XMLSchema-instance" 

xmlns:s0="http://www.oasis.org/tbs/1066-12-25/" 

xmlns:s1="http://www.oasis.org/tbs/1066-12-25/s/" 

xsi:schemaLocation="http://www.oasis.org/tbs/1066-12-25/ D:\AllMaterial\OASIS-Sec-TC\Assertions.xsd" xsi:type="s0:AttributeAssertionType" 

AssertionID="http://www.bizexchange.test/assertion/AE0221"
 Issuer="URN:dns-date:www.bizexchange.test:2001-01-03:19283"
xmlns:someOtherNs="http://www.example.org/something">
<Subject>

<NameID>mailto:Alice@bizex.test</NameID>
</Subject>
<s1:Role>Admin</s1:Role>
</s0:Assertion>
Sample Assertions Repository

<?xml version="1.0" encoding="UTF-8"?>
<s0:AssertionsList 

xmlns:s0="http://www.oasis.org/tbs/1066-12-25/" 

xmlns:s1="http://www.oasis.org/tbs/1066-12-25/s/" 

xmlns:xsi="http://www.w3.org/2000/10/XMLSchema-instance"
xsi:schemaLocation="http://www.oasis.org/tbs/1066-12-25/  

D:\AllMaterial\OASIS-Sec-TC\sampleExtensions1.xsd 

http://www.oasis.org/tbs/1066-12-25/s/

D:\AllMaterial\OASIS-Sec-TC\sampleExtensions2.xsd" >
<!-- Sample File, named SampleAuthorityAssertionsList.xml -->
<!-- Test file for executing SAML Queries against -->
<!-- This file would be a virtual file in a real system -->
<!-- The following extensions are shown: -->
<!-- 1. Custom attributues for a user, in a different namespace -->
<!-- 2. Customer required rights, in the same namespace -->
<!--ToDo: XMLSpy does not seem to validate the Any contents -->

<Assertion xsi:type="s0:AttributeAssertionType">


<Subject>



<NameID>mailto:Alice@bizex.test</NameID>


</Subject>


<s1:Role xsi:type="s1:Role">Admin</s1:Role>

</Assertion>

<!-- Alice can Read and Write-->

<Assertion xsi:type="s0:AuthorizationAssertionType">


<Subject>



<NameID>mailto:Alice@bizex.test</NameID>


</Subject>


<Resource>



http://store.carol.test/finance



</Resource>


<s0:PermissionList>


<s0:BasePermission>R</s0:BasePermission>


</s0:PermissionList>

</Assertion>

<!-- Users with Role Admin can Admin the resource -->

<Assertion xsi:type="s0:AuthorizationAssertionType">


<Subject>



<someOtherNs:Role>Admin</someOtherNs:Role>


</Subject>


<Resource>



http://store.carol.test/finance



</Resource>


<s0:PermissionList>


<s0:BasePermission>Admin</s0:BasePermission>


</s0:PermissionList>

</Assertion>


<!-- Alice can Write -->

<Assertion xsi:type="s0:AuthorizationAssertionType">


<Subject>



<NameID>mailto:Alice@bizex.test</NameID>


</Subject>


<Resource>



http://store.carol.test/finance2



</Resource>


<s0:PermissionList>


<s0:ExtensionPermission>Provision</s0:ExtensionPermission>  



</s0:PermissionList>

</Assertion>
</s0:AssertionsList>
Sample Extensions #1 – sampleExtensions1.xsd

<?xml version="1.0" encoding="UTF-8"?>
<xsd:schema targetNamespace="http://www.oasis.org/tbs/1066-12-25/" xmlns="http://www.w3.org/2000/10/XMLSchema" xmlns:xsd="http://www.w3.org/2000/10/XMLSchema" xmlns:s0="http://www.oasis.org/tbs/1066-12-25/" elementFormDefault="unqualified">

<xsd:include schemaLocation="D:\AllMaterial\OASIS-Sec-TC\Assertions.xsd"/>

<!-- Sample Extensions #1 shows an addition Permission -->

<xsd:element name="ExtensionPermission" type="s0:PermissionExtensionType" substitutionGroup="s0:Permission"/>

<xsd:complexType name="PermissionExtensionType">


<xsd:simpleContent>



<xsd:restriction base="string">




<xsd:enumeration value="Provision"/>



</xsd:restriction>


</xsd:simpleContent>

</xsd:complexType>
</xsd:schema>
Sample Extensions #2 – sampleExtensions2.xsd

<?xml version="1.0" encoding="UTF-8"?>
<xsd:schema targetNamespace="http://www.oasis.org/tbs/1066-12-25/s" 

xmlns="http://www.w3.org/2000/10/XMLSchema" 

xmlns:xsd="http://www.w3.org/2000/10/XMLSchema" 

xmlns:s1="http://www.oasis.org/tbs/1066-12-25/s" 

elementFormDefault="unqualified">
<!-- sampleExtensions #2 shows a custom attribute, role -->

<xsd:element name="Role">

<xsd:simpleType>


<xsd:restriction base="string">



<xsd:enumeration value="User"/></xsd:restriction>

</xsd:simpleType>
</xsd:element>
</xsd:schema>
Sample Request #1

<?xml version="1.0" encoding="UTF-8"?>
<s0:SAMLQuery xmlns:s0="http://www.oasis.org/tbs/1066-12-25/" xmlns:xsi="http://www.w3.org/2000/10/XMLSchema-instance" xsi:schemaLocation="http://www.oasis.org/tbs/1066-12-25/ D:\AllMaterial\OASIS-Sec-TC\Assertions.xsd">

<!-- example 2.1.4.  Can Alice read finance? -->

<SAMLXQuery>


<AssertionsList>


FOR $S IN document("SampleAuthorityAssertionsList.xml")



WHERE $S/Resource = "http://store.carol.test/finance"



AND $S/Subject/NameID = "mailto:Alice@bizex.test"



AND $S/Permission = "Admin"



RETURN $S



</AssertionsList>

</SAMLXQuery>
</s0:SAMLQuery>
Sample Result #1

<?xml version="1.0" encoding="UTF-8"?>
<s0:AssertionsList xmlns:xsi="http://www.w3.org/2000/10/XMLSchema-instance" xmlns:s0="http://www.oasis.org/tbs/1066-12-25/" xsi:schemaLocation="http://www.oasis.org/tbs/1066-12-25/ D:\AllMaterial\OASIS-Sec-TC\Assertions.xsd">

<!-- Example 2.1.5 -->

<Assertion xsi:type="s0:AuthorizationDecisionAssertionType" AssertionID="http://www.bizexchange.test/assertion/AE0221" Issuer="URN:dns-date:www.bizexchange.test:2001-01-03:19283">


<Decision>Permit</Decision>

</Assertion>
</s0:AssertionsList>
Sample Request #2

<?xml version="1.0" encoding="UTF-8"?>
<s0:SAMLQuery 

xmlns:s0="http://www.oasis.org/tbs/1066-12-25/" 

xmlns:s1="http://www.oasis.org/tbs/1066-12-25/s/" 

xmlns:xsi="http://www.w3.org/2000/10/XMLSchema-instance" 

xsi:schemaLocation="http://www.oasis.org/tbs/1066-12-25/ D:\AllMaterial\OASIS-Sec-TC\Assertions.xsd">

<!-- example 2.1.4 Can Alice read finance with an attribute Assertion-->

<s0:AssertionsList>


<Assertion xsi:type="s0:AttributeAssertionType">



<Subject>




<NameID>mailto:Alice@bizex.test</NameID>



</Subject>



<s1:Role>Admin</s1:Role>


</Assertion>

</s0:AssertionsList>

<SAMLXQuery>


<AssertionsList>



FOR $S IN document("SampleAuthorityAssertionsList.xml")




WHERE $S/Resource = "http://store.carol.test/finance"




AND $S/Subject/NameID = "mailto:Alice@bizex.test"




AND $S/Permission = "READ"



<Assertion>



RETURN $S/Decision



</Assertion>


</AssertionsList>

</SAMLXQuery>
</s0:SAMLQuery>
Sample Request #3

<?xml version="1.0" encoding="UTF-8"?>
<s0:SAMLQuery xmlns:s0="http://www.oasis.org/tbs/1066-12-25/" 

xmlns:xsi="http://www.w3.org/2000/10/XMLSchema-instance" 

xsi:schemaLocation="http://www.oasis.org/tbs/1066-12-25/ D:\AllMaterial\OASIS-Sec-TC\Assertions.xsd">

<!-- example 2.1.4.  Can Alice read finance with Role Admin? -->

<s0:AssertionsList>


<Assertion xsi:type="s0:AttributeAssertionType">



<Subject>




<NameID>mailto:Alice@bizex.test</NameID>



</Subject>



<someOtherNs:Role>Admin</someOtherNs:Role>


</Assertion>

</s0:AssertionsList>

<SAMLXQuery>


<AssertionsList>


FOR $S IN document("SampleAuthorityAssertionsList.xml")



WHERE $S/Resource = "http://store.carol.test/finance"



AND ($S/Subject/NameID = "mailto:Alice@bizex.test" OR $S/Subject/someOtherNS:Role="Admin")



AND $S/Permission = "Admin"



RETURN $S



</AssertionsList>

</SAMLXQuery>
</s0:SAMLQuery>

Appendix

Notes

Trying to get extension in the Permissions has been many hours, and ultimately I resorted to a technique I didn’t really like.  

The method that finally worked was Method 1(typeExtension) in the same namespace
<PermissionList>
<BasePermission>R</BasePermission>
<ExtendedPermission>Provision</BasePermission>

The options for adding a Permission type, say Provision, to Assertion are:

· Extend the set of names allowed in an enumeration List - <Permissions>R W Provision</Permissions>.  This doesn’t work because the enumeration value space can’t be extended.

· specification of different namespaced elements - 
<PermissionList>
<s0:Permission>W</s0:Permission>
<s1:Permission>Provision</s1:Permission>.  
I can’t recall why this didn’t work

· method 4 (dangling namespace) from xfront.  
<PermissionList>
<Permission>W</Permission>
<Permission>Provision</Permission>
XMLSpy illegally follows the namespace declaration in the include.

· Method 3 (abstract base type with type substitution) from xfront
<PermissionList>
<Permission xsi:type=”s0:PermissionBaseType”>W</Permission>
<Permission xsi:type=”s1:PermissionExtensionType”>Provision</Permission>
XMLSpy gives the dreaded internal error on this case, I think because the Permission is a simpleContent.

· Method 1(typeExtension) in different namespaces
<PermissionList>
<s0:BasePermission>R</s0:BasePermission>
<s1:ExtendedPermission>Provision</s1:BasePermission>
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