SAML Whitepaper

Introduction

SAML – the Security Assertions Markup Language - is a standard which being developed by the Security Services technical committee of the OASIS standards organization (www.oasis-open.org).  The goal of SAML is to define a standard way to securely exchange authentication and authorization information.  This whitepaper will describe these interaction scenarios and how SAML will enable them, as well as give an overview of SAML itself.

Business Case

The current trend towards collaborative commerce among businesses, and the resulting increase in inter-organizational distributed computing require new types of interactions between security systems.  While standards are emerging for how organizations can communicate about business transactions (ebXML, finXML, ..), software interactions (SOAP/XMLP), and user interactions (HTTP), they don’t sufficiently specify standard methods of communicating certain security properties related to each of these interactions.  The SAML (Security Assertions Markup Language) standardization committee is creating standard ways to conduct these interactions securely.  Due to the fact that no standard existed before the advent of SAML, many of these security interactions are being done in proprietary or ‘one-off’ ways, and are therefore very expensive and take considerable time to implement.  This translates to poor security, flexibility, and market responsiveness because organizations are not able to quickly and securely partner with other organizations that could provide them with some competitive advantage - whether it be access to suppliers, markets, or authenticated users.  The adoption of the SAML standard will enable application and infrastructure vendors to provide these interactions in standards-based ways, thereby making them much quicker and simpler for organizations to deploy.    This capability will allow companies to be more responsive to the markets they serve – a key to success in many competitive environments.

The Scenarios

The scenarios where SAML implementations will be employed are similar to scenarios that exist within organizations today and are solved by a class of access management and single sign-on products - the difference being that the SAML scenarios are extend across organizations and therefore across administrative domains and security systems.

The first scenario (Fig. 1) is single sign-on between security domains.  In this scenario, a web user has authenticated (proven their identity) to the security system of a particular organization (Company A).  The user then would like to access the website of another organization (Company B), which is protected by a separate security system, without re-authenticating.  These companies have partnered in such a way that the Company B has agreed to accept Company A’s users and to trust Company A’s authentications of those users.  This implementation will require a linkage between the single sign-on systems of the two domains.  SAML provides a standard way for these single sign-on solutions to communicate about the authentications of these end users in such a way as to facilitate this interaction.
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Figure 1.  Multi-Domain Single Sign-On


A real world example of this type of scenario would be where a company is using an ASP (Application Service Provider) to provide its expense management functionality.  It would be very desirable for the company’s employees to not have to authenticate directly to the ASP’s site each time they want to enter an expense, but rather have their intranet authentication apply to the ASP as well.  This will save the company’s employees from maintaining separate user names and passwords for the expense ASP (and ultimately all of the company’s ASPs and partners), which will have a significant positive effect on ease of use, productivity, and security.

The second group of scenarios involves a transaction flowing between the two organizations (Fig 2).  This transaction could be a financial transaction flowing between B2B gateways or a simple SOAP method invocation.  Depending on the business relationship between the parties, different security information related to the transaction will need to be communicated between the parties of the transaction, or perhaps even by a third party.  Examples of the types of information that will need to be passed are the identity of the user who initiated the transaction, the type(s) of authentication that were provided, attributes about the user, and authorization decisions made by some authority.  This security information will be used by the security systems of the organizations that are processing the transaction.
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Figure 2.  Distributed Transaction


An example scenario would be where a user accesses his company’s supply management application to order some paper clips.  The company’s supply management application, in turn, places an order with its paper clips supplier.  Depending on the business relationship existing between the two companies, the supplier may need to know the name of the user, the type of authentication they provided, whether they are an office manager, and/or whether they are authorized to order paper clips.  This information would therefore need to be conveyed by company A, or perhaps provided by a third party.  The supplier may then choose to go to a third party security provider to determine whether they should process this transaction.  SAML would be used to communicate this information between these parties.

Another example of the distributed transaction scenario is where a user is logged into cars.com and has chosen to buy insurance from the same website that they have just bought a car from.   Cars.com has a partnership with a company called Insurance.com who actually provides the insurance that cars.com sells via a web service.  When the user submits a request for an insurance quote, Cars.com will need a way to tell Insurance.com who the user is who is actually requesting insurance and some attributes about them.

A third scenario where SAML will be useful is when an organization needs to request security information from a trusted third party.  An example of this scenario would be if an employee of Company A has logged into the supplier’s website directly and has initiated an order for paper clips.  The supplier’s system would need some more information to determine whether to allow this order to be processed.  In this example, the supplier would use SAML to query Company A for a decision as to whether to allow the transaction, or perhaps some attributes about the employee (for example role or employee status) so that the supplier can decide using their own authorization policy.  This scenario is represented in Fig 3.
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SAML Overview

The goal of SAML is to define a XML-based security standard for exchanging authentication and authorization information.  There are essentially three fundamental components of the SAML specification: 

· The definition of the SAML Assertions

· The definition of the SAML Protocol

· The definition of SAML Bindings

The SAML specification includes an XML schema that defines SAML assertions and protocol messages.  The specification also describes methods for binding these assertions to other existing protocols (http, SOAP) in order to enable additional security functionality.

SAML Assertions

As SAML defines the communication of authentication and authorization information, SAML assertions are the statements being made.  SAML specifies 3 types of assertions: authentication assertions, attribute assertions, and authorization decision assertions.   

Authentication assertions contain statements that a given subject (or user) has proven his identity (authenticated) to a given authority, or security domain.  An example of how authentication assertions will be used is in the multi-domain single sign-on scenario (Fig. 1) – where the user is using his authentication from one domain at another domain.  In this scenario, the first domain would create an authentication assertion that the second domain would use as proof of the end user’s authentication.  (How this assertion gets from the first domain is defined by the SAML bindings.)  Refer to Appendix A for an example of an Authentication Assertion.

Attribute assertions contain statements about the attributes of a subject or user.  These statements may be used by security systems to process authorization rules, or by applications in their business processes.  An example of how an attribute assertion may be used is in the distributed transaction scenario (Fig. 2).  In this scenario, based on the trading relationship between the companies, attributes about the end user (his role and purchase limit) who has initiated the transaction may need to be passed.  These assertions will be cryptographically bound to the transaction in a way that is defined as part of the SAML specification.  

Another interaction where attribute assertions could be useful is in the trusted third party scenario (Fig. 3), where an organization may need to consult a third party (a credit agency, for example) as part of its rule processing (to retrieve a credit score).  Refer to Appendix A for an example of an Attribute Assertion.


Authorization decision assertions are statements about the results of an application of authorization of policy.  One example of how authorization decision assertions will be used would be in a specific application of the Trusted Third Party scenario (Fig. 3).  In this example, a user is accessing an ASP-hosed application that her company is using.  She navigates to a secure area of the application which requires that special permissions.  The ASP application can then use the SAML protocol to ask her company’s security system whether to allow her to access that secure area.  

SAML Protocol


The SAML specification defines a protocol for requesting and retrieving assertions, leveraging SOAP over HTTP.  SAML defines an XML schema for request and response messages that conform to the SOAP specification for defining web services, so as to be deployable in a SOAP environment.  The SAML protocol supports the SAML bindings, but can also be used independently as a way for organizations to communicate security information.

SAML Bindings

One of the ways in which SAML will be used is by binding it to existing protocols in order to add some additional security functionality to those protocols.  The current SAML specification defines 2 bindings: the web browser single sign-on binding and the SOAP binding.  The ‘web browser single sign-on’ binding enables single sign-on between organizations’ web systems by creating standard ways for web session systems to communicate about web user authentications.  The SAML SOAP binding describes a method for attaching SAML assertions to ordinary SOAP messages for the purpose of associating various security attributes (authentication, attributes, authorization decisions) with the messages.

It is possible that in the future the SAML technical committee will design additional bindings that make SAML useful to additional protocols.

Appendix A – Example Assertions

Example Authentication Assertion

<saml:Assertion
  MajorVersion=“1” MinorVersion=“0”
  AssertionID=“128.9.167.32.12345678”
  Issuer=“Smith Corporation“
  IssueInstant=“2001-12-03T10:02:00Z”>
  <saml:Conditions
    NotBefore=“2001-12-03T10:00:00Z”
    NotAfter=“2001-12-03T10:05:00Z” />
  <saml:AuthenticationStatement
    AuthenticationMethod=“password”
    AuthenticationInstant=“2001-12-03T10:02:00Z”>
    <saml:Subject>
      <saml:NameIdentifier
        SecurityDomain=“smithco.com”
        Name=“joeuser” />
    </saml:Subject>
  </saml:AuthenticationStatement>
 </saml:Assertion>
Example Attribute Assertion

<saml:Assertion …>
  <saml:Conditions …/>
  <saml:AttributeStatement>
    <saml:Subject>
      <saml:NameIdentifier
        SecurityDomain=“smithco.com”
        Name=“joeuser” />
    </saml:Subject>
    <saml:Attribute
      AttributeName=“PaidStatus”
      AttributeNamespace=“http://smithco.com”>
      <saml:AttributeValue>
        PaidUp
      </saml:AttributeValue>
    </saml:Attribute>
  </saml:AttributeStatement>
</saml:Assertion>
Example Authorization Decision Assertion

<saml:Assertion …>
 <saml:Conditions …/>
  <saml:AuthorizationStatement
    Decision=“Permit”
    Resource=“http://jonesco.com/rpt_12345.htm”>
    <saml:Subject>
      <saml:NameIdentifier
        SecurityDomain=“smithco.com”
        Name=“joeuser” />
    </saml:Subject>
  </saml:AuthorizationStatement>
</saml:Assertion>
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