Browser/Artifact Profile for SAML

The browser/artifact profile for SAML relies on a reference to the needed assertion traveling in a SAML artifact, which the destination site must dereference from the source site in order to determine whether the user is authenticated.

Note: The need for a “small’’ SAML artifact is motivated by restrictions on URL size imposed by commercial web browsers. While RFC 2616 [RFC2616] does not specify any restrictions on URL length, in practice commercial web browsers and application servers impose size constraints on URLs, for a maximum size of approximately 2000 characters (see Section 0). Further, as developers will need to estimate and set aside URL “real estate” for the artifact, it is important that the artifact have a bounded size, that is, with predefined maximum size. These measures ensure that the artifact can be reliably carried as part of the URL query string and thereby transferred successfully from source to destination site. 

The browser/artifact profile consists of a single interaction among three parties (a user equipped with a browser, a source site, and a destination site), with a nested sub-interaction between two parties (the source site and the destination site). The interaction sequence is shown in the following figure, with the following sections elucidating each step.
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Terminology from RFC 1738 [RFC1738] is used to describe components of a URL. An HTTP URL has the following form: 

http://<HOST>:<port>/<path>?<searchpart>

The following sections specify certain portions of the <searchpart> component of the URL. Ellipses will be used to indicate additional but unspecified portions of the <searchpart> component. 

HTTP requests and responses MUST be drawn from either HTTP 1.1 [RFC2616] or HTTP 1.0 [RFC1945]. Distinctions between the two are drawn only when necessary. 

Step 1: Accessing the Inter-Site Transfer Service

In step 1, the user’s browser accesses the inter-site transfer service, with information about the desired target at the destination site attached to the URL.

No normative form is given for step 1. It is RECOMMENDED that the HTTP request take the following form:

GET http://<inter-site transfer host name and path>?TARGET=<Target>…<HTTP-Version>

<other HTTP 1.0 or 1.1 components>
Where:

<inter-site transfer host name and path>
This provides the host name, port number, and path components of an inter-site transfer URL at the source site.

Target=<Target>
This name-value pair occurs in the <searchpart> and is used to convey information about the desired target resource at the destination site.

Confidentiality and message integrity MUST be maintained in step 1.

Step 2: Redirecting to the Destination Site

In step 2, the source site’s inter-site transfer service responds and redirects the user’s browser to the assertion consumer service at the destination site.

The HTTP response MUST take the following form:

<HTTP-Version> 302 <Reason Phrase>

<other headers>

Location : http://<assertion consumer host name and path>?<SAML searchpart>

<other HTTP 1.0 or 1.1 components>

Where:

<assertion consumer host name and path>
This provides the host name, port number, and path components of an assertion consumer URL at the destination site.

<SAML searchpart>= …TARGET=<Target>…SAMLart=<SAML artifact> …
A single target description MUST be included in the <SAML searchpart> component. At    least one SAML artifact MUST be included in the SAML <SAML searchpart> component; multiple SAML artifacts MAY be included. If more than one artifact is carried within <SAML searchpart>, all the artifacts MUST have the same SourceID.

According to HTTP 1.1 [RFC2616] and HTTP 1.0 [RFC1945], the use of status code 302 is recommended to indicate that “the requested resource resides temporarily under a different URI”. The response may also include additional headers and an optional message body as described in those RFCs.

Confidentiality and message integrity MUST be maintained in step 2. It is RECOMMENDED that the inter-site transfer URL be exposed over SSL 3.0 or TLS 1.0 (see Section 0). Otherwise, the one or more artifacts returned in step 2 will be available in plain text to an attacker who might then be able to impersonate the assertion subject.

Step 3: Accessing the Assertion Consumer Service

In step 3, the user’s browser accesses the assertion consumer service, with a SAML artifact representing the user’s authentication information attached to the URL.

The HTTP request MUST take the form:

GET http://<assertion consumer host name and path>?<SAML searchpart> <HTTP-Version>

<other HTTP 1.0 or 1.1 request components>

Where:

<assertion consumer host name and path>
This provides the host name, port number, and path components of an assertion consumer URL at the destination site.

<SAML searchpart>= …TARGET=<Target>…SAMLart=<SAML artifact> …
A single target description MUST be included in the <SAML searchpart> component. At least one SAML artifact MUST be included in the <SAML searchpart> component; multiple SAML artifacts MAY be included. If more than one artifact is carried within <SAML searchpart>, all the artifacts MUST have the same SourceID.

Confidentiality and message integrity MUST be maintained in step 3. It is RECOMMENDED that the assertion consumer URL be exposed over SSL 3.0 or TLS 1.0 (see Section 0). Otherwise, the artifacts transmitted in step 3 will be available in plain text to any attacker who might then be able to impersonate the assertion subject.

Steps 4 and 5: Acquiring the Corresponding Assertions
In steps 4 and 5, the destination site, in effect, dereferences the one or more SAML artifacts in its posession in order to acquire the SAML authentication assertion that corresponds to each artifact.

These steps MUST utilize a SAML protocol binding for a SAML request-response message exchange between the destination and source sites. The destination site functions as a SAML requester and the source site functions as a SAML responder.

The destination site MUST send a <samlp:Request> message to the source site, requesting assertions by supplying assertion handles in the <samlp:AssertionArtifact> element.

If the source site is able to find or construct the requested assertions, it responds with a <samlp:Response> message with the requested assertions. Otherwise, it returns an appropriate error code, as defined within the selected SAML binding.

In the case where the source site returns assertions within <samlp:Response>, it MUST return exactly one assertion for each assertionhandle found in the corresponding <samlp:Request> element. The case where fewer or greater number of assertions is returned within the <samlp:Response> element MUST be treated as an error state by the destination site.

The source site MUST implement a “one-time request” property for each SAML artifact. Many simple implementations meet this constraint by an action such as deleting the relevant assertion from persistent storage at the source site after one lookup. If a SAML artifact is presented to the source site again, the source site MUST return the same message as it would if it were queried with an unknown artifact.

The selected SAML protocol binding MUST provide confidentiality, message integrity and bilateral authentication. The source site MUST implement the SAML SOAP binding with support for confidentiality, message integrity, and bilateral authentication.

The source site MUST return an error code if it receives a <samlp:Request> message from an authenticated destination site X containing an artifact issued by the source site to some other destination site Y, where X <>Y. One way to implement this feature is to have source sites maintain a list of artifact and destination site pairs.

At least one of the SAML assertions returned to the destination site MUST be an SSO assertion.

Authentication statements MAY be distributed across more than one returned assertion.  Does this mean that one authentication statement may be distributed across more than one assertion?  Presumably not.  Probably it means that more than one assertion may contain an authentication statement.
The <saml:ConfirmationMethod> element of each assertion MUST be set to SAMLArtifact (see [SAMLCore]).

Based on the information obtained in the assertions retrieved by the destination site, the destination site MAY engage in additional SAML message exchanges with the source site.

Step 6: Responding to the User’s Request for a Resource

In step 6, the user’s browser is sent an HTTP response that either allows or denies access to the desired resource.

No normative form is mandated for the HTTP response. The destination site SHOULD provide some form of helpful error message in the case where access to resources at that site is disallowed. 

Artifact Format

The artifact format includes a mandatory two-byte artifact type code, as follows:

SAML_artifact     := B64(TypeCode RemainingArtifact)

TypeCode          := Byte1Byte2
Note: Depending on the level of security desired and associated profile protocol steps, many viable architectures could be developed for the SAML artifact [CoreAssnEx] [ShibMarlena]. The type code structure accommodates variability in the architecture.
The notation B64(TypeCode RemainingArtifact) stands for the application of the base-64 transformation to the concatenation of the TypeCode and RemainingArtifact. This profile defines an artifact type of type code 0x0001, which is REQUIRED (mandatory to implement) for any implementation of the browser/artifact profile. This artifact type is defined as follows:

TypeCode          := 0x0001

RemainingArtifact := SourceID AssertionHandle

SourceID          := 20-byte_sequence

AssertionHandle   := 20-byte_sequence
SourceID is a 20-byte sequence used by the destination site to determine source site identity and location. It is assumed that the destination site will maintain a table of SourceID values as well as the URL (or address) for the corresponding SAML responder. This information is communicated between the source and destination sites out-of-band. On receiving the SAML artifact, the destination site determines if the SourceID belongs to a known source site and obtains the site location before sending a SAML request (as described in Section 0). 

Any two source sites with a common destination site MUST use distinct SourceID values. Construction of AssertionHandle values is governed by the principle that they SHOULD have no predictable relationship to the contents of the referenced assertion at the source site and it MUST be infeasible to construct or guess the value of a valid, outstanding assertion handle.

The following practices are RECOMMENDED for the creation of SAML artifacts at source sites:

· Each source site selects a single identification URL. The domain name used within this URL is registered with an appropriate authority and administered by the source site. 

· The source site constructs the SourceID component of the artifact by taking the SHA-1 hash of the identification URL.

· The AssertionHandle value is constructed from a cryptographically strong random or pseudorandom number sequence [RFC1750] generated by the source site. The sequence consists of values of at least eight bytes in size. These values should be padded to a total length of 20 bytes.

Alternative artifact format

An alternative (optional to implement) artifact format is described here:

TypeCode          := 0x0002

RemainingArtifact := AssertionHandle SourceLocation
AssertionHandle   := 20-byte_sequence
SourceLocation    := URI
The SourceLocation URI is the identification URL, described above, and is governed by the same requirements.  The assertionHandle is also described above, and governed by the same requirements.  The destination site MUST process the artifact in a manner identical to that described above, with the exception that the identification URL MAY be obtained directly from the artifact, rather than by look-up, based on sourceID.
Note: the destination site MUST confirm that assertions were issued by an acceptable issuer, not relying merely on the fact that they were returned in response to a samlp:request.
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