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1. Introduction

This specification defines the syntax and semantics for XML-encoded SAML assertions, protocol
requests, and protocol responses. These constructs are typically embedded in other structures for
transport, such as HTTP form POSTs and XML-encoded SOAP messages. The SAML specification
for bindings and profiles [SAMLBIind] provides frameworks for this embedding and transport. Files
containing just the SAML assertion schema [SAML-XSD] and protocol schema [SAMLP-XSD] are
available.

The following sections describe how to understand the rest of this specification.

1.1. Notation

This specification uses schema documents conforming to W3C XML Schema [Schemal] and
normative text to describe the syntax and semantics of XML-encoded SAML assertions and
protocol messages.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be
interpreted as described in IETF RFC 2119 [RFC2119]:

"they MUST only be used where it is actually required for interoperation or to limit
behavior which has potential for causing harm (e.g., limiting retransmissions)"

These keywords are thus capitalized when used to unambiguously specify requirements over
protocol and application features and behavior that affect the interoperability and security of
implementations. When these words are not capitalized, they are meant in their natural-language
sense.

Li stings of SAM. schemas appear |ike this.

| Exanpl e code |istings appear like this. |

Conventional XML namespace prefixes are used throughout the listings in this specification to
stand for their respective namespaces (see Section 1.2) as follows, whether or not a namespace
declaration is present in the example:

?? The prefix sanl : stands for the SAML assertion namespace.
?? The prefix sanl p: stands for the SAML request-response protocol namespace.
?? The prefixds: stands for the W3C XML Signature namespace.

?? The prefix xsd: stands for the W3C XML Schema namespace in example listings. In
schema listings, this is the default namespace and no prefix is shown.

This specification uses the following typographical conventions in text: <SAMLEI enent >,
<ns: For ei gnEl ement >, Attri but e, Datatype, O her Code.

1.2. Schema Organization and Namespaces

The SAML assertion structures are defined in a schema [SAML-XSD] associated with the following
XML namespace:

http://ww. oasi s-open. or g/ conmi tt ees/ security/docs/draft-sstc-schena-assertion27. xsd

The SAML requestresponse protocol structures are defined in a schema [SAMLP-XSD]
associated with the following XML namespace:

http://ww. oasi s-open. org/ conmi ttees/security/docs/draft-sstc-schema-protocol -27. xsd
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Note: The SAML namespace names are temporary and will change when
SAML 1.0 is finalized.

The assertion schema is imported into the protocol schema. Also imported into both schemas is the
schema for XML Signature [XMLSig-XSD], which is associated with the following XML namespace:

http://ww. w3. or g/ 2000/ 09/ xm dsi g#

1.2.1. Time Values.

All SAML time values have the type dateTime, which is built in to the W3C XML Schema Datatypes
specification [Schema2] and MUST be expressed in UTC form.

SAML applications SHOULD NOT rely on other applications supporting time resolution finer than
milliseconds. Implementations MUST NOT generate time instants that specify leap seconds.

1.2.2. Comparing SAML values

Unless otherwise noted, all elements in SAML documents that have the XML Schema "string" type,
or a type derived from that, MUST be compared using an exact binary comparison. In particular,
SAML implementations and deployments MUST NOT depend on case-insensitive string
comparisons, normalization or trimming of white space, or conversion of locale-specific formats
such as numbers or currency. This requirement is intended to conform to the W3C Requirements
for String Identity, Matching, and String Indexing [W3C-CHAR].

If an implementation is comparing values that are represented using different character encodings,
the implementation MUST use a comparison method that returns the same result as converting
both values to the Unicode character encoding (http://www.unicode.org), Normalization Form C
[UNICODE-C] and then performing an exact binary comparison. This requirement is intended to
conform to the W3C Character Model for the World Wide Web (W3C-CharMod]), and in particular
the rules for Unicode -normalized Text.

Applications that compare data received in SAML documents to data from external sources MUST
take into account the normalization rules specified for XML. Text contained within elements is
normalized so that line endings are represented using linefeed characters (ASCII code 10pecimal), as
described in section 2.11 of the XML Recommendation [XML]. Attribute values defined as strings
(or types derived from strings) are normalized as described in section 3.3.3 [XML] all white space
characters are replaced with blanks (ASCII code 32pecimal)-

The SAML specification does not define collation or sorting order for attribute or element values.

SAML implementations MUST NOT depend on specific sorting orders for values, because these
may differ depending on the locale settings of the hosts involved.

1.3. SAML Concepts (Non-Normative)

This section is informative only and is superseded by any contradicting information in the normative
text in Sections 1.2 and following. A glossary of SAML terms and concepts [SAMLGIloss] is
available.

1.3.1. Overview

The Security Assertion Markup Language (SAML) is an XML-based framework for exchanging
security information. This security information is expressed in the form of assertions about subjects,
where a subject is an entity (either human or computer) that has an identity in some security
domain. A typical example of a subject is a person, identified by his or her email address in a
particular Internet DNS domain.

draft-sstc-core-27 7 February 14th 2002
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Assertions can convey information about authentication acts performed by subjects, attributes of
subjects, and authorization decisions about whether subjects are allowed to access certain
resources. Assertions are represented as XML constructs and have a nested structure, whereby a
single assertion might contain several different internal statements about authentication,
authorization, and attributes. Note that authentication assertions merely describe acts of
authentication that happened previously.

Assertions are issued by SAML authorities, hamely, authentication authorities, attribute authorities,
and policy decision points. SAML defines a protocol by which clients can request assertions from
SAML authorities and get a response from them. This protocol, consisting of XML-based request
and response message formats, can be bound to many different underlying communications and
transport protocols; SAML currently defines one binding, to SOAP over HTTP.

SAML authorities can use various sources of information, such as external policy stores and
assertions that were received as input in requests, in creating their responses. Thus, while clients
always consume assertions, SAML authorities can be both producers and consumers of assertions.

The following model is conceptual only; for example, it does not account for real -world information
flow or the possibility of combining of authorities into a single system.

e~ > >
Credentials I Authentication Attribute Policy Decision
Collector Authority Authority Point
A —

SAML
Y

Authentication
Assertion

Authorization
Decision Assertion

Attribute Assertion

!

Policy Enforcement
Point

Application
Request

System Entity

Figure 1 The SAML Domain Model

One major design goal for SAML is Single Sign-On (SSO), the ability of a user to authenticate in
one domain and use resources in other domains without re-authenticating. However, SAML can be
used in various configurations to support additional scenarios as well. Several profiles of SAML are
defined that support different styles of SSO and the securing of SOAP payloads.

The assertion and protocol data formats are defined in this specification. The bindings and profiles
are defined in a separate specification [SAMLBIind]. A conformance program for SAML is defined
in the conformance specification [SAMLConform]. Security issues are discussed in a separate

security and privacy considerations specification [SAMLSecure].
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1.3.2. SAML and URI-Based Identifiers

SAML defines some identifiers to manage references to well-known concepts and sets of values.
For example, the SAML-defined identifier for the Kerberos subject confirmation method is as

follows:
urn:ietf:rfc:1510

For another example, the SAML-defined identifier for the set of possible actions on a resource
consisting of Read/Write/Execute/Delete/Control is as follows:

http://www.oasisopen.org/committees/security/docs/draft-sstc-core-26#rwedc

These identifiers are defined as Uniform Resource Identifiers (URIs), but they are not necessarily
able to be resolved to some Web resource. At times SAML authorities need to use identifier strings
of their own design, for example, for assertion IDs or additional kinds of confirmation methods not
covered by SAML-defined identifiers. In these cases, using a URI form is not required; if it is used, it

is not required to be resolvable to some Web resource. However, using URIs — particularly URLs
based on the htt p: scheme —is likely to mitigate problems with clashing identifiers to some

extent.

The Read/Write/Execute/Delete/Control identifier above is an example of a namespace (not in the
sense of an XML namespace). SAML uses this namespace mechanism to manage the universe of
possible types of actions and possible names of attributes.

See section 7 for a list of SAML -defined identifiers.

1.3.3. SAML and Extensibility

The XML formats for SAML assertions and protocol messages have been designed to be
extensible.

However, it is possible that the use of extensions will harm interoperability and therefore the use of
extensions SHOULD be carefully considered.

draft-sstc-core-27 9 February 14th 2002



.77 2. SAML Assertions

278  An assertion is a package of information that supplies one or more statements made by an issuer.
279 SAML allows issuers to make three different kinds of assertion statement:

280 ?? Authentication: The specified subject was authenticated by a particular means at a
281 particular time.

282 ?? Authorization Decision: A request to allow the specified subject to access the specified
283 resource has been granted or denied.

284 ?? Attribute: The specified subject is associated with the supplied attributes.

285  Assertions have a nested structure. A series of inner elements representing authentication
286  statements, authorization decision statements, and attribute statements contain the specifics, while

287  an outer generic assertion element provides information that is common to all of the statements.

288 2.1. Schema Header and Namespace Declarations

289  The following schema fragment defines the XML namespaces and other header information for the
290 assertion schema:

291 <schema

292 tar get Nanmespace="htt p: // ww. oasi s- open. org/ conmi tt ees/ security/docs/draft-
293 sstc-schema-assertion-27. xsd"

294 xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xnl dsi g#"

295 xm ns: sam =" http://ww. oasi s-open. org/ conm ttees/security/docs/draft-sstc-
296 schema- assertion- 27. xsd"

297 xm ns="http://ww.w3. org/ 2001/ XM_Schena"

298 el ement For nDef aul t =" unqual i fi ed" >

299 <inport nanespace="http://ww. w3. or g/ 2000/ 09/ xnl dsi g#"

300 schemalocat i on="xm dsi g- core-schema. xsd"/ >

301 <annot at i on>

302 <docunent at i on>dr aft - sst c- schenmsa asserti on-27. xsd</ docunent ati on>

303 </ annot ati on>

304

305 </ schema>

306 2.2.Simple Types

307  The following sections define the SAML assertion-related simple types.

308 2.2.1. Simple Types IDType and IDReferenceType

309 The IDType simple type is used to declare identifiers to assertions, requests, and responses. The
310 IDReferenceType is used to reference identifiers of type IDType.

311  Values declared to be of type IDType MUST satisfy the following properties:

312 ?? Any party that assigns an identifier MUST ensure that there is negligible probability that that
313 party or any other party will accidentally assign the same identifier to a different data object.
314 ?? Where a data object declares that it has a particular identifier, there MUST be exactly one
315 such declaration.

316  The mechanism by which the application ensures that the identifier is unique is left to the

317 implementation. In the case that a pseudorandom technique is employed, the probability of two
318  randomly chosen identifiers being identical MUST be less than 2% and SHOULD be less than
319 2% This requirement MAY be met by applying Base64 encoding to a randomly chosen value 128
320 or 160 bits in length.
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321 It is OPTIONAL for an identifier based on IDType to be resolvable in principle to some resource. In
322  the case that the identifier is resolvable in principle (for example, the identifier is in the form of a

323 URI reference), it is OPTIONAL for the identifier to be dereferenceable.
324  The following schema fragment defines the IDType and IDReferenceType simple types:

325 <si npl eType nane="| DType" >

326 <restriction base="string"/>
327 </ si nmpl eType>

328 <si npl eType nane="| DRef er enceType" >
329 <restriction base="string"/>
330 </ si npl eType>

331 2.2.2. Simple Type DecisionType

332 The DecisionType simple type defines the possible values to be reported as the status of an
333 authorization decision statement.

334 Perm t

335 The specified action is permitted.

336 Deny

337 The specified action is denied.

338 I ndet ermi nate

339 No assessment is made as to whether the specified action is permitted or denied.

340  The following schema fragment defines the DecisionType simple type:

341 <si npl eType nane="Deci si onType" >

342 <restriction base="string">

343 <enuneration value="Permt"/>

344 <enunerati on val ue="Deny"/ >

345 <enuneration val ue="I ndet erm nate"/>
346 </restriction>

347 </ si npl eType>

g 2.3. Assertions

349 The following sections define the SAML constructs that contain assertion information.

350 2.3.1. Element <AssertionSpecifier>

351 The <AssertionSpeci fi er> element specifies an assertion either by reference or by value. It
352 contains one of the following elements:

353 <Asserti onl DRef er ence>

354 Specifies an assertion by reference to the value of the assertion’s Assert i onl D attribute.
355 <Assertion>
356 Specifies an assertion by value.

357 The following schema fragment defines the <Asserti onSpeci fi er > element and its
358  AssertionSpecifierType complex type:

359 <el ement name="Asserti onSpecifier" type="sanl:Asserti onSpecifierType"/>
360 <conpl exType nanme="AssertionSpecifierType">

361 <choi ce>

362 <el enent ref ="sanl : Asserti onl DRef er ence"/ >

363 <el ement ref ="sanl : Assertion"/>

364 </ choi ce>

365 </ conpl exType>
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2.3.2. Element <AssertionID>

The <Asserti onl D> element makes a reference to a SAML assertion by means of the value of
the assertion’s Asserti onl Dattribute.

The following schema fragment defines the <Asserti onl D> element:
<el enent name="Assertionl DRef erence" type="sanl :|DRef erenceType"/ >

2.3.3. Element <Assertion>

The <Asserti on>element is of AssertionType complex type. This type specifies the basic
information that is common to all assertions, including the following elements and attributes:
Maj or Ver si on [Required]
The major version of this assertion. The identifier for the version of SAML defined in this
specification is 1. Processing of this attribute is specified in Section 3.4.4.

M nor Ver si on [Required]

The minor version of this assertion. The identifier for the version of SAML defined in this
specification is 0. Processing of this attribute is specified in Section 3.4.4.

Asserti onl D[Required]

The identifier for this assertion. It is of type IDType, and MUST follow the requirements
specified by that type for identifier uniqueness.

| ssuer [Required]
The issuer of the assertion. The name of the issuer is provided as a string. The issuer
name SHOULD be unambiguous to the intended relying parties. SAML applications may
use an identifier such as a URI that is designed to be unambiguous regardless of context.

| ssuel nst ant [Required]
The time instant of issue in UTC as described in section 1.2.1.

<Condi ti ons> [Optional]
Conditions that MUST be taken into account in assessing the validity of the assertion.

<Advi ce> [Optional]
Additional information related to the assertion that assists processing in certain situations
but which MAY be ignored by applications that do not support its use.

<Si gnat ur e> [Optional]
An XML Signature that authenticates the assertion, see section 5.

One or more of the following statement elements:

<St at enment >
A statement defined in an extension schema.

<Subj ect St at enent >
A subject statement defined in an extension schema.

<Aut henti cati onSt at ement >
An authentication statement.

<Aut hori zat i onDeci si onSt at enent >
An authorization decision statement.

<AttributeStatenent>
An attribute statement.

The following schema fragment defines the <Asserti on>element and its AssertionType
complex type:
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<el enment name="Assertion" type="sanl:AssertionType"/>
<conpl exType nanme="AssertionType">
<sequence>
<el ement ref ="sam : Condi tions" m nCccurs="0"/>
<el enent ref ="sam : Advi ce" m nCccurs="0"/>
<choi ce maxQccur s="unbounded">
<el enent ref="sam : Statenent"/>
<el enent ref="sam : Subj ect St at enent "/ >
<el enent ref="sanl : Aut henti cati onSt atenent"/>
<el enent ref="sam : Aut hori zati onDeci si onSt at ement"/ >
<el enent ref="sam : AttributeStatenment"/>
</ choi ce>
<el ement ref="ds: Signature" mnQOccurs="0"/>
</ sequence>
<attribute nane=" Mpj or Versi on" type="integer" use="required'/>
<attribute nane=" M norVersi on" type="integer" use="required'/>
<attribute nane="Assertionl D" type="sam :|DType" use="required"/>
<attribute nane="1I|ssuer" type="string" use="required'/>
<attribute name="I|ssuelnstant" type="dateTi me" use="required"/>
</ conpl exType>

2.3.3.1. Element <Conditions>

If an assertion contains a <Condi t i ons> element, the validity of the assertion is dependent on the

conditions provided. Each condition evaluates to a status of Val i d, I nval i d, or
I ndet er m nat e. The validity status of an assertion is the conjunction of the validity status of each
of the conditions it contains, as follows:

?? If any condition evaluates to | nval i d, the assertion status is | nval i d.

?? If no condition evaluates to | nval i d and one or more conditions evaluate to
| ndet er m nat e, the assertion status is | ndet er m nat e.

?? If no conditions are supplied or all the specified conditions evaluate to Val i d, the assertion
status is Val i d.

Note that an assertion that has validity status ‘Valid’ may not be trustworthy by reasons such as not
being issued by a trustworthy issuer or not being authenticated by a trustworthy signature.

The <Condi ti ons> element MAY be extended to contain additional conditions. If an element
contained within a <Condi t i ons> element is encountered that is not understood, the status of the
condition MUST be evaluated to | ndet er ni nat e.

The <Condi t i ons> element MAY contain the following elements and attributes:

Not Bef or e [Optional]
Specifies the earliest time instant at which the assertion is valid. The time value is encoded
in UTC as described in section 1.2.1.

Not OnOr Af t er [Optional]
Specifies the time instant at which the assertion has expired. The time value is encoded in
UTC as described in section 1.2.1.

<Condi ti on>[Any Number]

Provides an extension point allowing extension schemas to define new conditions.
<Audi enceRestri cti onCondi ti on>[Any Number]

Specifies that the assertion is addressed to a particular audience.

<Target Restricti onCondi ti on> [Any Number]
The <TargetRestriction> condition is used to limit the use of the assertion to a particular

relying party.
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The following schema fragment defines the <Condi ti ons> element and its ConditionsType
complex type:

<el ement name="Condi ti ons" type="sam : Conditi onsType"/>
<conpl exType nanme="Condi ti onsType" >
<choi ce m nCccurs="0" maxCccurs="unbounded" >
<el ement ref ="sam : Condition"/>
<el ement ref ="sam : Audi enceRestrictionCondition"/>

<el enment ref ="saml : Target Restricti onCondition"/>
</ choi ce>

<attribute nane=" Not Before" type="dateTi me" use="optional"/>
<attribute name="Not OnOr After" type="dateTi me" use="optional "/>
</ conmpl exType>

2.3.3.1.1 Attributes NotBefore and NotOnOrAfter
The Not Bef or e and Not OnOr Af t er attributes specify time limits on the validity of the assertion.

The Not Bef or e attribute specifies the time instant at which the validity interval begins. The
Not OnOr Af t er attribute specifies the time instant at which the validity interval has ended.

If the value for either Not Bef or e or Not OnOr Af t er is omitted it is considered unspecified. If the
Not Bef or e attribute is unspecified (and if any other conditions that are supplied evaluate to

Val i d), the assertion is valid at any time before the time instant specified by the Not OnOr Af t er
attribute. If the Not OnOr Af t er attribute is unspecified (and if any other conditions that are supplied
evaluate to Val i d), the assertion is valid from the time instant specified by the Not Bef or e
attribute with no expiry. If neither attribute is specified (and if any other conditions that are supplied
evaluate to Val i d), the assertion is valid at any time.

The Not Bef or e and Not OnOr Af t er attributes are defined to have the dateTime simple type that

is built in to the W3C XML Schema Datatypes specification [Schemaz2]. All time instants are
specified in Universal Coordinated Time (UTC) as described in section 1.2.1. Implementations
MUST NOT generate time instants that specify leap seconds.

2.3.3.1.2 Element <Condition>

The <Condi t i on> element serves as an extension point for new conditions. Its
ConditionAbstractType complex type is abstract; extension elements MUST use the xsi : type
attribute to indicate the derived type.

The following schema fragment defines the <Condi ti on> element and its
ConditionAbstractType complex type:

<el ement name="Condi ti on" type="sanl:ConditionAbstractType"/>
<conpl exType nane="Condi ti onAbstract Type" abstract="true"/>

2.3.3.1.3 Elements <AudienceRestrictionCondition> and <Audience>

The <Audi enceRestri cti onCondi ti on> element specifies that the assertion is addressed to
one or more specific audiences identified by <Audi ence> elements. Although a party that is outside
the audiences specified is capable of drawing conclusions from an assertion, the issuer explicitly

makes no representation as to accuracy or trustworthiness to such a party. It contains the following
elements:

<Audi ence>
A URI that identifies an intended audience. The URI MAY identify a document that
describes the terms and conditions of audience membership.

The Audi enceRestricti onCondi ti on evaluatesto Val i dif and only if the relying party is a
member of one or more of the audiences specified.
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The issuer of an assertion cannot prevent a party to whom it is disclosed from making a decision on
the basis of the information provided. However, the <Audi enceRestri cti onConditi on>

element allows the issuer to state explicitly that no warranty is provided to such a party in a
machine- and human -readable form. While there can be no guarantee that a court would uphold
such a warranty exclusion in every circumstance, the probability of upholding the warranty
exclusion is considerably improved.

The following schema fragment defines the <Audi enceRestri cti onCondi ti on> element and
its AudienceRestrictionConditionType complex type:

<el ement name="Audi enceRestri ctionCondition"
type="saml : Audi enceRestri ctionConditionType"/>
<conpl exType nane="Audi enceRestrictionConditionType">
<conpl exCont ent >
<ext ensi on base="sam : Condi ti onAbstract Type" >
<sequence>
<el ement ref ="sanl : Audi ence"” maxQccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name="Audi ence" type="anyURI"/>

2.3.3.1.4 Elements <Target Restri cti onConditi on> and <Tar get >

The <TargetRestrictionCondition> element is used to limit the use of the assertion to a particular
relying party. This is useful to prevent malicious forwarding of assertions to unintended recipients. It
contains the following elements:

<Tar get >
A URI that identifies an intended relying party.

The TargetRestrictionCondition evaluates to Val i d if and only if one or more URIs identify the
recipient or a resource managed by the recipient.

The following schema fragment defines the <Tar get Restri cti onCondi ti on> element and its
TargetRestrictionConditionType complex type:

<el ement name="Tar get Restricti onCondition"
type="samnl : Target Restri cti onCondi ti onType" />

<conpl exType nane="Target Restri cti onConditionType">
<conpl exCont ent >

<ext ensi on base="sam : Condi ti onAbstract Type" >
<sequence>

<el enent ref ="samnl : Target"
m nCccur s="1" maxQccur s="unbounded"/ >

</ sequence>
</ ext ensi on>

</ conpl exCont ent >
</ conpl exType>
<el ement name="Target" type="anyURI"/>

2.3.3.2. Elements <Advice> and <AdviceElement>

The <Advi ce> element contains any additional information that the issuer wishes to provide. This

information MAY be ignored by applications without affecting either the semantics or the validity of
the assertion.

The <Advi ce> element contains a mixture of zero or more <Asserti onSpeci fi er > elements,
<Advi ceEl ement > elements, and elements in other namespaces, with lax schema validation in
effect for these other elements.

Following are some potential uses of the <Advi ce> element:
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?? Include evidence supporting the assertion claims to be cited, either directly (through
incorporating the claims) or indirectly (by reference to the supporting assertions).

?? State a proof of the assertion claims.

?? Specify the timing and distribution points for updates to the assertion.

The following schema fragment defines the <Advi ce> element and its AdviceType complex type,
along with the <Advi ceEl enent > element and its AdviceAbstractType complex type:

<el enent name="Advi ce" type="sanl:Advi ceType"/ >
<conpl exType nanme="Advi ceType" >

<choi ce m nCccurs="0" maxCccurs="unbounded" >

<el enent ref ="saml : Asserti onSpecifier"/>

<el enent ref ="sam : Advi ceEl ement"/ >

<any nanmespace="##ot her" processCont ents="lax"/>
</ choi ce>

</ conpl exType>
<el enent name="Advi ceEl ement" type="sanl: Advi ceAbstract Type"/ >
<conpl exType nane="Advi ceAbstract Type"/ >

2.4. Statements

The following sections define the SAML constructs that contain statement information.

2.4.1. Element <Statement>

The <St at ement > element is an extension point that allows other assertion-based applications to
reuse the SAML assertion framework. Its StatementAbstractType complex type is abstract;
extension elements MUST use the xsi : t ype attribute to indicate the derived type.

The following schema fragment defines the <St at enent > element and its
StatementAbstractType complex type:

<el ement name="St atenment" type="sanl : St at enent Abstract Type"/>
<conpl exType nane="St at ement Abstract Type" abstract ="true"/>

2.4.2. Element <SubjectStatement>

The <Subj ect St at ement > element is an extension point that allows other assertion-based

applications to reuse the SAML assertion framework. It contains a <Subj ect > element that allows
an issuer to describe a subject. Its SubjectStatementAbstractType complex type, which extends
StatementAbstractType, is abstract; extension elements MUST use the xsi : t ype attribute to
indicate the derived type.

The following schema fragment defines the <Subj ect St at ement > element and its
SubjectStatementAbstractType abstract type:

<el enent name="Subj ect St at ement" type="sanl : Subj ect St at ement Abstract Type"/ >
<conpl exType nanme="Subj ect St at ement Abstract Type" abstract="true">
<conpl exCont ent >
<ext ensi on base="sanl : St at ement Abstract Type" >
<sequence>
<el ement ref ="sam : Subj ect"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
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2.4.2.1. Element <Subject>

The <Subj ect > element specifies the principal that is the subject of the statement. It contains
either or both of the following elements:

<Nanel denti fi er>
An identification of a subject by its name and security domain.

<Subj ect Confi rmati on>
Information that allows the subject to be authenticated.

If the <Subj ect > element contains both a <Nanel denti fi er> anda
<Subj ect Confi r mat i on>, the issuer is asserting that if the relying party performs the specified
<Subj ect Confi rmati on>, it can be confident that the entity presenting the assertion to the
relying party is the entity that the issuer associates with the <Nanel denti fi er > A <Subj ect >
element SHOULD NOT identify more than one principal.
The following schema fragment defines the <Subj ect > element and its SubjectType complex
type:
<el enent name="Subj ect" type="samnl : Subj ect Type"/>
<conpl exType name="Subj ect Type" >
<choi ce>
<sequence>
<el enent ref="sanl : Nanel dentifier"/>
<el ement ref="sanl : Subj ect Confirnmation" m nCccurs="0"/>
</sequence>
<el enent ref ="sanl : Subj ect Confirmati on"/ >
</ choi ce>
</ conpl exType>

2.4.2.2. Element <Nameldentifier>

The <Nanel denti fi er > element specifies a subject by a combination of a name and a security
domain. It has the following attributes:

Securi t yDomai n [Optional]
The security domain governing the name of the subject.

Nare [Required]
The name of the subject.

The interpretation of the security domain and the name are left to individual implementations,
including issues of anonymity, pseudonymity, and the persistence of the identifier with respect to
the asserting and relying parties.

The following schema fragment defines the <Nanel dent i fi er > element and its
NameldentifierType complex type:
<el ement name="Nanel dentifier" type="sam : Nanel dentifierType"/>
<conpl exType nane="Nanel dentifier Type">

<attribute nane="SecurityDomai n" type="string"'/>
<attribute name=" Nane" type="string" use="required"/>
</ conpl exType>

2.4.2.3. Elements <SubjectConfirmation>, <ConfirmationMethod>, and
<SubjectConfirmationData>

The <Subj ect Conf i r mat i on> element specifies a subject by supplying data that allows the
subject to be authenticated. It contains the following elements in order:

<Conf i rmat i onMet hod> [One or more]

A URI that identifies a protocol to be used to authenticate the subject. URIs identifying
common authentication protocols are listed in Section 7.
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<Subj ect Conf i r mat i onDat a> [Optional]
Additional authentication information to be used by a specific authentication protocol.

<ds: Keyl nf o> [Optional]
An XML Signature [XMLSig] element that specifies a cryptographic key held by the
subject.

The following schema fragment defines the <Subj ect Confi r mat i on> element and its
SubjectConfirmationType complex type, along with the <Subj ect Conf i r mati onDat a>
element and the <Conf i r mati onMet hod> element:

<el enent name="Subj ect Confirmati on" type="sanl : Subj ect Confirmati onType"/>
<conpl exType nane="Subj ect Confirmati onType">
<sequence>
<el enent ref ="saml : Confi rmati onMet hod' maxCccur s="unbounded"/ >
<el enent ref ="saml : Subj ect Confirmati onData' m nOccurs="0"/>
<el ement ref ="ds: Keyl nfo" m nCccurs="0"/>
</ sequence>
</ conpl exType>
<el enent name="Subj ect Confirmati onData" type="string"/>
<el enent name="Confirnmati onMet hod" type="anyURlI"/>

2.4.3. Element <AuthenticationStatement>

The <Aut hent i cati onSt at enent > element supplies a statement by the issuer that its subject
was authenticated by a particular means at a particular time. It is of type
AuthenticationStatementType, which extends SubjectStatementAbstractType with the addition
of the following element and attributes:

Aut henti cati onMet hod [Optional]
A URI that specifies the type of authentication that took place. URIs identifying common
authentication protocols are listed in Section 7.

Aut henti cati onl nst ant [Optional]
Specifies the time at which the authentication took place. The time value is encoded in UTC
as described in section 1.2.1

<Aut henti cati onLocal i t y> [Optional]
Specifies the DNS domain name and IP address for the system entity from which the
Subject was apparently authenticated.

<Aut hori t yBi ndi ng>[Any Number]
Indicates that additional information about the subject of the statement may be available.

The following schema fragment defines the <Aut henti cati onSt at ement > element and its
AuthenticationStatementType complex type:

<el ement name="Aut henti cati onSt atenent"
type="saml : Aut henti cati onSt at enent Type"/ >
<conpl exType nane="Aut henti cati onSt at enent Type" >
<conpl exCont ent >
<ext ensi on base="samnl : Subj ect St at ement Abst r act Type" >
<sequence>
<el enment ref ="sam : Aut henti cationLocality" m nOccurs="0"/>
<el ement ref ="sam : Aut hori t yBi ndi ng"
m nOccur s="0" maxCccur s="unbounded"/ >
</ sequence>
<attribute name="Aut henticationMethod" type="anyURl "/>
<attribute nanme="Aut henticationlnstant" type="dateTi ne"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
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2.4.3.1. Element <AuthenticationLocality>

The <Aut hent i cat i onLocal i t y> element specifies the DNS domain name and IP address for
the system entity that was authenticated. It has the following attributes:

| PAddr ess [Optional]
The IP address of the system entity that was authenticated.

DNSAddr ess [Optional]
The DNS address of the system entity that was authenticated.

This element is entirely advisory, since both these fields are quite easily “spoofed” but current
practice appears to require its inclusion.

The following schema fragment defines the <Aut hent i cati onLocal i t y> element and its
AuthenticationLocalityType complex type:
<el enent name="Aut henti cati onLocality"
type="sam : Aut henti cati onLocal ityType"/>
<conpl exType nane="Aut henti cati onLocal ityType" >
<attribute nane="|PAddress" type="string" use="optional "/>
<attribute name=" DNSAddress" type="string" use="optional "/>
</ conpl exType>

2.4.3.2. Element <AuthorityBinding>

The <AuthorityBinding> element may be used to indicate to a relying party receiving an
AuthenticationStatement that a SAML authority may be available to provide additional information
about the subject of the statement. A single SAML authority may advertise its presence over
multiple protocol bindings, at multiple locations, and as more than one kind of authority by sending
multiple elements as needed.

Aut hori t yKi nd [Required]
The type of SAML authority (Authentication, Attribute, or Authorization Decision) advertised
by the element. The kind of authority corresponds to the derived type of Subj ect Query that
the authority expects to receive (and is likely to be able to successfully answer) at the
location being advertised. For example, a value of "attribute” means that an
<Attribut eQuery> is expected.

Locat i on [Required]
A URI describing how to locate and communicate with the authority, the exact syntax of
which depends on the protocol binding in use. For example, a binding based on HTTP will
be a web URL, while a binding based on SMTP might use the "mailto” scheme.

Bi ndi ng [Required]
A URI identifying the SAML protocol binding to use in communicating with the authority. All
SAML protocol bindings will have an assigned URI.

The following schema fragment defines the <Aut hori t yBi ndi ng> element and its
AuthorityBindingType complex type and AuthorityKindType simple type:

<el enent name="Aut horityBi ndi ng" type="samn : Aut hori t yBi ndi ngType"/ >
<conpl exType nanme="Aut horityBi ndi ngType">
<attribute nane=" Aut horityKi nd" type="sanl : Aut horityKi ndType"
use="required"/>/ >
<attribute nanme="Location" type="anyURI " use="required"/>
<attribute nane="Bi nding" type="anyURI " use="required"/>
</ conpl exType>
<si npl eType nane="Aut horityKi ndType" >
<restriction base="string">
<enuneration val ue="aut hentication"/>
<enuneration value="attribute"/>
<enuneration val ue="aut hori zation"/>
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</restriction>
</ sinpl eType>

2.4.4. Element <AuthorizationDecisionStatement>

The <Aut hori zat i onDeci si onSt at ement > element supplies a statement by the issuer that the
request for access by the specified subject to the specified resource has resulted in the specified
decision on the basis of some optionally specified evidence.

The resource is identified by means of a URI. In order for the assertion to be interpreted correctly

and securely the issuer and relying party MUST interpret each URI in a consistent manner. Failure
to achieve a consistent URI interpretation can result in different authorization decisions depending
on the encoding of the resource URI. Rules for normalizing URIs are to be found in [RFC 2396] 86

In general, the rules for equivalence and definition of a normal form, if any, are scheme
dependent. When a scheme uses elements of the common syntax, it will also use the common
syntax equivalence rules, namely that the scheme and hostname are case insensitive and a
URL with an explicit ":port", where the port is the default for the scheme, is equivalent to one
where the port is elided.

To avoid ambiguity resulting from variations in URI encoding SAML applications SHOULD employ
the URI normalized form wherever possible as follows:

?? The assertion issuer SHOULD encode all resource URIs in normalized form.
?? Relying parties SHOULD convert resource URIs to normalized form prior to processing.

Inconsistent URI interpretation can also result from differences between the URI syntax and the

semantics of an underlying file system. Particular care is required if URIs are employed to specify
an access control policy language. The following security conditions should be satisfied by the
system which employs SAML assertions:

?? Parts of the URI syntax are case sensitive. If the underlying file system is case insenstive a
requestor SHOULD NOT be able to gain access to a denied resource by changing the case
of a part of the resource URI.

?? Many file systems support mechanisms such as logical paths and symbolic links which
allow users to establish logical equivalences between file system entries. A requestor
SHOULD NOT be able to gain access to a denied resource by creating such an
equivalence.

The <Aut hori zat i onDeci si onSt at enent > elementis of type
AuthorizationDecisionStatementType, which extends SubjectStatementAbstractType with the
addition of the following elements (in order) and attributes:

Resour ce [Required]
A URI identifying the resource to which access authorization is sought.

Deci si on [Required]
The decision rendered by the issuer with respect to the specified resource. The value is of
the DecisionType simple type.

<Act i ons> [Required]
The set of actions authorized to be performed on the specified resource.

<Evi dence> [Any Number]
A set of assertions that the issuer relied on in making the decision.

The following schema fragment defines the <Aut hori zat i onDeci si onSt at enent > element
and its AuthorizationDecisionStatementType complex type:

<el enent name="Aut hori zati onDeci si onSt at ement "
type="sanl : Aut hori zat i onDeci si onSt at enent Type"/ >
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<conpl exType nane="Aut hori zati onDeci si onSt at enent Type" >
<conpl exCont ent >
<ext ensi on base="saml : Subj ect St at ement Abst r act Type" >
<sequence>
<el ement ref ="sanl : Actions"/>
<el ement ref ="sanml : Evi dence" m nCccurs="0"
maxCccur s =" unbounded"/ >
</ sequence>
<attribute name="Resource" type="anyUR" use="required" />
<attribute nanme="Deci sion" type="san : Deci si onType"
use="required"/ >
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

2.4.4.1. Elements <Actions> and <Action>

The <Act i ons> element specifies the set of actions on the specified resource for which permission
is sought. It has the following element and attribute:

Nanespace [Optional]
A URI representing the namespace in which the names of specified actions are to be
interpreted. If this element is absent, the namespace http://www.oasis-
open.org/committees/security/docs/draft-sstc-core-26 #rwedc-negation specified in section
7.2.2is in effect.

<Act i on> [One or more]
An action sought to be performed on the specified resource.

The following schema fragment defines the <Act i ons> element, its ActionsType complex type,
and the <Act i on> element:
<el enent name="Actions" type="sam : ActionsType"/>
<conpl exType nane="Acti onsType">
<sequence>
<el enent ref ="sam : Acti on" maxCccur s="unbounded"/ >
</ sequence>
<attribute nane=" Nanespace" type="anyURlI" use="optional "/>

</ conpl exType>
<el enent name="Action" type="string"/>

2.4.4.2. Element <Evidence>

The <Evi dence> element contains an assertion that the issuer relied on in issuing the
authorization decision. It has the AssertionSpecifierType complex type.

The provision of an assertion as evidence MAY affect the reliance agreement between the
requestor and the Authorization Authority. For example, in the case that the requestor presented an
assertion to the Authorization Authority in a request, the Authorization Authority MAY use that

assertion as evidence in making its response without endorsing the as sertion as valid either to the
requestor or any third party.

The following schema fragment defines the <Evi dence> element:
<el enent name="Evi dence" type="sanl: AssertionSpecifierType"/>
2.4.5. Element <AttributeStatement>

The <At tri but eSt at enent > element supplies a statement by the issuer that the specified

subject is associated with the specified attributes. It is of type AttributeStatementType, which
extends SubjectStatementAbstractType with the addition of the following element:
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844 <Attri but e>[One or More]
845 The <At t ri but e> element specifies an attribute of the subject.

846  The following schema fragment defines the <At t ri but eSt at enent > element and its
847  AttributeStatementType complex type:

848 <el ement name="AttributeStatenment"” type="sanl:AttributeStatenentType"/>
849 <conpl exType nane="Attri buteStat enent Type" >

850 <conpl exCont ent >

851 <ext ensi on base="samnl : Subj ect St at enment Abst r act Type" >

852 <sequence>

853 <el ement ref ="sanl : Attribute" maxCccurs="unbounded"/ >

854 </ sequence>

855 </ ext ensi on>

856 </ conpl exCont ent >

857 </ conpl exType>

858 2.4.5.1. Elements <AttributeDesignator> and <Attribute>

859 The <Attri but eDesi gnat or > element identifies an attribute name within an attribute
860 namespace. It has the AttributeDesignatorType complex type. It is used in an attribute assertion

861 query to request that attribute values within a specific namespace be returned (see 3.3.4 for more
862 information). The <At t ri but eDesi gnat or > element contains the following XML attributes:

863  AttributeNamespace [Optional]
864 The namespace in which the At t ri but eNanme elements are interpreted.

865  AttributeNanme [Optional]
866 The name of the attribute.

867  The following schema fragment defines the <At t ri but eDesi gnat or > element and its
868  AttributeDesignatorType complex type:

869 <el ement name="AttributeDesi gnator" type="sam : Attri buteDesi gnat or Type"/>
870 <conpl exType nane="Attri but eDesi gnat or Type" >

871 <attribute nane="AttributeNane" type="string" use="required'/>

872 <attribute nane="AttributeNanespace" type="anyURI" use="required"/>
873 </ conpl exType>

874  The <Attri but e>element supplies the value for an attribute of an assertion subject. It has the
875  AttributeType complex type, which extends AttributeDesignatorType with the addition of the
876 following element:

877 <At tri but eVal ue> [Any Number]
878 The value of the attribute.

879  The following schema fragment defines the <At t r i but e> element and its AttributeType complex
880 type:

881 <el ement name="Attribute" type="sanl:AttributeType"/>

882 <conpl exType nane="Attri buteType">

883 <conpl exCont ent >

884 <ext ensi on base="samnl : Attri but eDesi gnat or Type" >

885 <sequence>

886 <el ement ref ="sanl : Attri buteVal ue" maxOccur s=" unbounded"/ >
887 </ sequence>

888 </ ext ensi on>

889 </ conpl exCont ent >

890 </ conpl exType>

891 2.45.1.1 Element <AttributeValue>

892 The <Attri but eVal ue> element supplies the value of a specified attribute. It is of the anyType
893 simple type, which allows any well-formed XML to appear as the content of the element.
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If the data content of an AttributeValue element is of a XML Schema simple type (e.g. interger,
string, etc) the data type MAY be declared explicitly by means of an xsi : t ype declaration in the

<At tri but eVal ue> element. If the attribute value contains structured data the necessary data
elements may be defined in an extension schema introduced by means of the xm ns= mechanism.

The following schema fragment defines the <At t ri but eVal ue> element:
<el enent name="AttributeVal ue" type="anyType"/ >
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3. SAML Protocol

SAML assertions MAY be generated and exchanged using a variety of protocols. The bindings and
profiles specification for SAML [SAMLBInd] describes specific means of transporting assertions
using existing widely deployed protocols.

SAML-aware requestors MAY in addition use the SAML request-response protocol defined by the
<Request > and <Response> elements. The requestor sends a <Request > element to a SAML

authority, and the authority generates a <Response> element, as shown in Figure 2.

SAMLRequest SAMLResponse!
O » | Process Request I > .

Figure 2. SAML Request-Response Protocol

3.1. Schema Header and Namespace Declarations

The following schema fragment defines the XML namespaces and other header information for the
protocol schema:

<schema
t ar get Nanmespace="htt p: // ww. oasi s- open. org/ conmi tt ees/ security/docs/draft-
sstc- schema- pr ot ocol - 27. xsd"
xm ns="http://ww. w3. org/ 2001/ XM_Schenma"
xm ns: sani p="http://ww. oasi s- open. org/ comi ttees/security/docs/draft- sstc-
schena- prot ocol -27. xsd"
xm ns: sam =" http://ww. oasi s- open. org/ conmi ttees/security/docs/draft-sstc-
schenma- assertion- 27. xsd"
xm ns: ds="http://ww.w3. org/ 2000/ 09/ xnl dsi g#"
el enent For nDef aul t =" unqual i fi ed" >
<import nanespace="http://ww. oasi s- open. org/conmittees/security/docs/draft-
sstc-schemm- assertion-27. xsd"
schemalLocati on="dr aft - sstc-schema- assertion-27. xsd"/ >
<i mport nanespace="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
schemalLocat i on="xm dsi g- core-schema. xsd"/ >
<annot at i on>
<docunent at i on>dr aft - sst c- schems prot ocol - 27. xsd</docunent ati on>
</ annot ati on>

</ schema>

3.2. Requests

The following sections define the SAML constructs that contain request information.

3.2.1. Complex Type RequestAbstractType

All SAML requests are of types that are derived from the abstract RequestAbstractType complex

type. This type defines common attributes and elements that are associated with all SAML
requests:

Request | D [Required]
An identifier for the request. It is of type IDType, and MUST follow the requirements
specified by that type for identifier uniqueness. The values of the Request | Dattribute in a
request and the | nResponseTo attribute in the corresponding response MUST match.
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Maj or Ver si on [Required]
The major version of this request. The identifier for the version of SAML defined in this
specification is 1. Processing of this attribute is specified in Section 3.4.2.

M nor Ver si on [Required]

The minor version of this request. The identifier for the version of SAML defined in this
specification is 0. Processing of this attribute is specified in Section 3.4.2.

I ssuel nst ant [Required]
The time instant of issue of the request. The time value is encoded in UTC as described in
section 1.2.1.

<RespondW t h> [Any Number]
Each <RespondW t h> element specifies a type of response that is acceptable to the

requestor.

<Si gnat ur e> [Optional]
An XML Signature that authenticates the assertion, see section 5.

The following schema fragment defines the RequestAbstractType complex type:

<conpl exType name="Request Abstract Type" abstract ="true">
<sequence>
<el enent ref ="saml p: RespondWth"

nan

m nCccur s="0" maxCccur s="unbounded" />
<el enent ref = "ds: Signature" m nCccurs="0"/>

</ sequence>

<attribute nanme=" Request| D" type="san :|DIype" use="required"/>

<attribute nane=" Mpj or Versi on" type="integer" use="required'/>

<attribute nanme=" M norVersion" type="integer" use="required'/>

<attribute nane="I|ssuelnstant" type="dateTi me" use="required"/>
</ conpl exType>

3.2.1.1. Element <RespondWith>

The <RespondW t h> element specifies a type of response that is acceptable to the requestor. If
no <RespondW t h> element is specified the default is Si ngl eSt at enent .

The <RespondW t h> element specifies the type(s) of response that is acceptable to the requestor.
Multiple <RespondW t h> elements MAY be specified to indicate that the requestor is capable of
processing multiple requests.

<RespondW t h> elements are used to inform the responder of the type of assertion statements
that the requestor is capable of processing. The Responder MUST use this information to ensure
that it generates responses consistent with information found in the <RespondW t h> element of
the Request.

NOTE: Inability to find assertions that meet <RespondW t h> criteria should be treated identical to
any other query for which no assertions are available. In both cases a status of success would
normally be returned in the Res ponse message, but no assertions to be found therein.

<RespondW t h> element values are URIs. A requestor MAY use an XML schema identifier as a
<RespondW t h> element value to inform the responder that the specified SAML extension schema

is supported. <RespondW t h> values defined in this document are specified as URI fragment
identifiers, the nominal base for these identifier values being the SAML protocol schema identifier
URI.

Acceptable values for the <RespondW t h> element are:

#Si ngl eSt at emrent
An assertion carrying exactly one statement element.

draft-sstc-core-27 25 February 14th 2002



990 #Multipl eSt at ement

991 An assertion carrying at least one statement element.

992  #Aut henti cati onSt at enent

993 An assertion carrying an Authentication statement.

994 #Aut hori zat i onDeci si onSt at enent

995 An assertion carrying an Authorization Decision statement.

996 #At tri but eSt at enent

997 An assertion carrying an Attribute statement.

998 Schema URI

999 An assertion containing additional elements from the specified schema.

1000 The following schema fragment defines the <RespondW t h> element:
1001 <el ement name="RespondWth" type="anyURI"/>

1002 3.2.2. Element <Request>

1003  The <Request > element specifies a SAML request. It provides either a query or a request for a
1004  specific assertion identified by <Asserti onl DRef erence> or <Asserti onArti fact>.Ithas
1005 the complex type RequestType, which extends RequestAbstractType by adding a choice of one
1006  of the following elements:

1007 <Query>

1008 An extension point that allows extension schemas to define new types of query.

1009 <Subj ect Query>

1010 An extension point that allows extension schemas to define new types of query that specify
1011 a single SAML subject.

1012  <Aut henti cati onQuery>

1013 Makes a query for authentication information.

1014 <AttributeQuery>

1015 Makes a query for attribute information.

1016 <Aut hori zati onDeci si onQuery>

1017 Makes a query for an authorization decision.

1018 <Asserti onl DRef er ence> [One or more]
1019 Requests assertions by reference to its assertion identifier.

1020 <AssertionArtifact>[One or more]
1021 Requests assertions by supplying an assertion artifact that represents it.

1022 The following schema fragment defines the <Request > element and its RequestType complex
1023 type:

1024 <el enent name="Request" type="sam p: Request Type"/>

1025 <conpl exType nane="Request Type" >

1026 <conpl exCont ent >

1027 <ext ensi on base="samnl p: Request Abst ract Type">

1028 <choi ce>

1029 <el enent ref ="sanl p: Query"/>

1030 <el enent ref ="saml p: Subj ect Query"/ >

1031 <el enent ref ="sam p: Aut henti cati onQuery"/ >

1032 <el enent ref ="sam p: Attri buteQuery"/>

1033 <el enent ref ="sanl p: Aut hori zat i onDeci si onQuery"/>

1034 <el enent ref ="sanml : Asserti onl DRef erence" maxCccur s="unbounded"/ >
1035 <el enent ref ="sam p: Asserti onArtifact" nmaxCOccurs="unbounded"/ >
1036 </ choi ce>

1037 </ ext ensi on>
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</ conpl exCont ent >
</ conpl exType>

3.2.3. Element <AssertionArtifact>

The <AssertionArtifact > element is used to specify the assertion artifact that represents an
assertion.

The following schema fragment defines the <Asserti onArtifact> element:
<el enent name="AssertionArtifact" type="string"/>

3.3. Queries

The following sections define the SAML constructs that contain query information.

3.3.1. Element <Query>

The <Quer y> element is an extension point that allows new SAML queries to be defined. Its
QueryAbstractType is abstract; extension elements MUST use the xsi : t ype attribute to indicate

the derived type. QueryAbstractType is the base type from which all SAML query elements are
derived.

The following schema fragment defines the <Quer y> element and its QueryAbstractType
complex type:

<el enent name="Query" type="sam p: QueryAbstract Type"/>
<conpl exType nanme="QueryAbstract Type" abstract="true"/>

3.3.2. Element <SubjectQuery>

The <Subj ect Quer y> element is an extension point that allows new SAML queries that specify a
single SAML subject. Its SubjectQueryAbstractType complex type is abstract; extension elements
MUST use the xsi : t ype attribute to indicate the derived type. SubjectQueryAbstractType adds

the <Subj ect > element.

The following schema fragment defines the <Subj ect Quer y> element and its
SubjectQueryAbstractType complex type:
<el enent name="Subj ect Query" type="sam p: Subj ect Quer yAbstract Type"/>
<conpl exType nane="Subj ect Quer yAbstract Type" abstract="true">
<conpl exCont ent >
<ext ensi on base="sam p: Quer yAbstract Type" >
<sequence>
<el enent ref ="sanl : Subj ect"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.3.3. Element <AuthenticationQuery>

The <Aut hent i cati onQuer y> element is used to make the query “What authentication

assertions are available for this subject?” A successful response will be in the form of assertions
containing authentication statements. This element is of type AuthenticationQueryType, which
extends SubjectQueryAbstractType with the addition of the following element:

<Confirmati onMet hod> [Optional]
A filter for possible responses. If it is present, the query made is “What authentication
assertions do you have for this subject with the supplied confirmation method?”
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In response to an authentication query, a responder returns assertions with authentication
statements as follows: The <Subj ect > element in the returned assertions MUST be identical to
the <Subj ect > element of the query. If the <Confi r mat i onMet hod> element is present in the
query, at least one <Conf i r mati onMet hod> element in the response MUST match. It is

OPTIONAL for the complete set of all such matching assertions to be returned in the response.

The following schema fragment defines the <Aut hent i cati onQuer y> type and its
AuthenticationQueryType complex type:

<el ement name="Aut henti cati onQuery" type="saml p: Aut henti cati onQueryType'/>

<conpl exType nanme="Aut henti cati onQueryType">
<conpl exCont ent >

<ext ensi on base="sam p: Subj ect Quer yAbst r act Type" >
<sequence>
<el ement ref ="sanl : Confirnmati onMet hod" m nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.3.4. Element <AttributeQuery>

The <At tri but eQuer y> element is used to make the query “Return the requested attribut es for
this subject.” A successful response will be in the form of assertions containing attribute statements.
This element is of type AttributeQueryType, which extends SubjectQueryAbstractType with the
addition of the following element and attribute:

Resour ce [Optional]
The Resource attribute if present specifies that the attribute query is made in response to a
specific authorization decision relating to the resource. The responder MAY use the
resource attribute to establish the scope of the request.

If the resource attribute is specified and the responder does not wish to support resource-
specific attribute queries, or if the resource value provided is invalid or unrecognized, then it

SHOULD respond with a SAML status of "Error.Receiver.ResourceNotRecognized".

<At tri but eDesi gnat or > [Any Number] (see Section 2.4.5.1)
Each <At t ri but eDesi gnat or > element specifies an attribute whose value is to be
returned. If no attributes are specified, the list of desired attributes is implicit and
application-specific.

The following schema fragment defines the <At t ri but eQuer y> element and its
AttributeQueryType complex type:

<el enent name="AttributeQuery" type="sam p: AttributeQeryType"/>
<conpl exType name="Attri buteQueryType">
<conpl exCont ent >
<ext ensi on base="samnl p: Subj ect Quer yAbst ract Type" >
<sequence>
<el enent ref ="sanl : Attri but eDesi gnat or"
m nCccurs="0" nmaxCccur s="unbounded"/ >
</ sequence>
<attribute nanme="Resource" type="anyURI" use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.3.5. Element <AuthorizationDecisionQuery>

The <Aut hori zat i onDeci si onQuer y> element is used to make the query “Should these

actions on this resource be allowed for this subject, given this evidence?” A successful response
will be in the form of assertions containing authorization decision statements. This element is of
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type AuthorizationDecisionQueryType, which extends SubjectQueryAbstractType with the
addition of the following elements and attribute:

Resour ce [Required]
A URIlindicating the resource for which authorization is requested.

<Act i ons> [Required]
The actions for which authorization is requested.

<Evi dence> [Any Number]
An assertion that the responder MAY rely on in making its response.

The following schema fragment defines the <Aut hori zat i onDeci si onQuer y> element and its
AuthorizationDecisionQueryType complex type:
<el enent name="Aut hori zati onDeci si onQuery "
type="sam p: Aut hori zati onDeci si onQueryType"/>
<conpl exType nane="Aut hori zati onDeci si onQueryType" >
<conpl exCont ent >
<ext ensi on base="sanl p: Subj ect Quer yAbstract Type" >
<sequence>
<el ement ref ="saml : Actions"/>
<el enent ref ="sanl : Evi dence"
m nCccur s="0" maxCccur s="unbounded"/ >
</ sequence>
<attribute name="Resource" type="anyURI" use="required"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.4. Responses

The following sections define the SAML constructs that contain response information.

3.4.1. Complex Type ResponseAbstractType

All SAML responses are of types that are derived from the abstract ResponseAbstractType
complex type. This type defines common attributes and elements that are associated with all SAML
responses:

Responsel D[Required]
An identifier for the response. It is of type IDType, and MUST follow the requirements
specified by that type for identifier uniqueness.

I nResponseTo [Required]

A reference to the identifier of the request to which the response corresponds. The value of
this attribute MUST match the value of the corresponding Request | D attribute.

Maj or Ver si on [Required]
The major version of this response. The identifier for the version of SAML defined in this
specification is 1. Processing of this attribute is specified in Section 3.4.4.

M nor Ver si on [Required]
The minor version of this response. The identifier for the version of SAML defined in this
specification is 0. Processing of this attribute is specified in Section 3.4.4.

| ssuel nst ant [Optional]
The time instant of issue of the request. The time value is encoded in UTC as described in
section 1.2.1.

<Si gnat ur e> [Optional]
An XML Signature that authenticates the assertion, see section 5.
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The following schema fragment defines the ResponseAbstractType complex type:

<conpl exType nanme="ResponseAbstract Type" abstract="true">
<sequence>
<el enent ref = "ds: Signature" m nCccurs="0"/>
</ sequence>

<attribute nane=" Responsel D type="samn :|DType" use="required"/>
<attribute nanme="I|nResponseTo" type="sanl : | DReferenceType"
use="required"/>
<attribute nane=" Mpj orVersi on" type="integer" use="required'/>
<attribute nanme=" M norVersion" type="integer" use="required'/>
<attribute nane="I|ssuelnstant" type="dateTi me" use="required"/>
</ conpl exType>

3.4.2. Element <Response>

The <Response> element specifies the status of the corresponding SAML request and a list of
zero or more assertions that answer the request. It has the complex type ResponseType, which
extends ResponseAbstractType by adding the following elements (in an unbounded mixture):

<St at us> [Required] (see Section 3.4.3)
A code representing the status of the corresponding request.

<Asserti on>[Any Number] (see Section 2.3.3)
Specifies an assertion by value.

The following schema fragment defines the <Response> element and its ResponseType complex
type:
<el enent name="Response" type="sanl p: ResponseType"/ >
<conpl exType nanme="ResponseType" >
<conpl exCont ent >
<ext ensi on base="sanl p: ResponseAbstract Type" >
<sequence>
<el enent ref ="sanl p: Status"/>
<el ement ref ="sam : Assertion"
m nCccur s="0" maxQccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.4.3. Element <Status>

The <St at us> element :

<St at usCode> [Required]
A code representing the status of the corresponding request.

<St at usMessage> [Any Number]
A message which MAY be returned to an operator.

<St at usDet ai | > [Optional]
Specifies additional information concerning an error condition.

The following schema fragment defines the <St at us> element and its StatusType complex type:

<el enent name="Status" type="sam p: StatusType" />
<conpl exType nane="St at usType" >
<sequence>
<el enent ref ="sanl p: St at usCode" / >
<el enent ref ="sanl p: St at usMessage”
m nOccur s="0" maxCOccur s="unbounded" />
<el enent ref ="sam p: StatusDetail" m nCccurs="0"/>
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</ sequence>
</ conpl exType>

3.4.3.1. Element <StatusCode>

The <St at usCode> element specifies a code representing the status of the corresponding request
and an option sub code providing more specific information concerning a particular error status:

Val ue [Required]
The status code value as defined below.

<SubSt at usCode> [Optional]
An optional subordinate status code value that provides more specific information on an
error condition.

The following StatusCode values are defined:

Success
The request succeeded.

Ver si onM smat ch
The receiver could not process the request because the version was incorrect.

Recei ver
The request could not be performed due to an error at the receiving end.

Sender
The request could not be performed due to an error in the sender or in the request

The following schema fragment defines the <St at usCode> element and its StatusCodeType
complex type and the StatusCodeEnumType simple type:

<el enent name="St at usCode" type="samnl p: St at usCodeType"/ >
<conpl exType name="St at usCodeType" >
<sequence>
<el ement ref ="sam p: SubSt at usCode" m nOccurs="0"/>
</ sequence>
<attribute nane="Val ue" type="saml p: St at usCodeEnunType" use="required"/>
</ conpl exType>
<si npl eType nane="St at usCodeEnunType" >
<restriction base="Q\Nane">
<enuneration val ue="sam p: Success"/>
<enurneration val ue="sam p: Versi onM smat ch"/>
<enurerati on val ue="sam p: Recei ver "/ >
<enuneration val ue="sam p: Sender"/ >
</restriction>
</ si npl eType>

3.4.3.2. Element <SubStatusCode>

The <SubSt at usCode> element specifies an additional code representing the status of the
corresponding request:

Val ue [Required]
The status code value as defined below.

<SubSt at usCode> [Optional]
An optional subordinate status code value that provides an additional level of specific
information on an error condition.

The following SubStatusCode values are defined, additional codes MAY be defined in future
versions of the SAML specification:
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1275 Request Ver si onTooHi gh

1276 The protocol version specified in the request is a major upgrade from the highest protocol
1277 version supported by the responder.

1278  Request Ver si onToolLow

1279 The responder cannot respond to the particular request using the SAML version specified
1280 in the request because it is too low.

1281 Request Ver si onDepr ecat ed

1282 The responder does not respond to any requests with the protocol version specified in the
1283 request.

1284 TooManyResponses
1285 The response would contain more elements than the responder will return.

1286  The following schema fragment defines the <SubSt at usCode> element and its
1287 SubStatusCodeType complex type:

1288 <el enent name="SubSt at usCode" type="sanl p: SubSt at usCodeType" / >
1289 <conpl exType nanme="SubSt at usCodeType" >

1290 <seguence>

1291 <el enent ref ="saml p: SubSt at usCode" m nCccurs="0"/>

1292 </ sequence>

1293 <attribute nane="Val ue" type="QNane" use="required"/>

1294 </ conpl exType>

1295  3.4.3.3. Element <StatusMessage>
1296  The <St at usMessage> element specifies a message that MAY be returned to an operator:

1297  The following schema fragment defines the <St at usMessage> element and its
1298 StatusMessageType complex type:
1299 <el ement name=" St at usMessage" type="string"/>

1300 3.4.3.4. Element <StatusDetail>

1301 The <St at usDet ai | > element MAY be used to specify additional information concerning an error
1302 condition.

1303  The following schema fragment defines the <St at usDet ai | > element and its StatusDetailType
1304  complex type:

1305 <el enent name="StatusDetail" type="sanl p: StatusDet ail Type"/ >

1306 <conpl exType nane="St at usDet ai | Type" >

1307 <sequence>

1308 <any nanespace="##any"

1309 processCont ent s="lax" minQccurs="0" nmaxCccur s="unbounded"/ >
1310 </ sequence>

1311 </ conpl exType>

1312 3.4.4. Responses to <AuthenticationQuery> and <AttributeQuery>

1313  Responses to Authentication and Attribute queries are constructed by matching against the
1314 <sam : Subj ect > element found within the <Aut henti cati onQuery>or <Attri but eQuery>

1315 elements. In response to these queries, every assertion returned by a SAML responder MUST
1316  contain at least one statement whose <sanl : Subj ect > element strongly matchesthe

1317 <sam : Subj ect > element found in the query.
1318 A <sanl : Subj ect > element S1 strongly matches S2 if and only if;

1319 1 If S2includes a <saml : Nanel denti fi er > element, then S1 must include an identical
1320 <sanl : Nanel denti fi er > element.
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1321 2 If S2includes a <saml : Subj ect Confi r mat i on> element, then S1 must include an
1322 identical <saml : Subj ect Confi r mat i on> element.

draft-sstc-core-27 33 February 14th 2002



1323

1324
1325
1326
1327

1328
1329
1330

1331
1332

1333

1334

1335
1336

1337
1338

1339
1340
1341
1342

1343
1344
1345

1346
1347

1348
1349

1350

1351

1352
1353

1354
1355

1356

1357
1358

1359
1360

4. SAML Versioning

SAML version information appears in the following elements:
?? <Assertion>
?? <Request >
?? <Response>

The version numbering of the SAML assertion is independent of the version number of the SAML
request-response protocol. The version information for each consists of a major version number
and a minor version number, both of which are integers. In accordance with industry practice a

version number SHOULD be presented to the user in the form Major. Minor. This document defines
SAML Assertions 1.0 and SAML Protocol 1.0.

The version number Majorg.Minorg is higher than the version number Major. Minor, if and only if:
Majorg > Majora ? (( Majors = Majora) ? Minors > Minora )

Each revision of SAML SHALL assign version numbers to assertions, requests, and responses that
are the same as or higher than the corresponding version number in the SAML version that

immediately preceded it.

New versions of SAML SHALL assign new version numbers as follows:

?? Documentation change: ( Majorgs = Majora ) ? (Minorg > Minora)
If the major and minor version numbers are unchanged, the new version B only introduces
changes to the documentation that raise no compatibility issues with an implementation of
version A.

?? Minor upgrade: ( Majorg = Majora ) ? ( Minorg > Minora)
If the major version number of versions A and B are the same and the minor version
number of B is higher than that of A, the new SAML version MAY introduce changes to the

SAML schema and semantics but any changes that are introduced in B SHALL be
compatible with version A.

?? Major upgrade: Majors > Majora
If the major version of B number is higher than the major version of A, Version B MAY
introduce changes to the SAML schema and semantics that are incompatible with A.

4.1. Assertion Version

A SAML application MUST NOT issue any assertion whose version number is not supported.
A SAML application MUST reject any assertion whose major version number is not supported.

A SAML application MAY reject any assertion whose version number is higher than the highest
supported version.

4.2. Request Version

A SAML application SHOULD issue requests that specify the highest SAML version supported by
both the sender and recipient.

If the SAML application does not know the capabilities of the recipient it should assume that it
supports the highest SAML version supported by the sender.
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4.3. Response Version

A SAML application MUST NOT issue responses that specify a higher SAML version number than
the corresponding request.

A SAML application MUST NOT issue a response that has a major version number that is lower

than the major version number of the corresponding request except to report the error
Request Ver si onTooHi gh.

Incompatible protocol versions MAY cause the following errors to be reported:

Request Ver si onTooHi gh

The protocol version specified in the request is a major upgrade from the highest protocol
version supported by the responder.

Request Ver si onTooLow

The responder cannot respond to the particular request using the SAML version specified
in the request because it is too low.

Request Ver si onDepr ecat ed
The responder does not respond to any requests with the protocol version specified in the
request.
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5. SAML & XML-Signature Syntax 4.q
Processing

SAML Assertions, Request and Response messages may be signed, with the following benefits:
?? An Assertion signed by the issuer (AP). This supports :
(1) Message integrity
(2 Authentication of the issuer to a relying party

(3) If the signature is based on the issuer's public-private key pair, then it also
provides for non-repudiation of origin.

?? A SAML request or a SAML response message signed by the message originator. This
supports :
(1) Message integrity
(2 Authentication of message origin to a destination
(3) If the signature is based on the originator's public-private key pair, then it also
provides for non-repudiation of origin.
Note :

?? SAML documents may be the subject of signatures from different packaging contexts.
[XMLSig] provides a framework for signing in XML and is the framework of choice.
However, signing may also take place in the context of SIMIME or Java objects that
contain SAML documents. One goal is to ensure compatibility with this type of "foreign”
digital signing.

?? It is useful to characterize situations when a digital signature is NOT required in SAML.

Assertions:
The asserting party has provided the assertion to the relying party, authenticated by means
other than digital signature and the channel is secure. In other words, the RP has obtained the
assertion from the AP directly (no intermediaries) through a secure channel and the AP has
authenticated to the RP.

Request/Response messages:
The originator has authenticated to the destination and the destination has obtained the
assertion directly from the originator (no intermediaries) through secure channel(s).
Many different techniques are available for "direct" authentication and secure channel between

two parties. The list includes SSL, HMAC, password-based login etc. Also the security
requirement depends on the communicating applications and the nature of the assertion
transported.

All other contexts require the use of digital signature for assertions and request and response
messages. Specifically:

(1) An assertion obtained by a relying party from an entity other than the asserting party MUST
be signed by the issuer.

(2) A SAML message arriving at a destination from an entity other than the originating site
MUST be signed by the origin site.

5.1. Signing Assertions

All SAML assertions MAY be signed using the XML Signature. This is reflected in the assertion
schema — Section 2.3.

draft-sstc-core-27 36 February 14th 2002



1419

1420
1421

1422

1423

1424
1425
1426
1427
1428
1429

1430
1431
1432
1433
1434
1435
1436

1437

1438
1439

1440
1441
1442

1443
1444

1445

1446
1447
1448

1449

1450
1451

1452
1453

1454

1455

1456
1457

1458

5.2. Request/Response Signing

All SAML requests and responses MAY be signed using the XML Signature. This is reflected in the
schema — Section 3.2 & 3.4.

5.3. Signature Inheritance

5.3.1. Rationale

SAML assertions may be embedded within request or response messages or other XML
messages, which may be signed. Request or response messages may themselves be contained
within other messages that are based on other XML messaging frameworks (e.g., SOAP) and the
composite object may be the subject of a signature. Another possibility is that SAML assertions or
request/response messages are embedded within a non-XML messaging object (e.g., MIME
package) and signed.

In such a case, the SAML sub-message (Assertion, request, response) may be viewed as inheriting
a signature from the "super-signature” over the enclosing object, provided certain constraints are
met.
(1) An assertion may be viewed as inheriting a signature from a super signature, if the super
signature applies all the elements within the assertion.
A SAML request or response may be viewed as inheriting a signature from a super signature, if the
super signature applies to all of the elements within the response.

5.3.2. Rules for SAML Signature Inheritance
Signature inheritance occurs when SAML message (assertion/request/response) is not signed but
is enclosed within signed SAML such that the signature applies to all of the elements within the

message. In such a case, the SAML message is said to inherit the signature and may be
considered equivalent to the case where it is explicitly signed. The SAML message inherits the
"closest enclosing signature”.

But if SAML messages need to be passed around by themselves, or embedded in other messages,
they would need to be signed as per section 5.1

5.4. XML Signature Profile

The XML Signature [XMLSig] specification calls out a general XML syntax for signing data with
many flexibilities and choices. This section details the constraints on these facilities so that SAML
processors do not have to deal with the full generality of XML Signature processing.

5.4.1. Signing formats

XML Signature has three ways of representing signature in a document viz: enveloping, enveloped
and detached.

SAML assertions and protocols MUST use the enveloped signatures for signing assertions and
protocols. SAML processors should support use of RSA signing and verification for public key

operations.
5.4.2. CanonicalizationMethod

XML Signature REQUIRES the Canonical XML (omits comments)
(http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315). SAML implementations SHOULD use
Canonical XML with no comments.
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5.4.3. Transforms
[XMLSig] REQUIRES the enveloped signature transform
http://lwww.w3.0rg/2000/09/xmldsig#enveloped-signature

5.4.4. KeylInfo

SAML does not restrict or impose any restrictions in this area. Therefore following [XMLSig]
keylnfo may be absent.

5.4.5. Binding between statements in a multi-statement assertion

Use of signing does not affect semantics of statements within assertions in any way, as stated in
this document Sections 1 through 4.
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0. SAML Extensions

The SAML schemas support extensibility. An example of an application that extends SAML
assertions is the XTAML system for management of embedded trust roots [XTAML]. The following
sections explain how to use the extensibility features in SAML to create extension schemas.

Note that elements in the SAML schemas are not blocked from substitution, so that all SAML
elements MAY serve as the head element of a substitution group. Also, types are not defined as

fi nal , so that all SAML types MAY be extended and restricted. The following sections discuss
only elements that have been specifically designed to support extensibility.

6.1. Assertion Schema Extension

The SAML assertion schema is designed to permit separate processing of the assertion package
and the statements it contains, if the extension mechanism is used for either part.

The following elements are intended specifically for use as extension points in an extension
schema; their types are set to abst r act, so that the use of an xsi : t ype attribute with these

elements is REQUIRED:
?? <Assertion>
?? <Condition>
?? <Statenent >
?? <Subj ect St at enrent >
?? <Advi ceEl enent >
In addition, the following elements that are directly usable as part of SAML MAY be extended:
?? <AuthenticationStatenment>
?? <Aut hori zationDeci si onSt at emrent >
?? <AttributeStatenent>
?? <Audi enceRestrictionCondition>

Finally, the following elements are defined to allow elements from arbitrary namespaces within
them, which serves as a built-in extension point without requiring an extension schema:

?? <AttributeVal ue>

?? <Advi ce>

6.2. Protocol Schema Extension

The following elements are intended specifically for use as extension points in an extension
schema; their types are set to abst r act, so that the use of an xsi : t ype attribute with these
elements is REQUIRED:

?7? <Query>
?? <Subj ect Query>
In addition, the following elements that are directly usable as part of SAML MAY be extended:

?? <Request >
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<Aut henti cati onQuery>
<Aut hori zati onDeci si onQuery>

<AttributeQuery>

T, S

<Response>

6.3. Use of Type Derivation and Substitution Groups

W3C XML Schema [Schemal] provides two principal mechanisms for specifying an element of an
extended type: type derivation and substitution groups.

For example, a <St at ement > element can be assigned the type NewStatementType by means of
the xsi : t ype attribute. For such an element to be schema-valid, NewStatementType needs to be
derived from StatementType. The following example of a SAML assertion assumes that the
extension schema (represented by the new. prefix) has defined this new type:

<saml : Assertion ..>
<saml : St at emrent xsi :type="new NewSt at ement Type" >

</ sanl : St at enent >
</ sanl : Asserti on>

Alternatively, the extension schema can define a <NewSt at enent > element that is a member of a
substitution group that has <St at enent > as a head element. For the substituted element to be
schema-valid, it needs to have a type that matches or is derived from the head element’s type. The
following is an example of an extension schema fragment that defines this new element:

<xsd: el enent "NewStatenent" type="new: NewSt at enent Type"
substituti onG oup="sanl : St atenent"/>

The substitution group declaration allows the <NewSt at enent > element to be used anywhere the

SAML <St at enent > element can be used. The following is an example of a SAML assertion that
uses the extension element:

<sanl : Assertion .>
<new. NewSt at enent >

</ new. NewSt at enent >
</ sanl : Asserti on>

The choice of extension method has no effect on the semantics of the XML document but does
have implications for interoperability.

The advantages of type derivation are as follows:

?? A document can be more fully interpreted by a parser that does not have access to the
extension schema because a “native” SAML element is available.

?? At the time of writing, some W3C XML Schema validators do not support substitution
groups, whereas the xsi : t ype attribute is widely supported.

The advantage of substitution groups is that a document can be explained without the need to
explain the functioning of the xsi : t ype attribute.
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7. SAML-Defined Identifiers

The following sections define URI-based identifiers for common authentication protocols and
actions.

Where possible an existing URN is used to specify a protocol. In the case of IETF protocols the
URN of the most current RFC that specifies the protocol is used. URIs created specifically for

SAML have the initial stem:
http://ww. oasi s- open. org/ conmi tt ees/ security/docs/draft-sstc-core-27

7.1. Confirmation Method Identifiers

The following identifiers MAY be used in the <Confi r mat i onMet hod> element (see Section
2.4.2.3) to refer to common authentication protocols.

7.1.1. SAML Artifact:
URI: http://www.oasis-open.org/committees/security/docs/draft sstc-core-26#artifact
<Subj ect Confirmati onDat a>: Base64 ( Artifact)

The subject of the assertion is the party that can present the SAML Artifact value specified in
<Subj ect Confirmati onDat a>.

7.1.2. SAML Artifact (SHA-1):

URI: http://www.oasis-open.org/committees/security/docs/draft sstc-core-26#artifact-shal

<Subj ect Confi r mat i onDat a>: Base64 ( SHAL ( Artifact ))

The subject of the assertion is the party that can present a SAML Artifact such that the SHA1 digest
of the specified artifact matches the value specified in <Subj ect Confi r mat i onDat a>.

7.1.3. Holder of Key:

URI: http://lwww.oasis-open.org/committees/security/docs/draft sstc-core-26#Holder-Of-Key

<ds: Keyl nf o>: Any cryptographic key

The subject of the assertion is the party that can demonstrate that it is the holder of the private

component of the key specified in <ds: Keyl nf 0>.

7.1.4. Sender Vouches:
URI: http://www.oasis-open.org/committees/security/docs/draft sstc-core-26#sender-vouches

Indicates that no other information is available about the context of use of the assertion. The
Relying party SHOULD utilize other means to determine if it should process the assertion further.

7.1.5. Password (Pass-Through):
URI: http://www.oasis-open.org/committees/security/docs/draft sstc-core-26#password

<Subj ect Confirmati onDat a>: Base64 ( Password )
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The subject of the assertion is the party that can present the password value specified in
<Subj ect Confirmati onDat a>.

The username of the subject is specified by means of the <Nanel denti f i er > element.

7.1.6. Password (One-Way-Function SHA-1):
URI: http://www.oasis-open.org/committees/security/docs/draft sstc-core-26#password-shal

<Subj ect Confi rmat i onDat a>: Base64 ( SHAL ( Password ))

The subject of the assertion is the party that can present the password such that the SHA1 digest of
the specified password matches the value specified in <Subj ect Confi r mat i onDat a>.

The username of the subject is specified by means of the <Nanel denti f i er > element.

7.1.7. Kerberos

URI: urn:ietf:rfc:1510

<Subj ect Confi rmat i onDat a>: A Kerberos Ticket

The subject is authenticated by means of the Kerberos protocol [RFC 1510], an instantiation of the
Needham-Schroeder symmetric key authentication mechanism [Needham78].

7.1.8. SSL/TLS Certificate Based Client Authentication:

URI: urn:ietf:rfc:2246

<ds: Keyl nf o>: Any cryptographic key

7.1.9. Object Authenticator (SHA-1):

URI: http://www.oasis-open.org/committees/security/docs/draft sstc-core-26#object-shal
<Subj ect Conf i rmat i onDat a>: Base64 ( SHAL ( Object ))

This authenticator element is the result of computing a digest, using the SHA -1 hash algorithm. It is
used when the subject can be represented as a binary string, for example when it is an XML
document or the disk image of executable code. Any preprocessing of the subject prior to
computation of the digest is out of scope. The name of the subject should be conveyed in an
accompanying Nameldentifier element.

7.1.10. pPkcs#7
URI: urn:ietf:rfc:2315

<Subj ect Confi r mat i onDat a>: Base64 ( PKCS#7 ( Object ))

This authenticator element is signed data in PKCS#7 format [PKCS#7]. The posited identity of the
signer must be conveyed in an accompanying Nameldentifier element. This subject type may be
included in the subject field of an authentication query, in which case the corresponding response
indicates whether the posited signer is, indeed, the signer. It may be included in an attribute query,
in which case, the requested attribute values for the subject authenticated by the signed data are
returned. It may be included in an authorization query, in which case, the access request
represented by the signed data shall be identified by the accompanying object element, and the

draft-sstc-core-27 42 February 14th 2002



1610
1611

1612
1613
1614

1615

1616
1617

1618
1619

1620

1621

1622
1623

1624
1625

1626
1627
1628

1629
1630

1631
1632

1633
1634

1635
1636

1637
1638

1639

1640

1641
1642

corresponding authorization decision assertion indicates whether the signer is authorized for the
access request represented by the object element.

7.1.11. Cryptographic Message Syntax
URI: urn:ietf:rfc:2630
<Subj ect Conf i r mat i onDat a>: Base64 ( CMS ( Object ))

This authenticator element is signed data in CMS format [CMS]. See also 7.1.10

7.1.12. xmL Digital Signature
URI: urn:ietf:rfc:3075

<Subj ect Confi r mat i onDat a>: Base64 ( XML-SIG ( Object ))
<ds: Keyl nf 0>: A cryptographic signing key

This authenticator element is signed data in XML Signature format. See also 7.1.10

7.2. Action Namespace ldentifiers

The following identifiers MAY be used in the Act i onNamespace attribute (see Section 2.4.4.1) to
refer to common sets of actions to perform on resources.

7.2.1. Read/Write/Execute/Delete/Control:
URI: http://www.oasis-open.org/committees/security/docs/draft -sstc-core-26#rwedc

Defined actions:
Read Wit e Execut e Del et e Contr ol
These actions are interpreted in the normal manner, i.e.

Read
The subject may read the resource

Wite
The subject may modify the resource

Execut e
The subject may execute the resource

Del ete
The subject may delete the resource

Cont r ol
The subject may specify the access control policy for the resource
7.2.2. Read/Write/Execute/Delete/Control with Negation:
URI: http://www.oasis-open.org/committees/security/docs/draft-sstc-core-26#rwedc-negation

Defined actions:
Read Wit e Execute Del et e Control ~Read ~W it e ~Execut e ~Del et e ~Cont r ol
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The actions specified in section 7.2.1are interpreted in the same manner described there. Actions
prefixed with a tilde ~ are negated permissions and are used to affirmatively specify that the stated

permission is denied. Thus a subject described as being authorized to perform the action ~Read is
affirmatively denied read permission.

An application MUST NOT authorize both an action and its negated form.

7.2.3. Get/Head/Put/Post:

URI: http://www.oasis-open.org/committees/security/docs/draft sstc-core-26#ghpp
Defined actions:

GET HEAD PUT PCST

These actions bind to the corresponding HTTP operations. For example a subject authorized to
perform the GET action on a resource is authorized to retrieve it.

The GET and HEAD actions loosely correspond to the conventional read permission and the PUT
and POST actions to the write permission. The correspondence is not exact however since a HTTP
GET operation may cause data to be modified and a POST operation may cause modification to a
resource other than the one specified in the request. For this reason a separate Action URI
specifier is provided.

7.2.4. UNIX File Permissions:
URI: http://www.oasis-open.org/committees/security/docs/draft sstc-core-26#unix

The defined actions are the set of UNIX file access permissions expressed in the numeric (octal)
notation.

The action string is a four digit numeric code:
extended user group world
Where the extended access permission has the value
+2 if sgid is set
+4 if suid is set
The user group and world access permissions have the value
+1 if execute permission is granted
+2 if write permission is granted
+4 if read permission is granted

For example 0754 denotes the UNIX file access permission: user read, write and execute, group
read and execute and world read.
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8. SAML Schema Listings

The following sections contain complete listings of the assertion and protocol schemas for SAML.

8.1. Assertion Schema

Following is a complete listing of the SAML assertion schema [SAML-XSD].

<?xm version="1.0" encodi ng="UTF-8"?>
<l-- edited with XM. Spy v3.5 NT (http://ww. xm spy.conm) by Phill Hall am Baker
(VeriSign Inc.) -->
<schema
t arget Nanmespace="htt p://ww. oasi s-open. org/ conmi ttees/security/docs/draft-
sstc-schenmm- assertion-27. xsd"
xm ns="http://ww.w3. org/ 2001/ XM_Schemga" xmnl ns: sam ="http://ww. oasi s-
open. org/ conmi ttees/ security/docs/draft-sstc-schema-assertion-27. xsd"
xm ns: ds="http://ww:.w3. or g/ 2000/ 09/ xm dsi g#"
el enment For mDef aul t="unqual i fied" >
<i nport nanespace="http://ww.w3. org/ 2000/ 09/ xm dsi g#"
schemalLocat i on="xmnl dsi g- core-schema. xsd"/ >
<annot at i on>
<docunent ati on>draft - sstc- schema asserti on-27. xsd</ docunent ati on>
</ annot ati on>
<si npl eType nane="| DType" >
<restriction base="string"/>
</ si npl eType>
<si npl eType nane="1DRef erenceType" >
<restriction base="string"/>
</ si npl eType>
<si npl eType nane="Deci si onType" >
<restriction base="string">
<enurneration value="Permt"/>
<enurerati on val ue="Deny"/ >
<enuneration val ue="I ndeterni nate"/>
</restriction>
</ si npl eType>
<el ement name="AssertionSpecifier" type="sanl:AssertionSpecifierType"/>
<conpl exType nane="AssertionSpecifierType">
<choi ce>
<el enent ref ="sanl : Asserti onl DRef erence"/ >
<el enent ref ="sanl : Assertion"/>
</ choi ce>
</ conpl exType>
<el enent name="Assertionl DRef erence" type="samnl :|DRef erenceType"/ >
<el enent name="Assertion" type="sanl:AssertionType"/>
<conpl exType nane="AssertionType">
<sequence>
<el enent ref ="saml: Condi tions" m nCccurs="0"/>
<el enent ref ="sam : Advi ce" m nCccurs="0"/>
<choi ce maxCccurs="unbounded">
<el ement ref="sanl: Statenment"/>
<el enent ref="sanl : Subj ect St at enent "/ >
<el enent ref="saml : Aut henti cati onStatenent"/>
<el ement ref="sam : Aut hori zati onDeci si onSt at enent "/ >
<el enent ref="sam : AttributeStatenent"/>
</choi ce>
<el ement ref = "ds: Signature" m nCccurs="0"/>
</ sequence>
<attribute name=" Maj or Versi on" type="integer" use="required'/>
<attri bute nane=" M nor Versi on" type="integer" use="required"/>
<attribute nane=" Assertionl D" type="sam :|DType" use="required"/>
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<attribute nane="1I|ssuer" type="string" use="required'/>
<attribute nanme="I|ssuelnstant" type="dateTi me" use="required"/>
</ conpl exType>
<el ement name="Condi tions" type="sanl : Conditi onsType"/>
<conpl exType nanme="Condi ti onsType" >
<choi ce m nCccurs="0" maxCccurs="unbounded" >
<el ement ref ="sam : Condition"/>
<el enent ref ="saml : Audi enceRestricti onCondition"/>
</ choi ce>
<attribute nane=" Not Before" type="dateTi me" use="optional"/>
<attribute name="Not OnOr After" type="dateTi me" use="optional "/>
</ conpl exType>
<el enent name="Condi tion" type="sanm : Conditi onAbstract Type"/>
<conpl exType nanme="Condi ti onAbstract Type" abstract="true"/>
<el ement name="Audi enceRestri cti onCondition"
t ype="sanl : Audi enceRestri ctionConditionType"/>
<conpl exType nanme="Audi enceRestri ctionConditionType">
<conpl exCont ent >
<ext ensi on base="sanl : Condi ti onAbstract Type" >
<sequence>
<el enent ref ="sam : Audi ence" nmaxCccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name="Audi ence" type="anyURI"/>
<el enent name="Target RestrictionCondition"
type="samnl : Target Restri cti onCondi ti onType" />
<conpl exType nane="Target Restricti onConditi onType">
<conpl exCont ent >
<ext ensi on base="sam : Condi ti onAbstract Type" >
<sequence>
<el enent ref ="samnl : Target"
m nCccurs="1" maxCccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el ement name="Target" type="anyURl"/>
<el enent name="Advi ce" type="samnl : Advi ceType"/ >
<conpl exType nanme="Advi ceType" >

<choi ce m nCccurs="0" nmaxCccur s="unbounded">

<el enment ref ="samnl : Asserti onSpecifier"/>

<el enent ref ="sanl : Advi ceEl enent"/ >

<any nanmespace="##ot her" processContents="lax"/>
</ choi ce>

</ conpl exType>
<el enent name="Advi ceEl ement" type="sanl: Advi ceAbstract Type"/ >
<conpl exType nane="Advi ceAbst ract Type"/ >
<el enent name="Statenment" type="sanl: Statenent Abstract Type"/>
<conpl exType nane="St at enent Abst ract Type" abstract ="true"/>
<el enent name="Subj ect St at ement " type="sani : Subj ect St at ement Abstract Type"/ >
<conpl exType nanme="Subj ect St at ement Abstract Type" abstract="true">
<conpl exCont ent >
<ext ensi on base="saml : St at enent Abst r act Type" >
<sequence>
<el ement ref ="saml : Subj ect"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conmpl exType>
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<el enment name="Subj ect" type="sanl : Subj ect Type"/>
<conpl exType nanme="Subj ect Type" >
<choi ce>
<sequence>
<el enent ref="sam : Nanel dentifier"/>
<el enent ref="sam : Subj ect Confirmation" m nCccurs="0"/>
</sequence>
<el enent ref ="sanl : Subj ect Confirmati on"/>
</ choi ce>
</ conpl exType>
<el enent name="Nanel dentifier" type="sam : Nanel dentifierType"/>
<conpl exType nanme="Nanel dentifier Type">
<attribute nane=" SecurityDomain" type="string"/>
<attribute nanme=" Nane" type="string" use="required"/>
</ conpl exType>
<el enent name="Subj ect Confirmati on" type="samnl : Subj ect Confirnmati onType"/>
<conpl exType nane="Subj ect Confirmati onType">
<sequence>
<el ement ref ="sam : Confi rmati onMet hod' maxCccur s="unbounded"/ >
<el ement ref ="saml : Subj ect Confi rmati onData' ni nOccurs="0"/>
<el enent ref ="ds: Keyl nfo" m nCccurs="0"/>
</ sequence>
</ conpl exType>
<el enent name="Subj ect Confirmati onData" type="string"/>
<el ement name="Confirmati onMet hod" type="anyURI"/>
<el enent name="Aut henti cati onSt at enent "
t ype="sanl : Aut henti cati onSt at enent Type"/ >
<conpl exType nane="Aut henti cati onSt at ement Type" >
<conpl exCont ent >
<ext ensi on base="sanl : Subj ect St at ement Abst r act Type" >
<sequence>
<el enent ref ="saml : Aut henti cationLocality" m nOccurs="0"/>
<el enent ref ="samnl : Aut hori t yBi ndi ng"
m nCccurs="0" maxCccur s="unbounded"/ >
</ sequence>
<attribute nanme="Aut henticationMethod" type="anyURI "/>
<attribute name="Aut henticationlnstant" type="dateTine"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el ement name="Aut henti cati onLocality"
type="saml : Aut henti cati onLocal i tyType"/>
<conpl exType nanme="Aut henti cati onLocal ityType" >
<attribute nane="1PAddress" type="string" use="optional "/>
<attribute nanme=" DNSAddress" type="string" use="optional "/>
</ conpl exType>
<el enent name="Aut horityBi ndi ng" type="samni : Aut hori t yBi ndi ngType"/ >
<conpl exType nanme="Aut horityBi ndi ngType">
<attribute nane=" Aut horityKi nd" type="sanl : Aut horityKi ndType"
use="required"/ >
<attribute nane="Location" type="anyURl " use="required"/ >
<attribute nane="Bi nding" type="anyURl " use="required"/>
</ conpl exType>
<si npl eType nane="Aut horityKi ndType" >
<restriction base="string">
<enureration val ue="aut hentication"/>
<enuneration val ue="attribute"/>
<enuneration val ue="aut hori zation"/>
</restriction>
</ si mpl eType>
<el ement name="Aut hori zati onDeci si onSt at ement "
t ype="sam : Aut hori zat i onDeci si onSt at enent Type"/ >
<conpl exType name="Aut hori zati onDeci si onSt at ement Type" >
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<conpl exCont ent >
<ext ensi on base="sanl : Subj ect St at ement Abst r act Type" >
<sequence>
<el enent ref ="sanl : Acti ons"/ >
<el enent ref ="sanl : Evi dence"
m nCccur s="0" maxQccur s="unbounded"/ >
</ sequence>
<attribute name="Resource" type="anyUR" use="required"/>
<attribute name="Deci sion"
type="sanl : Deci si onType" use="required"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el ement name="Actions" type="saml : ActionsType"/>
<conpl exType nane="ActionsType">
<sequence>
<el enent ref ="sam : Acti on" maxCccur s="unbounded"/ >
</ sequence>
<attribute nane=" Nanespace" type="anyURlI" use="optional "/>
</ conpl exType>
<el enent name="Action" type="string"/>
<el enent name="Evi dence" type="sanl: AssertionSpecifierType"/>
<el ement name="AttributeStatenment” type="sanl:AttributeStatenentType"/>
<conpl exType nanme="Attri buteSt at ement Type" >
<conpl exCont ent >
<ext ensi on base="saml : Subj ect St at ement Abst r act Type" >
<sequence>
<el ement ref ="sam : Attri bute" nmaxCccurs="unbounded"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name="Attri buteDesi gnator" type="samnl :AttributeDesignatorType"/>
<conpl exType nane="Attri but eDesi gnat or Type" >
<attribute nane="AttributeNane" type="string" use="required'/>
<attribute nane=" Attri but eNanespace" type="anyURl" use="required"/>
</ conpl exType>
<el ement name="Attribute" type="sanl:AttributeType"/>
<conpl exType nane="Attri buteType">
<conpl exCont ent >
<ext ensi on base="samn : Attri but eDesi gnat or Type" >
<sequence>
<el ement ref ="sam : Attri but eVal ue" maxOccur s=" unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name="Attri buteVal ue" type="sam :anyType"/ >
</ schema>

8.2. Protocol Schema

Following is a complete listing of the SAML protocol schema [SAMLP-XSD].

<?xm version="1.0" encodi ng="UTF-8"?>
<l-- edited with XML Spy v3.5 NT (http://ww. xm spy.com) by Phill Hallam Baker
(VeriSign Inc.) -->
<schema

t ar get Nanmespace="htt p:// ww\. oasi s- open. org/ commi tt ees/ security/docs/draft-
sst c- schema- pr ot ocol - 27. xsd"

xm ns:ds="http://ww.w3. or g/ 2000/ 09/ xm dsi g#*

xm ns: sam =" http://ww. oasi s-open. org/ commi ttees/security/docs/draft-sstc-
schema- assertion- 27. xsd"
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xm ns: sam p="http://ww. oasi s-open. org/ conm ttees/security/docs/draft- sstc-

schenma- prot ocol -27. xsd"

xm ns="http://ww. w3. org/ 2001/ XM_Schena" el enent For nDef aul t =" unqual i fi ed">
<i nport
nanespace="http://ww. oasi s-open. org/ commi ttees/security/docs/draft-sstc-

schenmm- assertion- 27. xsd"

schenalLocati on="draft-sstc-schema- assertion-27.xsd"/ >
<i nport nanespace="http://ww.w3. org/ 2000/ 09/ xm dsi g#"
schemalLocat i or="xnl dsi g- core-schema. xsd"/ >
<annot ati on>
<docunent at i on>dr aft - sst c- schema prot ocol - 27. xsd</docunent ati on>
</ annot ati on>
<conpl exType nanme="Request Abstract Type" abstract="true">
<sequence>
<el enent ref ="sanl p: RespondWth"
m nCccur s="0" maxCOccur s="unbounded"/ >
<el ement ref = "ds: Signature" m nCccurs="0"/>
</ sequence>
<attribute name=" Request| D" type="sanl :|DType" use="required"/>
<attribute name=" Maj or Versi on" type="integer" use="required'/>
<attribute nanme=" M norVersi on" type="integer" use="required'/>
<attribute name="I|ssuelnstant" type="dateTi me" use="required"/>
</ conpl exType>
<el enent name="RespondWth" type="anyURI"/>
<el enent name="Request" type="samnl p: Request Type"/>
<conpl exType nane="Request Type">
<conpl exCont ent >
<ext ensi on base="saml p: Request Abst ract Type">
<choi ce>
<el ement ref ="sanl p: Query"/>
<el enent ref ="saml p: Subj ect Query"/ >
<el enment ref ="sanl p: Aut henti cati onQuery"/ >
<el enment ref ="sam p: AttributeQuery"/>
<el enent ref ="sam p: Aut hori zati onDeci si onQuery"/ >
<el enent ref ="sam : Assertionl D' maxCccurs="unbounded"/ >
<el enment ref ="sam p: AssertionArtifact" maxCccurs="unbounded"/ >
</ choi ce>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el ement nanme="AssertionArtifact" type="string"/>
<el enent name="Query" type="sam p: QueryAbstract Type"/>
<conpl exType nanme="QueryAbstract Type" abstract="true"/>
<el ement name="Subj ect Query" type="sam p: Subj ect Quer yAbstract Type"/>
<conpl exType nanme="Subj ect Quer yAbst ract Type" abstract="true">
<conpl exCont ent >
<ext ensi on base="sam p: Quer yAbstract Type" >
<sequence>
<el enent ref ="sanl : Subj ect"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name="Aut henti cati onQuery" type="sam p: Aut henti cati onQueryType"/>
<conpl exType nanme="Aut henti cati onQueryType">
<conpl exCont ent >
<ext ensi on base="samnl p: Subj ect Quer yAbst r act Type" >
<sequence>
<el enent ref ="sam : Confirmati onMet hod" m nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conmpl exType>
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<el ement name="AttributeQuery" type="sam p: AttributeQueryType"/>
<conpl exType nanme="Attri buteQueryType">
<conpl exCont ent >
<ext ensi on base="sam p: Subj ect Quer yAbst ract Type" >
<sequence>
<el ement ref ="saml : Attri but eDesi gnat or"
m nOccur s="0" maxCccur s="unbounded"/ >
</ sequence>
<attribute name="Resource" type="anyUR" use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enment name="Aut hori zati onDeci si onQuery"
t ype="sam p: Aut hori zati onDeci si onQueryType"/>
<conpl exType nane="Aut hori zati onDeci si onQueryType" >
<conpl exCont ent >
<ext ensi on base="samnl p: Subj ect Quer yAbst ract Type" >
<sequence>
<el enent ref ="sam : Actions"/>
<el enent ref ="sanl : Evi dence"
m nQccur s="0" maxCccur s="unbounded"/ >
</ sequence>
<attribute name="Resource" type="anyURlI" use="required"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="ResponseAbstract Type" abstract="true">
<sequence>
<el ement ref = "ds:Signature" m nCccurs="0"/>
</ sequence>
<attribute nane=" Responsel D' type="sam :|DType" use="required"/>
<attribute nane="I|nResponseTo" type="sanl :| DRef erenceType"
use="requi red"/>
<attribute nane=" Maj or Versi on" type="integer" use="required'/>
<attribute nanme=" M norVersi on" type="integer" use="required'/>
<attribute name="I|ssuelnstant" type="dateTi me" use="required"/>
</ conpl exType>

<el ement name="Response" type="sanl p: ResponseType"/ >
<conpl exType nane="ResponseType">
<conpl exCont ent >
<ext ensi on base="sam p: ResponseAbstract Type" >
<sequence>
<el enent ref ="sanml p: St atus"/>
<el ement ref ="sam : Assertion"
m nCccur s="0" maxQccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el ement name="St atus" type="sanl p: St at usType"/ >
<conpl exType nane="St at usType" >
<sequence>
<el enent ref ="saml p: St at usCode" / >
<el enent ref ="sanl p: St at usMessage”
m nOccur s="0" nmaxCccur s="unbounded" />
<el ement ref ="sam p: StatusDetail" m nCccurs="0"/>
</ sequence>
</ conpl exType>
<el enent name="St at usCode" type="samnl p: St at usCodeType"/ >
<conpl exType nanme="St at usCodeType" >
<seguence>
<el enent ref ="saml p: SubSt at usCode" m nCccurs="0"/>
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2043 </ sequence>

2044 <attribute nane="Val ue" type="sam p: St at usCodeEnuniType" use="required"/>
2045 </ conpl exType>

2046 <si npl eType nane="St at usCodeEnunType" >

2047 <restriction base="QNane">

2048 <enuneration val ue="sam p: Success"/>

2049 <enuneration val ue="sam p: Ver si onM snmat ch"/ >

2050 <enuner ation val ue="sanl p: Recei ver "/ >

2051 <enuneration val ue="sam p: Sender"/ >

2052 </restriction>

2053 </ si npl eType>

2054 <el enment name="SubSt at usCode" type="sanl p: SubSt at usCodeType" / >
2055 <conpl exType nane="SubSt at usCodeType" >

2056 <sequence>

2057 <el enent ref ="sam p: SubSt at usCode" mi nCccurs="0"/>

2058 </ sequence>

2059 <attribute nane="Val ue" type="QNane" use="required"/>

2060 </ conpl exType>

2061 <el ement nanme="St at usMessage" type="string"/>

2062 <el ement name="StatusDetail" type="samnl p: St at usDet ai | Type"/>
2063 <conpl exType nane="St at usDet ai | Type" >

2064 <sequence>

2065 <any nanespace="##any"

2066 processCont ent s="lax" minQccurs="0" nmaxCccurs="unbounded"/ >
2067 </ sequence>

2068 </ conpl exType>

2069 </ schema>

2070
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that might be claimed to pertain to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or might not be available;
neither does it represent that it has made any effort to identify any such rights. Information on
OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS
website. Copies of claims of rights made available for publication and any assurances of licenses to
be made available, or the result of an attempt made to obtain a general license or permission for
the use of such proprietary rights by implementors or users of this specification, can be obtained
from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent
applications, or other proprietary rights which may cover technology that may be required to

implement this specification. Please address the information to the OASIS Executive Director.
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