2.5 Maximum Values of Unbounded Elements

The SAML schema supports a number of elements that can be specified multiple times in an assertion, request or response. An application or implementation claiming conformance must support at least the values listed in the table below for each of the elements defined as “unbounded” in the SAML schema.  In those cases where the maximum value is greater than the listed values, the application or implementation should state what that maximum supported value is.

However. ome of the elements in the table can be nested, such that repeated elements have a multiplicative effect on the number of elements. For example, trees of nested unbounded elements include the following:

Response > Assertion > Signature

Response > Assertion > Advice

Response > Assertion > Condition > Target

Response > Assertion > Condition > Audience

Response > Assertion > Statement > SubjectConfirmationMethod

Response > Assertion > Statement > AuthorityBinding

Response > Assertion > Statement > Action

Response > Assertion > Statement > Attribute > AttributeValue

In a response containing 10 assertions, each with 10 AttributeStatements, each with 10 Attributes, each with 10 AttributeValues,  this tree alone comprises 10,000 elements.

Therefore, In order to minimize the potential impact of nested unbounded elements, an applicationor implementation can limit the total number of elements supported in a given request, response or  (when this is used in the POST profile) assertion to no more than 1000 total elements and still claim conformance to the SAML V1.0 specification.

	Element
	Parent Element
	Maximum Value
	Section in sstc-core

	Statement
	Assertion
	1000
	2.3.3

	Signature
	Assertion
	1000
	2.3.3

	Condition
	Assertion
	1000
	2.3.3.1

	Audience
	Condition
	1000
	2.3.3.1.3

	Target
	Condition
	1000
	2.3.3.1.4

	Advice
	Assertion
	1000
	2.3.3.2

	ConfirmationMethod
	SubjectConfrmation
	1000
	2.4.2.3

	AuthorityBinding
	AuthenticationStatement
	1000
	2.4.3

	Evidence
	AuthorizationDecisionStateme
	1000
	2.4.4

	Actions
	Action
	1000
	2.4.4.1

	Attribute
	AttributeStatement
	1000
	2.4.5

	AttributeValue
	Attirbute
	1000
	2.4.5.1.1

	RespondWith
	Request
	1000
	3.2.1

	Signature
	Request
	1000
	3.2.1

	AssertionArtifact
	Request
	1000
	3.2.2

	AttributeDesignator
	AttributeQuery
	1000
	3.3.4

	Evidence
	AuthorizationDecisionQueryType
	1000
	3.3.5

	Signature
	Response
	1000
	3.4.1

	Assertion
	Response
	1000
	3.4.2

	StatusMessage
	Status
	1000
	3.4.3

	StatusDetail
	Status
	1000
	3.4.3.3


