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Two documents have recently been published in the web security space. The first, “Security in a Web Services World: A Proposed Architecture and Roadmap”, authored by Microsoft and IBM, is a general overview of the web services security model. It proposes the development of no less than seven different security specifications. WS-Security is one of the seven and a foundation for the rest. 


WS-Security, authored by Microsoft, IBM and Verisign, explains how to use XML-DSIG and XML-ENC for SOAP messages. In other words, it is a detailed model or “profile” for the use of these specifications with SOAP.  The processing model includes information on dealing with intermediaries between a SOAP source and target, some of whom may consume or add new security headers. WS-Routing is cited as a model for intermediary processing but does not appear to be an explicit dependency.

Signatures and information about encryption used in the SOAP body are carried within an <Security> element, and such elements are found only within the SOAP <Header> element. Security elements may carry the following types of information:

1. User Name, Password

2. Digital Signature

3. Kerberos Ticket

4. X.509 Certificate

5. Arbitrary Security Tokens

6. Reference to a (remote or local) security token


It is important to understand that WS-Security is not a standard, it is more like a high-level outline. It does not even include an XML schema for the elements it defines. Presumably, it will be developed into a standard perhaps at W3C or OASIS. The WS-I.org site may also play a role in its development. 

Impact on SAML

WS-Security and SAML are complementary technologies. SAML allows one security engine to communicate to another security engine using a standard XML syntax (assertions). Examples of this type of communication include:


· federation through shared authentication (Business A informs business B: Joe logged in at 9AM this morning), 

· attribute data (Business A informs business B: Joe is a Supervisor), 

· authorization decisions (Business A informs Business B:Joe has spending limit above $10K). 

WS-Security provides no representation for this type of information. Instead, it provides a standard XML framework for combining SAML assertions (or other security tokens) with SOAP payloads. 

If there is sufficient interest at the SSTC, a WS-Security Profile for SAML can be developed by the OASIS SAML working group. This would replace/augment the current draft SOAP Profile of SAML. At first guess, it should also be a shorter/simpler task as we have the WS-Security foundation to build on. For example, issues about intermediaries and encryption can be left to the WS-Security layer.
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