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Introduction

This document lists the reported potential errata against the OASIS SAML V1.0 release 00 Committee Specifications and their status. The specifications can be found at http://www.oasis-open.org/committees/security/#documents. Each reported item is given a number in the form PEn; it is considered “potential” until the TC decides to make a change in that area. Once that happens, the item becomes “real” and gets a number in the form En.

The specifications are currently open for editorial changes only, including such items as fixing typos and making text clarifications. Reported technical issues will be captured separately. Errata of all types on the final OASIS Standards for SAML will be captured in a separate document, and might be editorial and/or substantive in nature.

If you notice an editorial problem with a SAML 1.0 Committee Specification, please report it as instructed on the title page by 28 May 2002 if you want it to have the best chance of being considered for the final version.

1 Status Summary

PEs 1 through 13 are new in this initial draft. All need to be discussed.

2 Potential Errata

2.1 PE1: StatusMessage maxOccurs is unbounded, should be 1

First reported by: Scott Cantor

Message: http://lists.oasis-open.org/archives/security-services/200204/msg00109.html
Description: On lines 1195 (prose) and 1205 and 1979 (schema) in cs-sstc-core-00 and also on line 106 in cs-sstc-schema-protocol-00.xsd, the StatusMessage element is indicated to have a maximum occurrence of “unbounded”. However, line 1292 refers to returning “a <saml:StatusMessage>” (singular). The concern is that the decision to make this element singular was previously made but not fully executed.

Options:

1. Retain the current schema definition in order to avoid making a schema modification, and instead change the prose on line 1292 to reflect the cardinality.

2. Change lines 1195, 1205, and 1979 prose to reflect a maxOccurs of “1”, leaving the prose on line 1292 intact.

Disposition: To be discussed.

2.2 PE2: Add IPR boilerplate to title pages

First reported by: Eve Maler

Message: http://lists.oasis-open.org/archives/security-services/200204/msg00114.html
Description: The title pages of all five specs needs to have IPR boilerplate added. In subsequent conversations on the spectools list (http://lists.oasis-open.org/archives/spectools), the following text has been proposed (and is supported by the OASIS staff):

“For information on whether any patents have been disclosed that may be essential to implementing this specification, and any offers of patent licensing terms, please refer to the Intellectual Property Rights section of the xxxTC web page (http://www.oasisopen.org/committees/xxxTC).”

Options:

3. Add the text.

4. Don’t add the text.

5. Add different text.

Disposition: To be discussed.

2.3 PE3: Update acknowledgment affiliations

First reported by: Rob Philpott, Tim Moses, RL “Bob” Morgan

Message: http://lists.oasis-open.org/archives/security-services/200204/msg00112.html, private communication

Description: The title pages need to rationalize the mention of contributors who were “formerly with” companies and correct some other affiliations.

· In cs-sstc-bindings-00 (line 22) and cs-sstc-sec-consider-00 (line 20), change to “Evan Prodromou, formerly with Securant”.

· In cs-sstc-conform-00 (line 25), change to “Darren Platt, formerly with RSA Security”.

· In cs-sstc-glossary-00 (line 24), change to “Darren Platt, formerly with RSA Security”.

· In all five specs, on the title pages and in the acknowledgment appendices, the affiliation “Entrust” should be changed to “Entrust Inc.”.

· In all five specs, on the title pages and in the acknowledgment appendices, RL “Bob” Morgan’s affiliation should be listed as “University of Washington and Internet2”.

Options:

6. Make these changes.

7. Don’t make them.

Disposition: To be discussed.

2.4 PE4: Fix bibliography references in #X509SubjectName

First reported by: Ken Gartner

Message: http://lists.oasis-open.org/archives/saml-dev/200204/msg00063.html
Description: Correct the bibliography references on lines 581-582 of cs-sstc-core-00. The first reference should say [XMLSig]. The second one should properly spell out the specification it is referring to, for example, “Implementors should note that the XML Signature specification specifies encoding rules…” The third one, to [RFC2253], requires that a bibliography entry actually be added near line 2023 and needs to be made into a bookmark reference to that entry.

Additional issues: Ken asks: “RFC3275 … seems to contradict the SAML text: ‘... The X509SubjectName element, which contains an X.509 subject distinguished name that SHOULD be compliant with RFC 2253 [LDAP-DN] ...’ Can someone explain what implied differences would exist in encoding between SAML/DSIG and RFC2253 for this field?  Most importantly --- can I use this field for LDAP DNs, or should I add an additional format tag (such as #RFC2253DistinguishedName)?” Is there a substantive issue here?

Options:

8. Make these changes.

9. Don’t make them.

Disposition: To be discussed.

2.5 PE5: Fix description of Request signature

First reported by: Ron Monzillo

Message: Private communication

Description: It appears that line 923 of cs-sstc-core-00 is the victim of a cut-and-paste error when it says that <Signature> “authenticates the assertion …”. Should it say “authenticates the request …”?

Options:

10. Make this change.

11. Don’t make it.

Disposition: To be discussed.

2.6 PE6: Change sender/receiver codes to requester/responder

First reported by: Scott Cantor

Message: http://lists.oasis-open.org/archives/security-services/200205/msg00001.html
Description: The change to the status codes Sender and Receiver to make them Requester and Responder respectively was not fully made. The prose in lines 1223 through 1227 incorrectly mention senders and receivers and document the “Sender” and “Receiver” codes, when this should really refer to requesters and responders. No changes to the schema modules are necessary.

Options:

12. Make this change.

13. Don’t make it.

Disposition: To be discussed.

2.7 PE7: Fix cardinality of Evidence

First reported by: Eve Maler

Message:  http://lists.oasis-open.org/archives/security-services/200205/msg00018.html
Description: There are some inconsistencies in the documentation and schema coding of the Evidence element.

· In cs-sstc-core-00 line 766, the cardinality of Evidence is correctly defined; it appears in AuthorizationDecisionStatement either zero or one time.

· In line 754, the prose describing the cardinality of Evidence in the context of AuthorizationDecisionStatement incorrectly says that "[Any Number]" of Evidence elements may appear.  This should say "[Optional]".

· In lines 1106-1107 and 1120/1943 (and also in cs-sstc-schema-protocol-00 line 74), the prose and schema code covering the cardinality of Evidence in the context of AuthorizationDecisionQuery is incorrect in that it hasn't been updated to indicate "[Optional] A set of assertions that..." and implicit maxOccurs="1", respectively; it currently indicates "[Any Number] An assertion that ..." and (explicitly) 'maxOccurs="unbounded"'. 

Options:

14. Make the editorial change on line 754 that corrects how the cardinality of Evidence in AuthorizationDecisionStatement is described. Also change lines 1106-1107 in a minor way so as to avoid changing the actual cardinality of Evidence in the context of AuthorizationDecisionQuery, as follows: “[Any number] A set of assertions that …”.

15. Do all of the above, but also add some additional explanation on lines 1106-1107 that it is recommended that a single Evidence element be used, and it should contain all of the necessary assertions.

16. Make the editorial change on 754, but on lines 1106-1107 and 1120/1943 and in line 74 of cs-sstc-schema-protocol-00, actually make a schema/prose change in order to change the cardinality of Evidence in the context of AuthorizationDecisionQuery to have a maxOccurs of “1”.

Disposition: To be discussed.

2.8 PE8: Match attribute info cardinality in prose and schema

First reported by: Eve Maler

Message: http://lists.oasis-open.org/archives/security-services/200205/msg00009.html
Description: In cs-sstc-core-00 lines 836 and 838, the AttributeNamespace and AttributeName XML attributes are described as being “[Optional]”. However, in lines 847/1832 and 845/1830 (and in lines 178 and 177 of cs-sstc-schema-assertion-00), respectively, the attributes are declared as “optional”.

Options:

17. Change the prose to say “[Required]”.

18. Change the schema code to say “[Optional]”.

Disposition: To be discussed.

2.9 PE9: Clarify schema vs. prose normativeness

First reported by: Eve Maler

Message: http://lists.oasis-open.org/archives/security-services/200205/msg00010.html
Description: We have been running into some situations where the schema and the prose disagree. In order to have a single normative version of the truth in future, we should add something that indicates which is normative in cases of disagreement. Since we do not automatically generate the schema code examples in the spec out of the “real” schema modules, we may also want to clarify which schema representations are normative.

Options:
19. In cs-sstc-core-00, somewhere in Section 1.1 Notation, explain what is normative in cases of disagreement between a SAML schema and the prose explanation. The choices are:

Prose is normative
Schema is normative, with the actual schema module taking precedence
Schema is normative, with the extended schema code listings in the back of the core spec taking precedence
Schema is normative, with the brief schema code snippets interspersed throughout the core spec taking precedence

20. Make no change.

Disposition: To be discussed.

2.10 PE10: Make tables of contents reveal all levels

First reported by: Eve Maler

Message: http://lists.oasis-open.org/archives/security-services/200205/msg00019.html
Description: The tables of contents in all the specs should list the lowest possible subsections, and not just sections three levels down.

Options:
21. Make this change.

22. Don’t’ make it.

Disposition: To be discussed.

2.11 PE11: Remove old subject-matching paragraph

First reported by: Emily Xu

Message: http://lists.oasis-open.org/archives/security-services/200205/msg00011.html
Description: In cs-sstc-core-00, lines 1046-1049 have been obsoleted by the information in Section 3.4.4. They should be removed.

Options:
23. Remove the paragraph.

24. Don’t’ remove it.

Disposition: To be discussed.

2.12 PE12: Match response issue instant cardinality in prose and schema

First reported by: Emily Xu

Message: http://lists.oasis-open.org/archives/security-services/200205/msg00011.html
Description: In cs-sstc-core-00, line 1146 describes IssueInstant as “[Optional]”, but line 1167/1959 (and line 88 in cs-sstc-schema-protocol-00) encodes it as required.
Options:
25. Change the prose to say “[Required]”.

26. Change the schema code to say “[Optional]”.

Disposition: To be discussed.

2.13 PE13: Change AssertionID element to AssertionIDReference

First reported by: Emily Xu

Message: http://lists.oasis-open.org/archives/security-services/200205/msg00011.html
Description: In cs-sstc-core-00, line 1890 (but, strangely, not line 987 nor cs-sstc-schema-protocol-00 line 30) references the element saml:AssertionID when it should reference saml:AssertionIDReference.

Options:
27. Correct the schema line.

28. Don’t correct it. (In practice, though, this is not a reasonable option, even though it means “changing the schema”, because out of the three code example representations of the schema, two agree.)

Disposition: To be discussed.
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OASIS invites any interested party to bring to its attention any copyrights, patents or patent applications, or other proprietary rights which may cover technology that may be required to implement this specification. Please address the information to the OASIS Executive Director.
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