
 

 

draft-cantor-sso-reqs-02 1 2/3/2003 

 1 

OASIS Security Assertion Markup 2 

Language (SAML) SSO Use Cases and 3 

Scenarios 4 

Draft 02, 3 February 2003 5 

Document identifier: 6 

draft-cantor-sso-reqs-02 7 

Location: 8 

http://www.oasis-open.org/committees/security/docs/ 9 

Editor: 10 

Scott Cantor, The Ohio State University and Internet2 (cantor.2@osu.edu) 11 

Contributors: 12 
RL 'Bob' Morgan, University of Washington 13 
Prateek Mishra, Netegrity 14 
Jahan Moreh, Sigaba 15 
Bhavna Bhatnagar, Sun Microsystems 16 

Abstract: 17 

This document describes a set of possible requirements and use cases for extending the SAML 18 
1.0 Browser/SSO profiles to encompass additional functionality and flows. 19 

Status: 20 

This is currently an individual submission that reflects contributions from the listed parties and 21 
other committee members, but does not reflect the consensus of the SSTC. 22 

If you are on the security-services@lists.oasis-open.org list for committee members, send 23 
comments there. If you are not on that list, subscribe to the security-services-24 
comment@lists.oasis-open.org list and send comments there. To subscribe, send an email 25 
message to security-services-comment-request@lists.oasis-open.org with the word "subscribe" 26 
as the body of the message. 27 

For information on whether any patents have been disclosed that may be essential to 28 
implementing this specification, and any offers of patent licensing terms, please refer to the 29 
Intellectual Property Rights section of the Security Services TC web page (http://www.oasis-30 
open.org/committees/security/). 31 

Copyright © 2002 The Organization for the Advancement of Structured Information Standards [OASIS] 32 



 

 

draft-cantor-sso-reqs-02 2 2/3/2003 

Table of Contents 33 

1 Introduction .......................................................................................................................................... 3 34 

2 Use Cases and Scenarios ................................................................................................................... 4 35 

2.1 Use Case 1: SSO with Destination Site First .............................................................................. 5 36 

2.1.1 Scenario 1-1: SSO with Destination Site First, Pull or Push................................................... 6 37 

2.1.2 Scenario 1-2: SSO with Push Feature/Policy Customization ................................................. 8 38 

2.1.3 Scenario 1-3: SSO with Pull Feature/Policy Customization ................................................. 10 39 

3 References......................................................................................................................................... 12 40 

 41 



 

 

draft-cantor-sso-reqs-02 3 2/3/2003 

1 Introduction 42 

This document provides a proposed set of use cases and scenarios for a set of extensions (or possibly a 43 
framework around them) to the SAML 1.0 Browser Profiles for SSO in [SAMLBind]. There are no specific 44 
technical proposals included, only the scenarios that would drive them. Generally, the use cases focus on 45 
activity that would occur either before or after the exchanges that are defined by those profiles, although 46 
some of them may motivate extensions to the existing profile interactions to provide additional robustness 47 
or functionality. 48 

The diagrams are constructed with the UML conventions described in [SAMLReqs]. 49 
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2 Use Cases and Scenarios 50 

This section provides a set of high-level use cases for SAML SSO extensions, and use case scenarios 51 
that illustrate the use case. They give an abstract view of the extension. Each use case has a short 52 
description, a use case diagram in UML format, and a list of the steps involved in the case. 53 

Note that, for each use case, the mechanics of how the actions are performed is not described. More 54 
detail provided in the detailed use case scenarios. Each of these high-level use cases has one or more 55 
specializations in the detailed use-case scenarios. 56 

Each scenario contains a short description of the scenario, a UML sequence diagram illustrating the 57 
action in the scenario, a description of each step, and a list of requirements that are related to the 58 
scenario. 59 
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2.1 Use Case 1: SSO with Destination Site First 60 

The SAML 1.0 SSO profiles define only a flow in which the source site authenticates a user and passes 61 
control and an authentication assertion (via push or pull) to the destination site. A common use case 62 
addressed by systems building on SAML is one in which the user first contacts a destination site without 63 
having signed on, and the user must then be sent to the source site to initiate the SSO activity before 64 
continuing. Often, this must include some means of identifying the appropriate source site, when the 65 
destination site serves a heterogeneous population. 66 

 67 
Use Case 1: SSO with Destination Site First 68 

Steps: 69 

1. Web user uses secured resource at the destination web site without having signed on. 70 

2. The destination web site may implicitly know, or interact with the user to determine, the 71 
appropriate source web site. Alternatively, another actor in the system may interact with the user 72 
to aid in selecting the appropriate source web site. 73 

3. Web user authenticates to source web site, or perhaps demonstrates that he/she has already 74 
authenticated within an acceptably short time period. 75 

4. Web user uses secured resource at destination web site. 76 
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2.1.1 Scenario 1-1: SSO with Destination Site First, Pull or Push 77 

This scenario supports the "destination site first" concept, in both the pull and push scenarios supported 78 
by SAML 1.0. The goal is a deterministic, unambiguous sequence of interactions starting from the first 79 
point of access. 80 

 81 
Scenario 1-1 82 

Steps: 83 

1. Web user requests a secured resource at destination web site, possibly without prior interaction 84 
with the site. The full address of the resource requested is denoted by "DestURL". 85 

2. Destination web site redirects the web user to a source web site for authentication (proceeding to 86 
step 5), or to a source site selection mechanism, including the "DestURL" in the request. 87 

3. Web user identifies by some means which source web site can authenticate them on behalf of the 88 
destination, relaying the "DestURL" from the destination web site. 89 

4. Source site selection mechanism reconstructs or relays the authentication request from the 90 
destination web site and redirects the web user to the selected source web site. 91 

5. Web user authenticates to the source web site, providing the "DestURL". This begins one of the 92 
two existing SAML SSO profiles, both of which lead ultimately to the next step. The act of 93 
authenticating may or may not include presenting actual permanent user credentials. 94 
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6. Web user signs on to destination web site at the completion of the SSO profile, again providing 95 
the "DestURL" address. 96 

7. Destination web site accepts the user SSO action and returns the resource identified by 97 
"DestURL" (or rejects the attempt because of access control policy). 98 
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2.1.2 Scenario 1-2: SSO with Push Feature/Policy Customization 99 

In this scenario, the destination web site is given the option to push data to the source web site to 100 
customize the processes, policies, or presentation of the authentication and/or SSO activity. The exact 101 
options available are immaterial to the flow. 102 

 103 

Scenario 1-2 104 

Steps: 105 

1. Web user requests a secured resource at destination web site, possibly without prior interaction 106 
with the site. 107 

2. Destination web site redirects the web user to a source web site for authentication (proceeding to 108 
step 5), or to a source site selection mechanism, optionally including customization data to affect 109 
the processing at the source site, based on agreed-upon semantics. 110 

3. Web user identifies by some means which source web site can authenticate them on behalf of the 111 
destination, relaying the customization data from the destination web site. 112 

4. Source site selection mechanism reconstructs or relays the authentication request from the 113 
destination web site and redirects the web user to the selected source web site. 114 

5. Web user authenticates to the source web site, the customizing data being applied as 115 
appropriate. The act of authenticating may or may not include presenting actual permanent user 116 
credentials. 117 
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6. One of the two existing SAML SSO profiles is used to transfer the web user to the destination 118 
web site. Both profiles can accommodate carriage of extensions and additional data if the 119 
customization requested by the destination site necessitates this. 120 
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2.1.3 Scenario 1-3: SSO with Pull Feature/Policy Customization 121 

In this elaboration, the destination web site is given the option to ask the source web site to pull data from 122 
it to customize the processes, policies, or presentation of the authentication and/or SSO activity. The 123 
exact options available are immaterial to the flow. 124 

 125 

Scenario 1-3 126 

Steps: 127 

1. Web user requests a secured resource at destination web site, possibly without prior interaction 128 
with the site. 129 

2. Destination web site redirects the web user to a source web site for authentication (proceeding to 130 
step 5), or to a source site selection mechanism, optionally including a URL that will provide data 131 
to affect the processing at the source site, based on agreed-upon semantics.  132 

3. Web user identifies by some means which source web site can authenticate them on behalf of the 133 
destination, relaying any customization URL from the destination web site. 134 

4. Source site selection mechanism reconstructs or relays the authentication request from the 135 
destination web site and redirects the web user to the selected source web site. 136 
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5. Web user authenticates to the source web site. The act of authenticating may or may not include 137 
presenting actual permanent user credentials. 138 

6. The source web site pulls the customizing data from the destination web site, and applies it as 139 
appropriate. 140 

7. One of the two existing SAML SSO profiles is used to transfer the web user to the destination 141 
web site. Both profiles can accommodate carriage of extensions and additional data if the 142 
customization requested by the destination site necessitates this. 143 
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