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@@Will this document become the 2.0 issues list that Frederick agreed to edit?

Abstract:

This non-normative document describes the scope of the V2.0 work of the OASIS Security Services Technical Committee (SSTC), including candidate work items and their status.
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1 

ScoScope Statement

@@to be supplied by JeffH and agreed on by the TC: alignment (convergence?) with current real-world practice in commercial applications and emerging standards, …

@@can we refer to aspects of scope to provide a rationale for every accepted work item?

2   Work Items

@@Is the Categories column helpful?  Right now these keywords are just made up on the spot.  Some possibilities for categories include: which SAML spec is affected, which “liasing” TC members (such as Liberty people) might be available to work on it, what technical capability is involved, …

	ID
	Categories
	Description
	Owner
	Priority/Status

	@@

W-n
	Liberty, sessions
	Sessions: Global signout and similar would be considered simple sessions. Complex sessions would include things like global timeout. 

References: 

Section 3.2 of [lib-arch-protocols-v1.1], 
[lib-arch-bind-profiles-1.1]
Section 3.5 of [lib-arch-protocols-v1.1],
[lib-arch-bind-profiles-1.1]
	
	

	
	Liberty
	NameIdentifier exchange: 

References: 

Section 3.3 of [lib-arch-protocols-v1.1],
[lib-arch-bind-profiles-1.1]
Section 3.4 of [lib-arch-protocols-v1.1],
[lib-arch-bind-profiles-1.1]
	
	

	
	Liberty
	Enhanced RequestAbstractType: @@

References: @@Liberty xref?

	
	

	
	Liberty, profiles, SSO
	Richer SSO profiles: @@

References: 
Liberty does not support sessioning beyond global logout. Any other references?
	
	

	
	Liberty, interop
	Metadata and exchange protocol: This work has already begun.  It should include SAML feature discovery through a WSDL file.

References: 
Section 4 of [lib-arch-protocols-v1.1]
[draft-sstc-saml-meta-data-0.7]
	Jahan Moreh?
	

	
	Liberty
	Introduction protocol: For example, common domain and cookie. 

References:
Section 3.6 of [lib-arch-bind-profiles-1.1]
	
	

	
	Liberty
	Authentication context: Liberty authentication context exchange.

References: 
[lib-arch-auth-context-1.1]
	
	

	
	Security
	XML Encryption: Incorporate XML-based encryption of assertions and/or other SAML constructs.
	
	

	
	Profiles
	Back office profiles: B2B, A2A, and other similar profiles.
	
	

	
	Profiles
	Mid-tier usage: Profile or other specification for SAML usage in the middle tier for XML firewalls and similar.
	
	If a champion steps forward (Quadrasis?), we will consider it.

	
	Attributes
	Attribute retrieval enhancement: In-band access control for individual attributes in attribute statements, and also potentially enhanced attribute queries, for example, “All attributes in namespace X.”
	
	If someone steps forward to define the problem more precisely, we will consider it.

	
	Attributes
	Hierarchical privilege delegation: Hierarchical delegation of privileges among federated attribute authorities.  @@How related is this to the previous one?
	
	If someone steps forward to define the problem more precisely, we will consider it. This may just go in a set of needed delegation use cases.

	
	Assertions
	Multi-participant transactional workflows: Attaching long-lived assertions to workflows.

References: SSTC email thread with subject line “Multi-participant transactional workflows”.
	Scott Cantor?
	

	
	Protocol
	Credentials collector and assertions: @@This includes pass-through authentication.
References:

Carlisle Adams: http://lists.oasis-open.org/archives/security-services/200303/msg00033.html 
Hal Lockhart: http://lists.oasis-open.org/archives/security-services/200206/msg00007.html
	Tim Moses and Jeff Hodges?
	

	
	Authentication
	SASL support: Supporting SASL in the authentication methods.
	
	

	
	Bindings
	HTTP binding: Additional protocol binding for direct HTTP use.
	–
	If a champion steps forward, we will consider it.

	
	Bindings
	ebMS binding: Additional protocol binding for ebXML Message Service use.
	
	If a champion steps forward, we will consider it.

	
	Attributes
	Baseline attribute namespaces: For example, a DSML or X.500 profile for a person’s attributes.  (@@Is profile the right word?)
	Scott Cantor and RLBob Morgan?
	

	
	Interop
	SAML server trust: Standardized trust between SAML-enabled servers, apart from what we’re already doing in the metadata work.
	Jahan Moreh?
	

	
	Assertions
	Assertion caching: Persistent caching or mirroring of assertions at multiple sites.  We think the WSS SAML token may be related to this; SAML has a protocol to obtain assertions, and there’s also STR.
	
	If someone steps forward to define the problem more precisely, we will consider it.

	
	Protocol
	Security workflow: Expressing security processing workflow definitions.
	
	If someone steps forward to define the problem more precisely, we will consider it.

	
	Shibboleth, Liberty
	Privacy and anonymity: Privacy and anonymity features à la Shibboleth and Liberty. This should include the notion of an anonymous name identifier. It was noted that Liberty V1.2 has anonymity features.

References: @@Liberty xref? Shibboleth xref?
	
	

	
	Authentication
	Kerberos support: @@to be defined
	John Hughes
	

	
	Protocol
	Delegation and intermediaries: Use cases that support arbitrary multi-hop delegation.  Liberty supports one-hop impersonation.  The relationship of this to WSS needs to be sorted out.
	
	

	
	Assertions
	Dependency audit: A “validity-depends-on” feature.
	Prateek Mishra
	

	
	Security
	Security analysis enhancements: Suggestions from researcher who has done a formal security analysis.

References: (We have not yet received the specific comments.)
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�This sounds like we are deprecating all SAML 1.0 elements and URIs. How about “….deprecation of some SAML 1.0 elements and URIs….”


�PAGE \# "'Page: '#'�'"  �� Eve, I am not sure this is really a stand-alone work item. Doesn’t this fall into the general “richer session” support category?
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