Use case examples relative to SOAP based clients
This use case demonstrates the need for SOAP based messages.
Environment

The purpose of this use case is to illustrate how Identity Management (including single sign on) technology can  be used to simplify a businesses ability to provide services to a broad set of clients/customers in the dynamic world of e-business.  Within the Web Services paradigm, there are combinations of service providers and service requesters. In a B2B environment, different components are coupled to provide business transactions. 

The components need to be able to provide direct services or be part of a workflow.  An end user can be a service requester or a “service” can itself be both a provider of a service to an end user and a requester of a service from a peer.

The goal of this usecase is to illustrate that both B2C and B2B environments need the same security and identity support although the B2C tends to be a subset of the B2B (mostly driven by resource constraints in the B2C case). For web services to be consistent across deployment the management and use of identity information within the web services model must be extensible and scalable.
Sample Use Cases

A Human Resources (HR) department of CompanyA  is providing a portal service for employees, retirees, and perhaps even beneficiaries. The HR service provides a variety of identity management services to its end users,  including providing single sign-on to multiple benefits-provider companies. The 401K provider(SafeInvestmentInc), the health insurance provider(XYZHealthCare), and other provider companies have agreed to trust the HR service to provide end user authentication (the HR-auth-svc). The solution, cannot require any client-side software beyond a standard HTTP 1.1browser, nor can we require any special hardware (e.g., we cannot require smart cards and card readers). Although one-time-password tokens are being investigated, the initial deployment remains with userids & passwords to authenticate this population. The solution needs to allow for the migration to new authentication mechanisms and supporting a number of types of mechanisms (since there will always be a migration).

Another goal for the corporate intranet portal is to display content seamlessly between internal and 3rd party computer systems. To achieve this goal, the corporate IT team would like to pull in content from the benefits provider based on the user permissions and preferences managed by HR’s identity management services. When the user chooses to view content regarding their benefits, the corporate IT team would like the user to stay on the corporate portal with a consistent look and feel of the web site. The IT department is using Web Services to handle this content pull, along with the appropriate security across domains due to the sensitive nature of the data.

In addition to end users accessing these web services via the computers at their desks (and on the company intranet), a  user can also log onto the companies portal from a mobile device either within the companies intranet or from the internet. The services that a user is allowed to select from are the ones that have established business relationships with CompanyA and that CompanyA and the provider (i.e., SafeInvetstmentInc) has determined the user is allowed to access. The selection of services can be determined by the business not necessarily only selected by the user.

Each year CompanyA also negotiates new contracts with its providers. When CompanyA changes providers new service providers may appear and others disappear. Employees change their status (retire, etc) frequently and new employees are hired/fired regularly. Retirees needs to access their benefits packages from sources outside the companies intranet, i.e.PCs at public libraries. The management of these federated-network identities may be added to the existing employee administration or may be outsourced to a third party but the identity management provider must have  identification/authentication capabilities for up to 100,000+ retirees and perhaps another 100,000+ beneficiaries. 

A user can also access specific services by directly accessing the provider company service (SafeInvestmentInc)  at any of the provider companies portals/web sites if a trust agreement is in place between the two service providers. if an employee of CompanyA logs on at a provider site, there needs to be  some means for the end user to indicate its home domain so  the end user (an employee of CompanyA)  will be redirected to the HR companies authentication site, and then redirected back to the provider site after successful authentication. 

The 401K provider() needs to follow federal policy guidelines for privacy and uses an employee ID to identify the requester of its services.

The health insurance provider needs to follow the HIPPA guidelines and a different set of privacy constraints. The health insurance provider (sponsored by CompanyA)   also offers health club credits to encourage healthy living. This is a benefit for active employees only. The employee must select this option under its insurance options. The service issues  “vouchers” for employees to use at local health clubs.  The vouchers are purchased by the employee(but allow the employee to access the health club for ½ price). The employee must use their own credit card to purchase the vouchers.   There is also a service to find health clubs by location (both home and travelling).  

A new provider of life insurance needs to be added to the HR Portal. Half of the 401K customers are already enrolled because they are also 401k customers.  These employees will not get a new id, but use their 401K ids. 

An employee is on his way home from his divorce proceedings and wants to change the life insurrance beneficiary from his ex-wife to his daughter and access the HR portal on his cell phone.
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