Authentication Context and SAML 2.0

Prateek Mishra lead a presentation addressing what the drafts from liberty are attempting to achieve, mainly informational, so to form next steps in the problem space.

 (see presentation from Prateek Mishra)

Where do we run into Authentication context work?

1) AuthenticationRequest has 2 pieces 

a. AuthenticationContextElement with choice of AuthenticationContextClassRef and AuthenticationContextStatementRef

Scott Cantor:  On response side, AuthenticationStatement contains a context that is an extended SAML statement as a notion in addition to AuthenticationStatement defined by SAML.

Potential Authentication Context Approaches:  

1) Define additional SAML-Defined Identifiers

2) Bind more tightly to the context of Authentication context.  When looking at the schema, seem to be 4/5 attributes or characteristics that describe Authentication act performed at Identity Provider

a. Scott Cantor:  along with tech aspects that lead up to the Authentication act, such as identification, policy and account management.

b. Prateek Mishra: i.e. how identity established, mechanisms used, etc

c. Scott Cantor – details of what is inside are not particular embedded in ID-FF piece, dealt with opaquely.  Invasive only in sense that request semantics create expectation @ Identity Provider to understand non-opaquely what is being references.  Thus, schematically very decoupled, operationally this is not necessarily the case.

Discussion:

Simon Godik:  is this after fact of Authentication only?

Prateek Mishra:  went to Service Provider, Service Provider says “I want to Authenticate a guy with these characteristics, etc”, baked into response in Authentication statement which carries description of what actually took place

Simon Godik:  info available in other direction as well?

Scott Cantor:  certain aspects can be statically defined as metadata, don’t believe any liberty stuff shows up in meta-data, which is interesting, i.e. can Authenticate principals in many ways simultaneously.  Way used in most cases in Liberty, work done on policy side to decide constrained set of understood Authentication context statements.  Authentication methods are assigned URIs and used within protocol. 

Simon Godik:  somehow address mismatch between request and policy?

Prateek Mishra:  want to make this very separable issue.   Do we take path of augmenting lightweight SAML 1.1 Authentication approach, which still allows for certain info to be communicated?  Or, do we take the SAML Authentication mechanism to next level?  Or do we take the draft from Liberty and work with it?

RL ‘Bob’ Morgan:  choice we’d make at voting date.  Consider liberty material as definition of use case

Frederick Hirsch: 2 aspects: 1)  definition of Authentication context 2)  When/where used.

Prateek Mishra:  Presentation is part use-case part solution proposal

Frederick Hirsch:  so case #1 has optional info conveyed.  If going forward, put it in places belong 

AI:  Scott Cantor:  I’ll take an action item (or someone in Liberty) to explicate elements in protocol messages.  Impression:  statementRef is reallife URI that implies context.    Class notion is some sort of higher order

RL ‘Bob’ Morgan:  are we seeking simpler potential use cases?

Prateek Mishra:  pointed to correct next step, which is “which way to go?”

Scott Cantor:  not much in the spec that says can’t make separate processing wise, but can’t make separate opaqueness.  Might want to say as committee is “only people who want to use these need to get together and define, and potentially insert own vocabularies.”  Steps back at meta-level to not define a language to accomplish.

Prateek Mishra:  presumably define a minimal thing

Simon Godik:  we’d at least need to define “what to do, i.e. browser profile,etc”

Irving Reid:  modest update to the list of Authentication Identifiers will not solve liberty problem, so does it make sense do much update?

Scott Cantor:  list could be one example of vocabulary to reason about Authentication

Scott Cantor:  not so bad because only effective use of this info is within a particular community of interest anyway, which is approach liberty takes anyway.  Everyone decides mutually for shared understanding

Simon Godik:  if really a policy, does dynamic aspect belong in context? Static elements should be in context

Irving Reid:  analogous to CPS for X.509

RL ‘Bob’ Morgan:  how much goes in request itself?

Frederick Hirsch:  cases where exists value for committee to move forward?

Scott Cantor:  Liberty has protocol element in message (nothing to do with authentication) which effectively means reprocess authentication info.  One could argue this is part of Authentication context

Simon Godik:  assume that a user is there for authentication

Rebekah Lepro:  throws out processing model for grids wrt proxies and delegation

RL ‘Bob’ Morgan:  Like Hal said “don’t know if there are users and we don’t care”

AI:  Prateek Mishra:  I’m hearing an Action Item to Scott Cantor to ask Liberty for comment on ClassRef.  Actually heard design/solution proposal that one path forward is to incorporate appropriately extended notion of Authentication method that could deal with liberty Authentication context because container is general enough, but within SAML 2.0 we define a restricted set of identifiers

Scott Cantor:  my guess is any vocab inserted into container is itself extensible ( interoperability issues regardless of container selected.

Frederick Hirsch:  why no have Authentication request with optional context

Scott Cantor:  if add parallel context with new URI vs. new schema, same interop issues because must have agreements

Prateek Mishra:  question is scope of interop.  i.e. 10 URI with semantics.

RL ‘Bob’ Morgan:  can we have more than 1 URI?

<general discussion re: solution proposal and pro/con of each approach – and general comments about Prateek Mishra’s shirt or lack thereof>

RL ‘Bob’ Morgan:  if embedded in AuthenticationRequest, are we missing adequate usecase descriptions or have we already decided this is a need

Rob Philpott: Use case defined in liberty and already have designators, etc in SAML 1.x

Scott Cantor:  point is #1, haven’t done use case analysis of other interesting things to do in AuthenticationContext outside liberty

Rob Philpott:  do such use cases exist?

AI:  RL ‘Bob’ Morgan:  we (Scott Cantor and RL ‘Bob’ Morgan)  are obliged to provide them (AI)

Frederick Hirsch:   Can we use a substitution group mechanism to find liberty mechanism in SAML 1.1

Scott Cantor:  think will work no matter what we do and is some use to maintain some separation between SAML and Liberty as well as matter of raw work involved, otherwise leaving in liberty namespace for liberty deployments is sufficient

Frederick Hirsch:  so really just deciding about where to put placeholder

Prateek Mishra:  no question that we see use-cases where community gets together to define them

Rob Philpott:  different than describing URIs

Prateek Mishra:  for use to consume is significant effort

Scott Cantor:  any placeholder in spec is “red-star” for implementation team for plug-in required rather than using “any” element to avoid problem with xml parsing

Frederick Hirsch:  make clear that placeholder is obviously different from “extension”

Simon Godik:  do we have requirement for interop in liberty?

Scott Cantor:  liberty donated spec with some goal of future convergence, not as only use-cases but as part of use-cases.  Thus, we documented migration path issues for implementers

Frederick Hirsch:  goal to minimize migration path problems in SAML

Delegation & Intermediaries  RL ‘Bob’ Morgan
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client does an existing profile to est. security context at Service Provider.  Based on profile, might include any number of attributes.  Then, Service Provider wants to do operations on behalf of client @ backend provider with security context assoc. with  user in some way and the desired protection model is such that Service Provider is not just empowered to act with its context, but constrained by context established btw client and Service Provider.

Scott Cantor:  Does backend provider know if it is delegation or impersonation at this point?  i.e. can Backend Provider know interact with Service Provider or just know interact with client (with Service Provider on client behalf).


RL ‘Bob’ Morgan:  don’t care at this point.  There are several different families of more specific use cases that could be written up with questions like:  Authentication model used between Service Provider and Backend Provider, can client contact Backend Provider directly, does Backend Provider know diff between client and Service Provider.  All make it difficult to discuss concretely and develop use-cases fully.

can’t establish security context by out of bound agreement, thus authority to establish context @ Service Provider must occur.  

DelegationToken:  needs to proceed from Authority to Service Provider to enable comm. between Service Provider and Backend Provider.  Since starting with web browser profile, it could be carried in post/gets between parties or w/i saml protocol directly between these guys.  Independent of exactly how it is communicated between Service Provider and Backend Provider.

Should be a way to specify that this token should be provided to Service Provider.  Conceptually there is a request and a response, remains TBD the process flow and participants in that req/resp.

Should this be further generalized to SOAP-enabled communication and not just web browser profile?  That step makes RL ‘Bob’ Morgan & Scott Cantor heads hurt.  i.e. if we can make it happen with web browser profile, let’sassume not too difficult to make happen in some other way as well.

Prateek Mishra:  reasonable to take case where client is web browser, thus focus on question of how to forward assertions received through browser profile in systematic way?

Eve Maler:  doesn’t Ron have some idea for minimally providing general functionality?

RL ‘Bob’ Morgan:  you mean using WSS?

Prateek Mishra:  I’ll try to summarize.  Client is browser, comes to Service Provider which sends SOAP message to some back end.  Thus, minimal concern is assertions received are reusable/forwardable in some minimal sense,  

Eve Maler:  when received through browser profille

Prateek Mishra:  we don’t need to enter details of hop from Service Provider to Backend Provider if we keep scope narrow.

Eve Maler:  perhaps that is reasonable constraint for use case?

RL ‘Bob’ Morgan:  would like to solve larger case

Prateek Mishra:  characterize use case, concretize some context that is important

Scott Cantor:  if you think about Kerberos case, if assume during Authentication act there is no dialogue.  Let say have assertion used to sign onto Service Provider site, is there a profile for taking that or derivative of it to secure to a credential request?

RL ‘Bob’ Morgan:  certainly relates to concept that creation of delegation token tied to role of credential converter.  Is this perverting attribute req/resp protocol to use for such as “special” attribute request/response?

Scott Cantor:  we already say attribute requests are Authenticatable.  Some attributes are highly sensitive.  Point is that an Service Provider can today Authentication as itself.  Not clear how it can Authentication as client as result of client doing SSO to them.  

Prateek Mishra:  couldn’t effectively the issue of whether Service Provider has right to act as or on behalf of user be somewhat obscured in relationship bewtween Service Provider and Backend Provider?

Prateek Mishra:  Could determination of whether particular Service Provider has right to impersonate/delegate is exchanged out of band.

Scott Cantor:  also could be modeled as out-of-band relationship between client and Service Provider

RL ‘Bob’ Morgan:  maybe loosen up session requirement between client/Service Provider?

Irving Reid:  could do something freaky with account linking between client Backend Provider account to Service Provider account on Backend Provider?

Scott Cantor:  difficulties wrapping mind around Authentication and web services because still fuzzy.

RL ‘Bob’ Morgan:  interesting cases when everyone is SAML aware and relationship between client/Backend Provider.

Rebekah Lepro:  must prioritize characteristics of communications, conditions on and how to be done.

Rob Philpott:  what are use cases coming in?

Mike:  whatever credential provided to Service Provider by client (as obtained by Identity Provider), does it want to do passthru to another service 

Scott Cantor:  I can forward the credential, but do I have to do anything to prove that I have the ability to forward it.

Irving Reid:  so its sender-vouches

Prateek Mishra:  and that assumes Backend Provider will Authenticate the Service Provider 

Irving Reid:  don’t have any evidence that client allowed Service Provider to do actions that it is asking for at Backend Provider level.

Mike:  that’s why I was asking re: security holes opened up by this processing.

Scott Cantor:  in specific case of web browser profiles, some of existing protections limit use of resulting assertions  and overly constrain above and beyond need.

Rob Philpott:  so we may want to loosen those constraints?

Scott Cantor:  specifically validity period, and potentially subject confirmation and the audience restriction (not spelled out in profile right now) and recipient (which is in response and not the assertion – important distinction).  At very least, validity period has nothing to do with protections inherent in either profile that is not accomplished through other means available in profiles.  Since obviously limits use of token, it is area of exploration.  Naturally, one model takes token and uses as proof to obtain another token to use service without warping sense of profile.  That would be an improvement.

AI:  RL ‘Bob’ Morgan:  so next step is to generate use-cases that look at specifics as they map into the general model.

Greg Whitehead:  security token service in liberty model is somewhat similar.  Discovery Service::A  SecurityService::Service Provider “I’d like to find out if user has backend service, so give me pointer and any tokens I need to talk to it”  

RL ‘Bob’ Morgan:  Discovery of many backends to hit

Greg Whitehead:  kind of recursive, but tokens required are included in response.

Scott Cantor:  a security token issued may in fact referenced principal, so Backend Provider can reason about principal, but Service Provider should not be able to reason about identity.  Can we look @ liberty docs as a use case, because fully realized notion of how this stuff may work., not necessarily as the solution foundation.

Discovery Mechanisms:

Scott Cantor:  determining link between Service Provider and Identity Provider because of browser limitations 

lecp work is identifying which providers a client can use, take advantage of knowledge for Service Provider to send to appropriate device, or “these are Identity Provider I’m willing to accept info from”.  Additional optional profile which includes common domain cookie mechanism,defining http cookie  dubbed:  “wss-nothing better but this name wasn’t taken”

Standardize on name of cookie and format for indicating several provider ids.

What it really means is Identity Providers that browser used has used in the past.  This raises obvious issues in kiosk environments.

Greg Whitehead:  spec leaves open whether it should be session or persistent cookie.  Interop issues because of “active session” assumption for session cookies.  Should be nailed down a bit more concretely

Scott Cantor:  in neither case is it more than a hint about Identity Providers to potentially contact.  Participating sites share a common domain, thus through unspecified means, sites can redirect through common domain to pick up cookie and send back so know what common Identity Provider to use.  One way to address NxN problem is for all sites to share single domain across all sites, i.e. intermediary services, and delegate to that domain

Greg Whitehead:  liberty was very sensitive to specifying a centralized infrastructure.

Scott Cantor:  there would not be a “SAML” site for doing this

Mike:  We specifically presume that user’s browsers went through a valid saml transfer in which boeing.com cookie transferred.  In future, if arrives at Boeing without session, we know what to do with him.

Irving Reid:  in that case, boeing.com is common domain.  in more peer to peer environment, come up with some common domain

Scott Cantor:  doesn’t preclude existing solutions nor new solutions that may appear in future.  At least if using cookie mechanism, agree on name and what is stored.  That is use case.

Prateek Mishra:  point to “web browser flow” workcase

AI:  Scott Cantor:  AI is to take relevant spec from Liberty and produce draft proposal

Greg Whitehead:  what is currently in liberty draft is succinct id (which is a hash) for provider is stored, which has turned out to be a bad choice.

Mike:  so does this solve Service Provider initiated transfer?

Prateek Mishra/Scott Cantor:  this is hint to figure out where to transfer to as first step in that process

Scott Cantor: models for request flows for Identity Provider discovery should not be harmed by having a man in the middle.  But this isn’t  requirement that  every profile have a man in the middle, just that it shouldn’t break.

Issues List (Eve Maler):

The issues list is for issues on deliverables

There are two  TOC:  first is reference to kinds of issues, second is to actual issues

AI:  description that clearly states differences between Identity Provider, Service Provider, AA, IdAuth, etc.

Eve Maler:  general tech issue because affects all documents.

Scott Cantor:  rough cut is introducing Identity Provider language is to id role that plays “source site” in browser profile.

AI:  add general issue regarding differing versions between SAML containers and how they should be related.  

Irving Reid:  might introduce interesting parsing constraints

Scott Cantor:  can’t see how to properly process SAML at this point without being namespace aware.  How will (JAX-B) packages react if sees same element with different namespaces

Eve Maler:  Any takers for owners?

AI:  Rob Philpott:  RSA guy made null attribute request, therefore he’ll own.

AI:  Scott Cantor:  Connor submitted the Assertion level subject, so he will be owner if connor doesn’t join

Eve Maler: I’m fine with leaving without owners by now because so much work already on our plates as it stands

Scott Cantor:  believe core-8 will be addressed in context of profile work, but for now leave as an issue.

Eve Maler/Scott Cantor:  are use of source/destination scoped to bindings?

AI:  Eve Maler:  I’ll put my name on because editorial issue right now.

Scott Cantor:  comments re: baking names into spec may not be right way to handle

