Response to SSTC Feedback

On Ping Identity Referral Program Proposal

2005.04.20

In response to the feedback received from the SSTC regarding the Ping Identity SAML 1.1 Conformance Testing Referral Program Proposal, Ping and OASIS have prepared the following responses have been prepared to share with the SSTC.    The first section of this response provides general information about program, while the second section includes responses to specific feedback received from SSTC.
For details of the OASIS Adoption Service Referral Program, please use the following link: 
http://www.oasis-open.org/who/adoption_services_letter_05-01.20.pdf
General Information About PingDeploy Program and Potential OASIS Involvement via a Referral Service:

1)  The PingDeploy SAML v1.1 Conformance & Security Testing program already exists in the marketplace and is being utilized by key vendors.  

a. RSA

b. Oblix

c. CA

d. Entrust

e. Datapower

f. Others (certification tests are not yet public)

2) The purpose of SSTC review, per the OASIS Adoption Service Referral Program, is to review technical merits of the testing program.

3) The PingDeploy program is currently acknowledged by key end user organizations in the marketplace

4) The OASIS Referral service is not an exclusive service arrangement.  In no way is OASIS dictating that OASIS members have only one service option for SAML testing.  OASIS members are free to use or not use the Ping service.  We welcome submissions of any proposals from other testing service providers under the OASIS Referral Service Guidelines.
5) Program ownership - Per the OASIS Referral Service Provider Guidelines, OASIS would only make reference to the PingDeploy SAML testing program, but the PingDeploy program is owned and managed by Ping Identity and remains independent of OASIS.

6) OASIS would like to have its own branded conformance testing service for SAML 2.0.  In order to do that, OASIS needs the following:

a. Approval from OASIS Board to create OASIS branded conformance testing and certification programs
b. Test assertions for SAML 2.0

c. Conformance Test Service Provider(s) 
d. OASIS Staff (or on-loan) Resources to support the preparation, management, and ongoing coordination of an OASIS endorsed and branded testing program

Responses to Specific Feedback Raised by SSTC Members (publicly & privately)

	#
	SSTC Members Feedback
	Response from Ping Identity & OASIS

	1
	Ping Identity is a vendor in the SAML product space and may be inclined to make the conformance specification suitable to its implementation and not others. We did not see any overseeing body here to watch over these types of issues that can arise.
	A separate “body” does exist with a governance structure to address this concern (see SCWG Participation Agreement).  Ping does not define the conformance testing specification; it cannot make changes for its own benefit.   A Working Group has been created to ensure there is consensus agreement on the interpretation of the conformance specification.  The working group must vote to make changes to the testing procedures. All members of OASIS are invited (at no charge) to join the Working Group and participate in the governance process.  Existing public Working Group members include: RSA, CA/Netegrity and Oblix.  Additional information on the Working Group and the governance process may be found in the Referral Application and Appendices.



	2
	In running the service Ping Identity may stand to gain intelligence about competitors products and intellectual property from its competitors (all messages go in/out of Ping).
	Ping is aware of this concern and has gone to great lengths to overcome it.  A few points:

· The testing is performed remotely, treating the implementation as a ‘black box’.  So Ping does not need to look at a product’s interfaces in order to perform the testing. The testing exercises basic SAML functionality, and so does not discover any ‘value added’ features. 

· Ping has implemented procedures internally which protect vendors from misuse of information as documented in the Referral Application and Appendices.

· Numerous vendors have completed this testing and several more are in the process. Their product and legal teams deemed this arrangement acceptable. 

· See the attached Privacy Directive signed by our CEO.


	
	
	

	3
	Explain how a subset of vendors won't be place at advantage or disadvantage with the current proposal?  If this can't be done, I'd be concerned about the whole exercise

· General sense of a conflict of interest, though I don't think anyone is impugning Ping specifically

· Having to bring an early version of our product to a competitor for conformance testing

· The lopsided "bragging rights" given to a vendor chosen for conformance testing responsibility


	· See response to #2 and #4

· See response to #2 and #4

· It is true that Ping operates the service; however, note the Certification Mark (PASS Certification) in not affiliated with the Ping brand and the website to be launched (www.passcertification.com) will not be directly tied to Ping.

	
	
	

	4
	This email is to formally notify OASIS about objections from Company C to Ping Identity’s proposal for becoming a “Referral Service Provider” for SAML Testing. While we will not discuss the technical merits of the proposal in this email, Company C strongly objects to having a vendor in this space be responsible for running the SAML conformance testing as there is are several obvious conflict of interest:
	See detailed responses in 4a-c

	4a
	Ping Identity commercially markets the PingDeploy program and any feedback that the OASIS community provides to this program will enable Ping Identity to receive free intellectual property from the community. We as a competing vendor will not be able to provide such feedback and strengthen a product of our competitor. I’m sure there are other vendors who would also think the same and therefore would not be able to make this a good conformance specification
	This effort is aimed at strengthening the security of the SAML protocol that in turn strengthens all products that adhere to a common interpretation of the protocol.  Ping receives no free intellectual property from those that contribute to the community’s interpretation of the protocol.  Companies, in fact, have the right to retain IP that they may contribute (see the SCWG Participation Agreement).  While the Ping Identity Corp. implements the SAML 1.1 Conformance Service, all of the decisions about the nature of the test itself are made by a working group consisting of some of the leading vendors in the identity management space.  From the beginning of the effort, companies including RSA, Oblix, Netegrity, and others have participated in the definition of the testing methodologies and the processes for and dispute resolution.  All interested companies are invited to join the Working Group.  In addition, Ping is open to the idea of this working group working within the auspices of the SAML TC itself.  



	4b
	Ping Identity is a vendor in this space and would be inclined to make the conformance specification suitable to its implementation. Based on the objection in (a) above, it will not be in the interest of other vendors to point out the weaknesses in this specification
	Because Ping does not define the conformance testing specification, it cannot make changes for its own benefit.  The working group must vote to make changes to the testing procedures.



	4c
	In running the service Ping Identity stands to gain intelligence about competitors products and intellectual property from its competitors. Company C will not be able to participate in testing with Ping Identity for these reasons
	See response to #2.

	
	
	

	5
	Company D would like to express its reservations regarding the OASIS Adoption Services Program (http://www.oasis-open.org/who/adoption_services.php) and the Referral Service Provider proposal from Ping Identity for SAML 1.1 Conformance Testing.  Of primary concern is the conflict of interest created by the fact that Ping Identity also sells a SAML 1.1-based product.
	See responses to #2 and #4

	6
	We support conformance testing in general, and would support an independent testing program.  However, while the OASIS Referral Agreement clearly states participants in a referred service such as this cannot claim OASIS certification, the referral relationship may still be viewed as approval of the service by OASIS.  It would be unfortunate for OASIS to affiliate itself with such an encumbered service offering as the one presently proposed, and risk diminishing its solid reputation.
	Please see details of Referral document (link provided above).  

OASIS has gone to great lengths to clarify what can and cannot be said about relationship between OASIS and any Referral Service Provider.  Neither OASIS nor Ping would market this as an “OASIS” program, and the mark provided would not be an OASIS branded mark. 

While OASIS appreciates member concern for OASIS’ reputation, we also know that testing programs are being created and implemented based on OASIS Standards without OASIS’ participation across the world.  The Referral Guideline is an attempt for OASIS to work with these entities in cases where OASIS members did not create a program within OASIS framework.  OASIS’ goal for future programs is to have conformance testing programs coordinated within OASIS approved processes.



	7
	Company D believes that the OASIS Adoption Services should include a requirement that any organization that seeks a referral relationship with OASIS for testing or training services for a given OASIS standard must not sell products based on that OASIS standard. 
	OASIS will take that point under further review for future versions of the Referral Guideline.


