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This profile describes a framework of how SAML and standard candidates encompassed by cross-enterprise security and privacy authorization (XSPA) can be used to satisfy requirements pertaining to information-centric security within the healthcare community.
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Introduction


This document describes a framework that provides a level of interoperability useful in the healthcare environment.  Interoperability is achieved by using SAML in the manner described below and using assertions that carry common semantics and vocabularies for interoperable coarse grain access control.  

Document Roadmap

· Presentation of requirements, non-goals and terminology

· Review of components that are encompassed by this XSPA profile of SAML 

· Details of XSPA profile of SAML implementations within the healthcare community

Requirements and Non-goals

Requirements
This XSPA profile of SAML is required to achieve cross-enterprise authorization of entities operating within a healthcare workflow by providing common semantics and vocabulary for interoperable coarse grain access control.

Non-Goals

The following topic is outside the scope of this document:

· The use of XACML as means for creating rules and policy sets for access control to data or functionality within or across security domains.

Terminology

The following definitions establish the terminology and usage in this profile:

Access Control System – A specialized service that makes control access descisions.

Attribute Service - An attribute service is a Web service that maintains information (attributes) about principals within a trust realm or federation.  The term principal, in this context, can be applied to any system entity, not just a person.  

Authorization Service – A specialized service that makes authorization decisions.

Metadata – Any data that describes characteristics of a subject.  For example, federation metadata describes attributes used in the federation process such as those used to identify – and either locate or determine the relationship to – a particular Identity Provider, Security Token Service or Relying Party service.  

Structural Role — A job function within the context of an organization whose permissions are defined by operations on workflow objects

Subset – A subset is a set of restrictions to limit options for interoperability.

Client Application – Provides user with presentation of data.  Client is allowed to communicate with Service Consumer's service interface.

XSPA profile of SAML Component Overview

An overview of the major components is provided here for the sake of this document being comprehensive. Further discussion of these components in this profile will be limited to those features required to demonstrate applicability within the healthcare community.

SAML Overview

SAML, developed by the Security Services Technical Committee (SSTC) of OASIS, is an XML-based framework for communicating user authentication, entitlement, and attribute information through assertions. An assertion is a package of information that contains statements made by a SAML authority. SAML authorities are sometimes referred to as asserting parties in discussions of assertion generation and exchange, and system entities that use received assertions are known as relying parties. [SAML Core]  

The structure of a SAML assertion is defined in the SAML schema published by the SSTC. Each assertion is comprised of a common outer structure that providing information that is common to all of the statements within it. Within an assertion, a series of inner elements describe authentication, attribute, authorization decision, or user-defined statements.  

SAML assertions carry statements about a principal that an asserting party claims to be true. Assertions are usually created by an asserting party based on a request of some sort from a relying party, although under certain circumstances, the assertions can be delivered to a relying party in an unsolicited manner. SAML protocol messages are used to make the SAML-defined requests and return appropriate responses. The structure and contents of these messages are defined by the SAML-defined protocol XML schema. The means by which lower-level communication or messaging protocols (such as HTTP or SOAP) are used to transport SAML protocol messages between participants is defined by the SAML bindings. 

A SAML profile, such as this document, are written to satisfy a particular business use case, for example, interoperable coarse grain access control. Profiles typically define constraints on the contents of SAML assertions, protocols, and bindings in order to solve the business use case in an interoperable fashion. Attribute Profiles further define how to exchange attribute information using assertions in specific ways.
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Figure 1 Basic SAML Concepts

XSPA profile of SAML Implementation

The objective of XSPA profile of SAML is to achieve cross-enterprise authorization of entities within the healthcare by providing common semantic and vocabulary for interoperable coarse grain access control.

Interactions Between Parties

The following figure provides a visual overview of interaction between parties in the exchange of healthcare information.  Elements described in the figure are explained in the subsections below.
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Figure 2 – Interaction between Parties

Service Interface

Interface for client and cross enterprise communication.

Access Control System (Requestor) 

In typical implantations, no user or application is allowed direct access to patient information services.  The XSPA profile of SAML supports this requirement by sending all requests through an Access Control System (ACS).  To perform the request, the ACS may acquire additional attribute information related to users location, role, purpose of use, and requested resource requirement and actions. The requesting ACS is responsible of enforcement the access control decision.

Authentication Authority

The requesting user is authenticated by the Authentication Authority.  The Authentication Authority may issue a cryptographically protected credential identifying the user and, possibly, their attributes.  For example, the Authentication Authority may issue a x509 certificate to the user.  

Attribute Services

The Attribute Service provides the ACS with information specific to users role, extended locality information, purpose of use, and other attributes necessary to make an access control decision.

Patient Lookup Service

The Patient Lookup Service is used to determine the location of the patient though an exchange of patient identifiers.  The mechanisms for  determining location of the service endpoint of the patient is out of scope of this profile.

Access Control System (Responder)

The responding ACS is responsible for the parsing of assertions, their evaluation against the Policy Authority, and delivering a permit or deny to requesting ACS.

Policy Authority

The Policy Authority provides the rules for evaluating the attributes passed within the requests assertions.  The resultant decision is passed back to responding ACS.

Resource Consent Repository

 In a healthcare scenario this would provide consent directive the patient has chosen.  These directives are returned in the response to requestor.  The requesting Service Consumer ACS will be responsible for enforcement of those directives.

Authentication Method

Authentication is indicated using the SAML <AuthenticationMethod> attribute. Note that the authentication statement does not contain means to perform that authentication, such as a password.  Rather, the statement specifies how the authentication was accomplished.  Authentication attribute text strings used for this purpose are: 

Password
Kerberos
Secure Remote Password
Hardware Token
SSL/TLS Certificate Based Client Authentication
X.509 Public Key
PGP Public Key
SPKI Public Key
XKMS Public Key
XML Digital Signature


Transmission Integrity

The XSPA profile of SAML recommends the use of reliable transmission protocols. Where point-to-point transmission integrity is required, this profile specifies the Healthcare Information Technology Technology Standards Panel (HITSP) Secured Communication Channel (TP17).

Transmission Confidentiality

The XSPA profile of SAML recommends the use of secure transmission protocols. Where point-to-point transmission confidentiality is required, this profile specifies the Healthcare Information Technology Technology Standards Panel (HITSP) Secured Communication Channel (TP17).

Error States

This profile adheres to error states described in SAML 2.0.

Security Considerations

<risk assessment>

Confirmation Identifiers

This profile adheres to the use of comfirmation identifiers described in SAML 2.0 and earlier versions of specfication.

Metadata Definitions

This profile will utilize the SAML <Attribute> element for all assertions.

Naming Syntax, Restrictions and Acceptable Values

This profile conforms to SAML 2.0 specification.

Namespace Requirements

The NameFormat XML attribute in <Attribute> elements MUST be

urn:oasis:names:tc:SAML:2.0:attrname-format:uri.

Attribute Rules of Equality

All asserted attributes will be typed as strings.   Two <Attribute> elements refer to the same SAML attribute if and only if their Name XML attribute

values are equal in a binary comparison.

Attribute Naming Syntax, Restrictions and Acceptable Values

The Name XML attribute MUST adhere to the rules specified for that format, as defined by [SAMLCore].  For purposes of human readability, there may also be a requirement for some applications to carry an optional string name together with the OID URN. The optional XML attribute FriendlyName (defined in [SAMLCore]) MAY be used for this purpose, but is not translatable into an XACML attribute equivalent.

This profile will utilize the namespace of  urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA

Example of use;

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:organization">


<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">




County Hospital


</saml:AttributeValue>

</saml:Attribute>

Name

This is the name of the user as required by HIPAA Privacy Disclosure Accounting.  Name will be type as string and in plain text with an identifying tag of <urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:subject>

Organization

This is the organization that the user belongs to as required by HIPAA PrivacyDisclosure Accounting.  Organization will be typed as a string in plain text with an identifying element of <urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:organization>

Role (optional)


The value of principal role attribute(s) will come from a defined structural role vocabulary appropriate to provide authorizations to the actions, operations and objects in this profile supporting coarse-grained access control.   Structural roles are described in ASTM E2595-07, Standard Guide for Privilege Management Infrastructure

Structural roles provide authorizations on objects at a global level without regard to internal details. Examples include authorization to participate in a session, connect authorization to a database, authorization to participate in an order workflow, or connection to a protected uniform resource locator (URL). A structural role applies to the business process task as a group.  The structural role is the role that the user is playing when making the requests supported by this profile.

This profile  does not mandate parties to implement any specific structural roles and allows communicating parties to agree to any mutually acceptable role set.  

In the absence of any explicit agreement to the contrary, or assertion of another OID, this profile specifies ASTM 1986-98 (2005) Standard Guide for Information Access Privileges to Health Information persons for whom role based access control is warranted as the defined default structural roles to be used in this profile..  ASTM E1986

 ASTM role codes are mapped to the [NUCC] National Uniform Claim Committee Health Care Taxonomy for further interoperability.//NOTE:  At the time of this writing, ASTM E31 is still in the process of completing the formal enumeration ASTM 1986 roles. // 

Structural roles are specified by reference to an OID.  Roles will be typed as strings and an OID will be assigned to each unique structural role authority.  The enumerated ASTM E1986 role will be passed with the assertion.  Enumerated roles under the OID will be identified through the use of the element <urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:role> within the assertion.  

Permisson(optional)

There is no explicit assertion of permission required by this profile.

The permission in use is determined by the Action on the Target.  See Action below.  The Permission is the ANCI INCITS RBAC compliant action-object pair representing the authorization required for access by the protected resource.  In this profile, the service acting as a proxy for the user implicitly asserts the authorizations of the principal by sending the request and is required to do so.  The sending of the request by the trusted service consumer is evidence to the relying party (service) that the service consume has:

Correctly authenticated at the assurance level required by mutual agreement,.

Determined that the user is authorized to make the request and receive the information requested, 

Verified that subject consent directives has been consulted and there is no prohibition regarding the request.

Purpose of Use

The value of Purpose for Use is that which is in effect for the request and will come from HIPAA privacy as required by HIPAA Privacy Disclosure Accounting and may be extended.

Purpose of use will be assigned an OID to uniquely identify it and typed as a string.  Purpose of Use will type strings and asserted with <urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:purposeofuse> identifying element.

	Allowed Purpose of Use Values

	Treatment, Payment, or Health Care Operations

	Health care fraud and abuse detection or compliance

	Use or disclosure of Psychotherapy Notes

	Use or disclosure by the covered entity for its own training programs

	Use or disclosure by the covered entity to defend itself in a legal action

	Marketing

	Use and disclosure for facility directories

	Disclose to a family member, other relative, or a close personal friend of the individual,

	Uses and disclosures with the individual present.

	Permission  cannot practicably be provided because of the individual’s incapacity or an emergency

	Use and disclosures for disaster relief purposes.

	Uses and disclosures for public health activities.

	Disclosures about victims of abuse, neglect or domestic violence.

	Uses and disclosures for health oversight activities.

	Disclosures for judicial and administrative proceedings.

	Disclosures for law enforcement purposes.

	Uses and disclosures about decedents.

	Uses and disclosures for cadaveric organ, eye or tissue donation purposes

	Uses and disclosures for research purposes.

	Uses and disclosures to avert a serious threat to health or safety (Emergency Access).

	Uses and disclosures for specialized government functions.

	Disclosures for workers’ compensation.

	Use and disclosures for IT System Administration purposes

	Use and disclosures for IT Programmer access

	


Action (optional)

This identifies the type of work requested of the interface.   Action will be type as string with an identifying element of <urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:action>.  Acceptable values are listed as follows;

Connect (Establish a connection with the target)
Subject Discovery (Search for and find a specific subject on the target)
Query(Query the target for specific information on the subject)
Retrieve(Retrieve and optionally store information obtained via a Query)
Update Subject Demographics (Change or add subject demographic information on the target)
Merge Subjects(Link one subject on the target with another)
Unmerge Subjects(Unlink one subject on the target from another)

Note that the scope of the action is related to participation in a workflow.  

Note:  This set may be replaced in the future with a more general set that includes this set as a subset.

Resource

The resource is a combination of the initiating service consumer unambiguous person identifier which is the record target (we do not use subject here because subject is referring to the user) and the type of record which is being used. 

The resource should therefore be restricted to the type of information from the Class code in the Query for Documents. This type is also required for HIPAA Privacy Disclosure Accounting.

The list of values will be controlled by the identifiers assigned by the Common Content Specifications (e.g. “C32 Health Summary”).

The resource will be identified within the assertion with the element of <urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:resource> and typed as a string.

Consent Directive(Optional)

The resource, in a healthcare scenario this is the patient, may choose to constrain access to his or her records.  They do so by establishing a consent directive within their providers HIS.  It will be the responsibility of the Service Consumer to enforce these constraints.  This profile addresses 2 forms of resource consent directives.  1) Limiting access to a specific requesting subject, or User Based Access control (UBA),  2) Limiting access to a specific portion of the resource (record) by masking its results (MA).  For further information related to healthcare conscent directives refer to [HL7-CONSENT] HL7 Consent Related Vocabulary confidentialityCodes Recommendation,

These directives will be returned in the response attributes in the form of;

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:consentdirective">


<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">




UBA


</saml:AttributeValue>

</saml:Attribute>

Dissenting-Subject(Optional)

If UBA is selected as the consent directive then a supporting list of subjects are required as part of the response.  These elements will be represented in the response as;

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:dissentingsubject">


<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">



Doctor, John A


</saml:AttributeValue>


<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">



Doctor, Sam A


</saml:AttributeValue>

</saml:Attribute>

Resource-Masking(Optional) 

If MA is selected in the consent directive, both the constrained subject or subjects must be known and the effected resource type.  Objects references in a healthcare scenario refer to [HL7-PERM] HL7 Security Technical Committee, HL7 Version 3 Standard: Role-based Access Control Healthcare Permission Catalog, The standard provides vocabularies of healthcare resources where actions may occur.   These attributes will be returned as part of the response to requesting Consumer Service in the form of;

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:consentdirective">


<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">



MA


</saml:AttributeValue>

</saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:maskedresourcetype:<resourceobject>">


<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">



Doctor, Mike A


</saml:AttributeValue>


<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">



Doctor, David R


</saml:AttributeValue>

</saml:Attribute>

Request For Additional Information(Optional)

In some cases an access control decision can not be made with the attributes presented to the Service ACS.  It may choose to request additional attributes from the requesting Service Consumer.  An example may be where the resource(patient) has chosen to limit access to all radiologists, and that specialty information was not passed during the initial request assertion.  

This is accomplished within the response portion of the dialog between requesting Service Consumer, and the service ACS's service interface.  A request for additional information in the response may be represented in the form of;

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:additionalattributesrequested">


<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">



urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:specialty


</saml:AttributeValue>

</saml:Attribute>

Decision

The decision rendered by the SAML authority with respect to the specified resource. The allowed values are controlled by SAML.

Permit
Deny (not used)
Indeterminate (not used).

A response of an authorization decision would be in the form of;

 <saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:decision">


<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">



Permit


</saml:AttributeValue>

</saml:Attribute>

Evidence

The <urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:evidence> element contains an assertion or assertion reference that the SAML authority relied on in issuing the authorization decision.

The evidence is an assertion and contains complex content. At a minimum the evidence should contain 3 items which are needed for computational or instruction at the responding ACS:

1. The description of the destination of the disclosure

2. Expiration date of the authorization

3. Reference to the paper authorization document.

Healthcare Scenario – Coarse Grain Access Control

The Coarse Grain Access Control scenario determines if access is allowed to a resource on the basis of coarse-grained access control (e.g. domain or resource level), structural roles and relatively simple well defined interaction interfaces and security policies.  This scenario assumes that user interactions occurs within the context of a Service Consumer authority that proxies the user interaction with the Service.  In this healthcare scenario, the initiating Service Consumer authorizes and issues the request on behalf of its user and it is required that it do so.  Users are not authorized to make direct requests of Services.
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1. The User makes a request for information from the Service through the Service Consumer interface.  Attributes specific to the requested resource, and action user is requesting will be passed to service methods at this time.  
Example: Name=John Doe, Gender=Male, Age=47, Resource=https://hostname/XSPA/ClinicalDataService/getPatient

 HYPERLINK "https://hostname/XSPA/ClinicalDataService/getPatient"
  
The Service Interface may or may not provide a SAML interface for this portion of the initial request. 

2. The Service Consumer or Service Consumer ACS authenticates the user and verifies whether the user is authorized to make the request based upon a decision the user meets both its own and applicable security policies of the Service Consumer.  The Service Consumer or Service Consumer ACS will also verify that applicable patient consent policies are met regarding user access to protected health information.  The Service Consumer will contact the Service Consumer Access Control Service with information about the user, the requested operation name and an identifier for the resource.  All security relevant events are audited.  

<saml:AttributeAssertion>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:subject">



<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">




Doctor, Bob



</saml:AttributeValue>

</saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:role">



<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">




Physician



</saml:AttributeValue>

</saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:organization">



<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">




County Hospital



</saml:AttributeValue>

</saml:Attribute> 

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:resource:name">



<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">




John Doe



</saml:AttributeValue>

</saml:Attribute> 

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:resource:patientid">



<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">




1000011



</saml:AttributeValue>

</saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:action">



<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">




query



</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeAssertion>

3. The Service Consumer Access Control Service responds to the Service Consumer using SAML Attribute Assertions with a decision about the request. If affirmative,the assertions returned will encompass the  user’s authorizations regarding the request, the patient consent policies in effect and other contextual information and constraints that apply.  

4. The Service Consumer attempts to invoke the operations on the Service provider, providing relevant user attribute assertions.  The receipt of the request from the trusted Service Consumer is implicit verification that the user is authorized to access  the operation and requested information and that Service Consumers security policies and consents have been met.

5. The Service requests a decision from the Service Access Control Service.

6. The Service Access Control Service responds with requests for additional information needed to resolve the request and make a decision.

<saml:AuthnResponse>

......

<saml:AttributeAssertion>

.....

 <saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:additionalattributesrequested">


<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">



urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:specialty


</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeAssertion>

</saml:AuthnResponse>

7. The Service makes additional AccessControlDecisionRequests of the Service Consumer Access Control Service or other Services which may need to be consulted in order to make a decision regarding the request.

<saml:AuthnRequest>

....

<saml:AttributeAssertion>

....original request plus new attributes....

 <saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:specialty">


<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">



pulmonology


</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeAssertion>

</saml:AuthnRequest>

8. The Service Control Access Control Service issues  an AccessControlDecisionResponse which is returned to the Service Access Control Service.  The Service Access Control Service audits the access control decision..

9. The Service Access Control Services provides a decision regarding the request to the Service.

 <saml:AuthnResponse>

........

<saml:AttributeAssertion>

.....

 <saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XPSA:decision">


<saml:AttributeValue xsi:type=”http://www.w3.org/2001/XMLSchema#string">



Permit


</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeAssertion>

</saml:AuthnResponse>

10. The Service returns the requested information to the Service Consumer and audits the event.

11. The Service Consumer returns the request information to the Service User and audits the event.

References

[SAMLPROF]
Organization for the Advancement of Structured Information Standards. Profiles for the OASIS Security Assertion Markup Language, v2.0, February 2005.

[ASTM E1986-98(2005)] 
Standard Guide for Information Access Privileges to Health Information.

[ASTM E2595 (2007)]
Standard Guide for Privilege Management Infrastructure

[SAML]
Security Assertion Markup Language (SAML) V2.0 Technical Overview

[HL7-PERM]
HL7 Security Technical Committee, HL7 Version 3 Standard: Role-based Access Control Healthcare Permission Catalog, (Available through http://www.hl7.org/library/standards.cfm),  Release 1, Designation: ANSI/HL7 V3 RBAC, R1-2008, Approval Date 2/20/2008.

[HL7-CONSENT]
HL7 Consent Related Vocabulary confidentialityCodes Recommendation, http://lists.oasis-open.org/archives/xacml-demo-tech/200712/doc00003.doc, from project submission: http://lists.oasis-open.org/archives/xacml-demo-tech/200712/msg00015.html
xspa-saml-profile-01

28 April  2008
Page 1 of 21

