Session Management Scenarios

The following diagram illustrates the sign-on, time-out and log-out session management scenarios.  
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Nice diagram – what tool did you use?

. A Single Sign-on and hand-off

Note that this is a duplicate of Oasis security Services Scenario #1

1. A user logs onto the source Web site.  This results in the creation of a session on the source web site.

2. User requests a link to a destination web site.  This link contains an authentication reference/token/ticket.

3. User requests resource represented by link on destination web site, including reference

4. Destination web site requests validation of authentication reference from source web site.

5. Source web site returns success or failure, optionally additional session information.

6. Destination web site returns web site to user

B. Timeout

1. Assume that the user has gone beyond the timeout limit on the source web site.  

2. The source web site will query each participating web site to determine if the user has been active on their web site. 

3. If the user has not been active on any of the destination web sites within the timeout period, the destination web sites are instructed to delete the session.

C. Logout

1. User logs out of the source web site.

2. Each of the destination web sites are instructed to delete the session.

Issues:

Issue: [UC-3-1:Session Management] Issue is called ISSUE:[UC-3-01:UserSession]  in the issues doc – should be consistent.  Should the use cases of log-off and timeout be supported?  These result in the notion of session management.  Advantage: Allows complete web user experience across multiple web sites.  If not done as part of this specification, then some other body or work will have to standardize this functionality.  Disadvantage: More complex than just passing authentication references between source and destination.  Will slow down implementation of authentication/authorization only queries.   Why will it slow down those queries?  Doesn’t that depend on the implementation? Could we add text to say that it is not required for a system to support it?
In order to structure this such that a clear and specific decision can be made about this functionality, and to be more consistent with the SSO ballot, I would add this wording to the end:

A requirement for User Sessions would state:

  [R-UserSessionLogout] [OSSML] will enable security domains to communicate web user logout events.

Possible Resolutions:

1. Add this requirement to the use case and requirement document.

2. Do not add this requirement.

Issue: [UC-3-2:Destination Logout] Should logging out of a destination web site be supported?  Advantage: allows web sites control over their local domain, current model implemented on the web.  Disadvantage: potentially more interactions between source and destination web sites Editor recommends yes. I’m not sure recommendations from the ‘editor’ are appropriate here – people will have to figure out who that was since this will ultimately be included in a doc detailing our decisions – but recommendations in your name would be great. 

I think I may have covered this requirement in the previous issue.  Either place – it doesn’t matter.  In the end, we are going to have to close them all, though.

Issue: [UC-3-3:Logout Extent].  What is the impact of logging out at a destination web site?  Options are destination only or destination + source.  

Issue: [UC-3-4:Destination Timeout] Should timing out of a session at a destination web site be supported?    Editor suggests yes. 

I would add this wording to the end:

A requirement for User Sessions would state:

[R-UserSessionTimeout] [OSSML] will enable security domains to communicate web user timeout events.

Possible Resolutions:

1. Add this requirement to the use case and requirement document.

2. Do not add this requirement.

Issue: [UC-3-5:Timeout differences] Assuming source and destination timeouts are supported, what is the algorithm for determining the current timeout.  Example A.  Time out on source is 15 minutes.  Timeout on destination is 10 minutes.  User has accessed source and destination 12 minutes ago.  Should timeout of destination occur (>10 minutes) or not (<15 minutes for source).  Example B.   Timeout on source is 10 minutes, timeout on destination is 15 minutes, user last accessed both 12 minutes.  Same question.  

Editor recommends: timeout master is the source web site, and destination web sites can shorten for their sites.  In case A, user times out of destination but not source.  In case B, user should have been deleted from destination site because the source will have sent a delete session message.

I think this may be a little to implementation focused at this point.
Issue: [UC-3-6: FirstContact] Should access to destination web site be allowed before access to source?  Advantage: This allows use of bookmarks and links to the destination web site to be accessed.  There is much experience and implementations in the community on this process.  Disadvantage: Requires additional interactions (redirects?) between source and destination web site.

Editor recommends: Allow first contact to destination.  Standardization is not inventing new technology

I think you may be duplicating ISSUE[UC-1-05:FirstContact] here.  Let me know if you would like me to add some text in support of it to the ballot.







