Session Management Scenarios

The following diagram illustrates the sign-on, time-out and log-out session management scenarios.  
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A Single Sign-on and hand-off

Note that this is a duplicate of Oasis security Services Scenario #1

A user logs onto the source Web site.  This results in the creation of a session on the source web site.

User requests a link to a destination web site.  This link contains an authentication reference/token/ticket.

User requests resource represented by link on destination web site, including reference

Destination web site requests validation of authentication reference from source web site.

Source web site returns success or failure, optionally additional session information.

Destination web site returns web site to user

B. Timeout

Assume that the user has gone beyond the timeout limit on the source web site.  

The source web site will query each participating web site to determine if the user has been active on their web site. 

If the user has not been active on any of the destination web sites within the timeout period, the destination web sites are instructed to delete the session.

C. Logout

User logs out of the source web site.

Each of the destination web sites are instructed to delete the session.

Issues:

Issue: [UC-3-1:UserSession] Should the use cases of log-off and timeout be supported?  These result in the notion of session management.  Advantage: Allows complete web user experience across multiple web sites.  If not done as part of this specification, then some other body or work will have to standardize this functionality.  Disadvantage: More complex than just passing authentication references between source and destination.  Will slow down Technical committees work on specification of authentication/authorization only queries.   

Candidate Requirement:

CR-3-1:UserSession:  [OSSML] shall support web user session(s).

Possible Resolutions:

1. Add this requirement and/or use cases to [OSSML]

2. Do not add this requirement and/or use cases

ISSUE:[UC-3-02:ConversationSession] Is the concept of a session between security authorities separate from the concept of a user session? If so, should use case scenarios or requirements supporting security system sessions be supported?  [DavidO: I don’t understand this issue, but I have left in for backwards compatibility].

ISSUE:[UC-3-03:Logout] Should [OSSML] support transfer of information about logout (e.g., a principal intentionally ending a session)? [DavidO: Isn’t this covered in UC-3-1?.  I’ve kept here for backwards compatibility]

Candidate Requirement:

CR-3-3:Logout:  [OSSML] shall support web user logout.

Possible Resolutions:

1. Add this requirement and/or use cases to [OSSML]

2. Do not add this requirement and/or use cases

Issue: [UC-3-6:Destination Logout] Should logging out of a destination web site be supported?  Advantage: allows web sites control over their local domain, current model implemented on the web.  Disadvantage: potentially more interactions between source and destination web sites 

Candidate Requirement:

[CR-3-6:Destination Logout] [OSSML] shall support logout at destination web sites

Possible Resolutions:

1. Add this requirement and/or use cases to [OSSML]

2. Do not add this requirement and/or use cases

Issue: [UC-3-7:Logout Extent].  What is the impact of logging out at a destination web site?    

Possible Resolution:

1. Logout from destination web site is local to destination [DavidO recommendation]

2. Logout from destination web site is global, that is destination + source web sites.

ISSUE:[UC-3-04:StepUpAuthc] "Step-up" authentication is when a receiving party refuses to accept an authentication from an authenticating party and asks for a higher level of authentication. For example, the RP can refuse password authc and require certificate authc. Should [OSSML] support step-up authentication? Should a use case be developed illustrating step-up authc?[DavidO: I don’t think this is applicable to the session requirements, but I’ve kept here for backwards compatibility].

ISSUE:[UC-3-05:SessionTimeout] Should timeout be supported?

Candidate requirement:

[CR-3-5-Timeout]. [OSSML] shall support timeout of a user log-on.

Possible Resolutions:

1. Add this requirement and/or use cases to [OSSML]

2. Do not add this requirement and/or use cases

Issue: [UC-3-8:Destination Timeout] Should timing out of a session at a destination web site be supported?    

Candidate requirement:

[CR-3-8-DestinationTimeout].  [OSSML] shall support destination web site timeout.

Possible Resolutions:

1. Add this requirement and/or use cases to [OSSML]

2. Do not add this requirement and/or use cases







