ISSUE:[UC-2-05:B2B Transaction via an e-marketplace or trading hub]

A B2B Transaction involving buyers and suppliers that conduct trade 

via an e-marketplace that provides trading party authentication

and authorization services, and other business services, in support 

of secure transaction and routing of business document exchanges

between trading parties.

Steps: 

1. A trading party (e.g., buyer) creates a business document for subsequent transaction with another trading party (e.g., supplier) accessible via its e-marketplace. 

2. The sending, i.e., transaction-initiating trading party (TP)

application creates a SAML Credential to be authenticated by the 

authentication and security service operated by an e-marketplace.

3. The trading party application transaction client packages the XML-based SAML Credential alongwith the other XML-based business document over a specific transport, messaging, and application protocol. 

Some examples of such (layered) protocols are following (but not 

   limited to):

 

Secure transports: SSL and/or HTTPS

Messaging protocol: S/MIME and JMS.

Message Enveloping Formats: SOAP, etc.

B2B Application Protocol: ebXML, BizTalk, etc.

4. E-marketplace Authentication Service validates the TP Credential

and creates a SAML Named Assertion and any Entitlements for the 

transaction-initiating TP.

5. The E-marketplace Messaging Service then packages the Named Assertion and Entitlements alongwith the original message payload

into a tamper-proof envelope (i.e., S/MIME multi-part signed)

6. The resulting message envelope is transmitted to the target

   trading party (service provider).

7. The receiving trading party application extracts and processes the TP identity (i.e.,  Named Assertion) and authorization (i.e., Entitlement) information available in the received envelope.

8. Receiving TP application then processes the business document of the sending TP.

9. Receiving TP sends back a response to sending TP via its e-marketplace by repeating Steps 1 through 6. 

Possible Resolutions: 

1. A general B2B transaction scenario should be part of OASIS Use Cases/Requirements. 

2. Use cases and/or requirements featuring the above B2B Transaction via an e-marketplace should be added. 

ISSUE:[UC-2-06: B2B Transaction using different messaging and application protocols]

A B2B Document Exchange Transaction that involves two trading parties such that sending trading party (e.g., Buyer) uses one messaging and transport protocol (e.g., OBI) and receiving party (e.g., Supplier) uses a another messaging/transport protocol (e.g., ebXML). A B2B transaction service must provide relevant security interoperability services as part of its general messaging and application interoperability mechanism. 

Steps:

1. The sending trading party employs a specific messaging and application protocol.

2. The sending TP application then transacts with the receiving TP

via its e-marketplace following Steps# 1 through 3 in Issue# UC-2-05 described above.
3. The e-marketplace authentication and security service provider

authenticated and validates the sending TP and produce relevant

SAML security assertions as described in Step# 4in Issue# UC-2-05 described above.
4. The e-marketplace interoperability service transforms the incoming message to target trading party messaging and application protocol such that SAML Named Assertions and any SAML Entitlement document instances are included into the newly transformed message for subsequent transmission to the receiving

TP.

5. The receiving TP extracts, processes the security assertions

about the sending TP as described in Step# 7 in Issue# UC-2-05

above.

6. Receiving TP sends back a response to sending TP via its e-marketplace by repeating Steps 1 through 5. 

Possible Resolutions: 

1. A general B2B transaction scenario involving trading parties using differing messaging and application protocols should be part of OASIS Use Cases/Requirements in support of secure interoperability using OASSIS SAML. 

2. OASIS Security Bindings should also add this to discuss guidelines of supporting security interoperability between trading parties and e-marketplaces that will use different messaging and application protocols. 

ISSUE:[UC-2-07:  B2B Transaction over multiple e-marketplace or trading hubs/portals]
This use case/issue is a variant of ISSUE# [UC-2-05].

In this scenario the transacting trading parties are members of different e-marketplaces or trading communities. To support B2B transactions between trading parties of different e-markletplaces,

the e-marketplaces will provide secure interconnectivity between 

the set of trading hubs involved in the transaction between the

transaction parties.  In this manner e-marketplaces will act as

trusted intermediaries between transacting trading parties.  

Steps:

1. Repeat Steps# 1-5 in Issue# [UC-2-07].
2. Receiving e-marketplace, e.g., e-marketplace A, message service transmits the message to target e-marketplace, e-marketplace B.

3. E-marketplace B Authentication Service validates the Signed 

   Envelope that contains the E-marketplace signature used to 

   package the SAML security assertions about the sending TP. 

4. E-marketplace B Authentication Service may additionally validate

And/or insert new SAML Named Assertion and Entitlements,

depending on its inter-portal connectivity security policies. 

5. E-marketplace B transmits the authenticated message received from

E-marketplace A to either another e-marketplace, e-marketplace C (repeat of Steps 1 through 4), or to the target TP.

Possible Resolutions: 

1. A general B2B transaction scenario involving multiple trading hubs should be added to OASIS SAML Use Cases and Requirements. 

