1.1 Social Structure Model

The actions undertaken by participants, whether mediated by services or in some other way, are normally performed in a social context which defines the meaning of the actions themselves. We can formalize that context as a social structure: the embodiment of a particular social context.

The social structure model is important to defining and understanding the implications of crossing ownership boundaries; it is the foundation for an understanding of security in SOA and also provides the context for determining how SOA-based systems can be effectively managed and governed.
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Figure 1 Social Structure

Social Structure

A social structure establishes (formally or informally) the rights and responsibilities of its members, including the relationships and permissible interactions among members and with non-members.

Any number of participants can be members of a social structure and a given participant can be a member of multiple social structures. Thus, there is frequent interaction among social structures, sometimes resulting in disagreements when the goals of the social structures do not align.

The goals of the social structure lead to activities to further those goals and manifests itself in the intent of the of its members, as defined in section 3.1.1.1. A commitment on the part of members of the social structure indicates intent regarding the status of a shared state in the future.


The ways in which intent can be manifested must still fit within the rights and responsibilities defined by the social structure and categorized as the following:




Permission

A permission is an activity in which the social structure allows some subset of its members to engage.

A social structure may have criteria before it will give its members permission to make a commitment. For example, a member may have to post a bond before that member can engage in an activity that might cause a loss to others.

Obligation

An obligation is a requirement by the social structure on some subset of its members to perform activities that will result in a defined status for certain shared states..

An obligation is most often associated with responsibilities and may be the counterpart to having certain rights. For example, someone may have the right to buy a house in a certain neighborhood but the city may impose obligations that ensure the house is kept in good repair.

Prohibition

A prohibition is an activity in which the social structure disallows some subset of its members to engage.

The informal social structure of basketball players at a public gym may decide that certain expressions of language are not permitted because young children are in the area.

The shared state provides a set of facts against which commitments can be promised, permissions can be granted, obligations can be measured, and adherence to prohibitions can be assessed. For example, if, as a result of interacting with a service, a buyer incurs the obligation of paying for some good or service, this obligation (and the discharge of it) is measurable (perhaps by further interactions with the same or other services).

From its various components, rights and responsibilities can then be collectively defined as

Rights

A right is an activity that is allowed or a stance that may be adopted in relation to the social structure. It 

A right is often in the form of a permission or the allowing of a commitment, but a social structure may consider it a right to engage in any activity that is not expressly prohibited. Conversely, a social structure may consider anything not expressly stated as a right to be prohibited. Having or exercising a right may subject the social structure member to associated obligations.

Responsibilities

A responsibility is an activity that is required in relation to the social structure. 

A responsibility is often in the form of an obligation and may require a commitment on the part of the social structure member. In general, a social structure may be consider it a responsibility to follow through on commitments, fulfill obligations, and not engage in prohibited activities.

1.1.1 Social Structures and Governance

A social structure may or may not have a formal governance structure. For example, a group of individuals may agree that every Wednesday night those who can be at a certain gym will choose teams and play basketball. There is only a loose understanding, possibly resulting in too many people some nights and too few on others, but that may be sufficient for the needs of the participants. A formalization would be to organize a league with identifiable teams and a schedule of play. This formalization introduces the rudimentary levels of governance.

Given that SOA mediates important aspect of participant relationships, it follows that there are rights and responsibilities that require enforcement by the social structure and that the SOA itself must reflect the requirements of the social structure itself. In the Reference Architecture, we are concerned primarily with social structures that reflect the anticipated participants in SOA-based systems; these are often embodied in legal and quasi-legal frameworks; i.e., they have some rules that are commonly understood.

For example, a corporation is a common kind of social structure, as is a fishing club. At the other extreme, the legal frameworks of entire countries and regions also count as social structures.

It is not necessarily the case that the social structures involved in a service interaction are explicitly identified by the participants. For example, when a customer buys a book over the Internet, the social structure that defines the validity of the transaction is often the legal framework of the region associated with the book vendor. This legal jurisdiction qualification is typically buried in the fine print of the service description.

The models for governance are introduced under the Owning SOA view, but here we discuss consistency with the model for social structure. 

Governance

Governance is the concept of prescribing conditions and constraints consistent with satisfying common goals and the structures and processes needed to define and respond to actions taken towards realizing those goals.
The motivation for establishing a social structure is to organize a group of participants around predictable rules and responsibilities, and to have a system in which there can be enforcement of the same. 

There are numerous parallels between the social structure model in Figure 8 and the governance models in the Owning a SOA view:

· For formal governance, the collective social structure identifies Leadership as a focal point.

· Whereas the less formal social structure defines expectations in the form of rights and responsibilities and an appropriate level of enforcement (e.g. someone could become a social outcast), the more formal Leadership puts governance mechanisms in place so there are safeguards for clarity and fair treatment.

· The parallels between a general social structure and formal governance proceed through to ad hoc agreements vs. formal management and commonly desired real world effects.

As a participant can be a member of more than one social structure, so a participant can fall under more than one governance structure. These may be hierarchical or parallel chains with overlapping and possibly inconsistent goals.

1.1.2 Roles in Social Structures

One of the primary benefits of formalizing the relationships between people in terms of groups, corporations, and legal entities, is that it allows greater efficiencies in the operation of society. However, corporations, governments and even society, are abstractions: a government is not a person that can perform actions -- only people or automated processes following the instructions of people can actually do things.

For example, a fishing club is an abstraction that is important to its members. A club, however, is an abstraction that has no physical ability to act in the world. On the other hand, a person who is appropriately empowered by the fishing club can act. For example, when that person writes a check and mails it to the telephone company, that action counts as though the fishing club has paid its bills. Alternately, the person responsible for paying the club’s bills can set up an automatic monthly bill payment, but that person is still responsible for timely payment is something in the automatic process fails.
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Figure 1
 Roles, Rights and Responsibilities
 Model

Participants’ actions within a social structure are often defined by the roles that they adopt.

Role

A role is an identified relationship between a participant and a social structure that defines the rights, responsibilities, qualifications, and skills of that participant within the context of the social structure.

For many scenarios, the roles of participants are easily identified: for example, a buyer uses the service offered by the seller to achieve a purchase. However, in particular in situations involving delegation, the role of a participant may be considerably more complex.

A participant can be identified with a role in numerous ways. Someone in authority in the social structure may have formally designated the participant as assuming the role with all its rights and responsibilities. Qualification and skill describe the expectations of the social structure in who should fill the role, but formal certifications of those qualifications and skills may or may not be required of the designated participant. Conversely, someone who exhibits qualification and skill may by consensus assume the role without any formal designation. Alternately, someone with some degree of qualification and skill may become identified with a role because they perform the associated tasks.

Skill

A skill is a competence to perform actions that lead to achieving some real world effect. 

Skills are typically associated with roles in terms of requirements: a given role description may require that the role player has a certain skill.

Qualification

A qualification is a public determination by an issuing authority that a stakeholder has achieved some degree of skill. The issuing authority may require some successful actions on the part of the stakeholder (such as demonstrating some skills). The qualification may have constraints attached to it; for example, the certification may be time limited.

There is a distinction between a skill – which is capability that a participant may have to act – and a publicly accepted right to act. For example, someone may have the skills to fly an airplane but not have a pilot's license. Conversely, someone may have a pilot license, but because of some temporary cause be incapable of flying a plane (they may be ill for example).

Qualifications are often used as constraints on roles: any entity adopting a role within an organization (or other social structure) must have certain qualifications.

In the SOA eco-system, roles such as provider and consumer are assumed on the basis of actions while roles related to authorization are typically based on formal designation of roles and presentation of required attributes, possibly skills and/or qualifications.

Note that, while many roles are clearly identified, with appropriate names and definitions of the responsibilities, it is also entirely possible to separately bestow rights, responsibilities and so on; usually in a temporary fashion. For example, when a CEO delegates the responsibility of ensuring that the company accounts are correct to the CTO, this does not imply that the CTO is adopting the full role of CFO.

Rights, responsibilities, and roles form the foundation for the security architecture of the Reference Architecture. Rights and responsibilities have similar structure to permissive and obligation policies; except that the focus is from the perspective of the constrained participant rather than the constrained actions.
















�needs a little work, especially how qualifications and skills fit in


�authority was generally dropped from this discussion because (1) the definition in section 3.6 was not consistent with the definition in several dictionaries (Power or right to make decisions and command action) and (2) in most cases it can be subsumed under rights and responsibilities.





