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3 Primary Frameworks

A reasonable top-level partitioning of the SOA ‘problem’ space recognizes three areas of concern:

1. ‘Design Time’, which includes activities such as planning, designing, developing, deploying and updating services. 

2. ‘Run-time’, which includes all of the monitoring, management, policy enforcement, transformation and routing services, operation and maintenance of services and the message traffic they consume or produce.
3. ‘Governance’, which incorporates those activities intended to assure proper functioning of a SOA. This may involve a kind of meta-monitoring that checks to see that all of the deployed components are operating as designed, including the monitoring facilities themselves.

The following discussion elaborates these portions of the problem domain
 and proposes a standard set of solution patterns for each.

3.1.1 Design Time
3.1.1.1 Description

A robust SOA will foster coherent service development, publication, discovery and consumption processes through the implementation and support of service portfolios, registries, or catalogues. This standard will use the term Enterprise Service Registry
 to designate this standard service repository. 
Although some communities make little use of run-time discovery today, support for UDDI should not be overlooked. 

Regardless of the stance taken there, a standard enterprise approach to the listing of services is essential so that valuable services can readily be discovered and re-used when appropriate. Options for workflow, Service Level Agreement (SLA) negotiation, usage policy definition and auditing are also important. 

3.1.1.2 Summary Characteristics

A fully – functional Enterprise Service Registry (ESR) will include the following Core Capabilities:

· Service Publication

· Service Lookup

· Service Query by Taxonomy

· Registry Browse

· UDDI Support

The ESR should also include the following Advanced Features:

· SLA Negotiation

· WS-Policy Definition & Export 

· Flexible WorkFlow & Notification

· Federation Support 
· Service publication to standard IDEs

3.1.1.3 Definitions 

The following definitions are offered for each of the capabilities listed above. 

Core Capabilities

Service Publication

Publication should be a straightforward process, and subject to configurable controls. Unilateral publication decisions should not be possible. Review and decision checkpoints must be supported. Authentication and Authorization controls are essential… Thin client (browser) access is preferred.
Service Lookup

Lookup by service name or method signature should be supported.

Service Query by Taxonomy

Searching for services by functional, return value and argument classification, as well as general ‘keyword’ query support are essential.

Registry Browse

‘Walking through’ registry listings to gain ideas about Registry content is needed. Listing parameters and columns should be configurable, but are suggested to include at a minimum:

· Service Name 

· Brief functional summary description 
· POC Name 

· POC email

· Details Link

UDDI Support

Although a SOA need not be based specifically on Web Services, very many SOAs are so defined and a robust SOA design should make some provision for some form of dynamic service discovery. Universal Description, Discovery and Integration (UDDI) is an OASIS standard
 which “which defines a universal method for enterprises to dynamically discover and invoke Web services”
. 

The UDDI standard offers a pattern for support of dynamic service discovery that enables advanced integration options and supports enhanced transparency. 
Advanced Features

SLA Negotiation
A successful enterprise SOA will include support for the specification by service producers of the conditions under which a published service may be consumed. This specification normally takes the form of a Contract, or Service Level Agreement (SLA) and includes information concerning acceptable usage terms and conditions for the service in question. 

Transaction volume and rate limitations, authentication and authorization requirements, response time and throughput expectations, acceptable fault responses, logging support and… are all reasonable elements of a service Contract.  
WS-Policy Definition & Export 

Closely related to the Service Level Agreement or Service Contract is the concept of service policies. A coherent SOA will formulate usage terms and conditions that are to be included in an SLA in the form of policies. The WS-Policy standard
 supplies a useful method and XML-based language for the specification of such policies when applied to Web Services, and hence provides an example of one way to document policies in a standard form that facilitates run-time enforcement
.

Flexible WorkFlow & Notification

WSDL change notification can provide significant advantages and promote more robust change control for a SOA, as well as support dependency analysis. WorkFlows should be configurable to conform to the business imperatives of the owning organization.

Federation Support 

Service publication to standard IDEs

Aptly leveraged, this capability can be employed to drive adoption of service orientation in the SW Engineering process. When services are available within the development environments in use by SW Engineering teams, the likelihood of adoption increases. Valuable core services can be seen, examined, and if appropriate, adopted more readily. 
3.1.2 Run-time
3.1.2.1 Description

An effective SOA will include a run-time framework to support monitoring, management, operation and maintenance of services. Reliable policy enforcement is of paramount importance. The message traffic consumed and produced by SOA endpoints must be made to conform to designated functional, performance and security parameters.
The proper functioning of a SOA and all of the service consumers and providers involved, depends to a great extent on the utilization of valid message formats, strong security controls, resilience of implementation, and framework capacity. Ensuring that these characteristics are in place and maintained requires a comprehensive monitoring and management facility with visibility into message streams and endpoint behavior. 

3.1.2.2 Summary Characteristics

The run-time framework will be called the ‘Service Management Facility’ or SMF. A well thought-out SMF will include the following Core Capabilities:

· Service Management
· Endpoint Security Policy Enforcement including:

· Authentication

· Authorization

· Message format validation

· ‘Service Bus Capabilities’

· Message Transformation

· Message Routing

· Protocol Adaptation

· Endpoint behavior Monitoring

The SMF should also include the following Advanced Features:

· Network Traffic monitoring

· Service Monitoring & Logging

· Service Fail-over & Outage Recovery

· Delivery Guarantees

Service Management

…..

Endpoint Security Policy Enforcement 
Security Policy Enforcement for endpoints in a SOA will support the ability for a service or service-enabled application to offload key security capabilities including, authentication, authorization, access control, threat detection and prevention, subversive message filtering and other forms of security monitoring…..
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Message format validation
A SOA should also provide message verification and validation services. This involves the ability to detect improperly formatted messages, missing message components or message structure issues. ….
‘Service Bus Capabilities’

…..

Message Transformation

Message Routing

Protocol Adaptation

Endpoint behavior Monitoring

…..

3.1.3 Governance
� A fourth area of concern called out in some of the literature and by some vendor product authors is called ‘Change Time’. This standard subsumes ‘Change Time’ within an expanded set of ‘Design Time’ concerns, activities and recommended solutions.





� Whether or not support for the UDDI protocol is incorporated in the design.


� � HYPERLINK "http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=uddi-spec" ��http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=uddi-spec�





� � HYPERLINK "http://uddi.xml.org/" ��http://uddi.xml.org/�





� � HYPERLINK "http://www.w3.org/TR/2007/REC-ws-policy-20070904/" ��http://www.w3.org/TR/2007/REC-ws-policy-20070904/�





� The Run-time enforcement of policies formulated at design-time is a key concern for a successful SOA.
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