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3 Service Ecosystem View

No man is an island

No man is an island entire of itself; every man
is a piece of the continent, a part of the main,
if a clod be washed away by the sea, Europe

15 the less, as well as if a promontory were, as
well as any manner of thy friends or of thine
own were; any man's death diminishes me,
because I am involved in mankind.

And therefore never send to know for whom
the bell tolls; it tolls for thee.

John Donne

The Service Ecosystem View focuses on what a SOA-based system means for people
to participate in it to conduct their business.'® Business, in general, is characterized in
terms of providing and consuming services to realize mutually desirable real world
effects. In a SOA-based system, the conduct of business involves the effective
connectivity of IT-accessible resources as an important element in how these real world
effects are realized.

The people and organizations involved in a SOA-based ecosystem form a community;
which may be a single enterprise or a large peer-to-peer network of enterprises and
individuals. Many of the activities that people engage in are themselves defined by the
relationships between people and by the organizations to which they belong.

However, the primary motivation for participants to interact with each other is to achieve
goals — to get things done. While SOA implies the use of IT resources and artifacts,
these are merely tools to an end and are usually not the primary interest of the
participants. Describing what it means to act in the SOA ecosystem when participants
may be in different organizations, with different rules and expectations is one of the
primary modeling objectives of this section.

Since there is inherently some mediation involved when people interact using electronic
means, we lay the foundations for how communication can be used to represent action.
This foundation forms the backdrop for how services are realized — covered in Section 4
— as well as how SOA-based systems are managed as owned entities — covered in
Section 5.

Thus, our tasks in this view are to model the people involved—the participants and
other stakeholders—their goals and activities and the relevant relationships between
people as they affect the utility and safety of actions that are performed.

The models in this view form the basis for many of the activities of SOA participants,
especially in areas such as management and security. They lay a groundwork for those

10 By business we mean to include any activity entered into whose goal is to satisfy some need or desire of the
participant.
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areas and will be referenced in the other views to provide a consistent discussion
throughout this document.

In particular, the Acting in a SOA Ecosystem Model introduces the key concepts
involved in actions, the Social Structure Model introduces the key elements that underlie
the relationships between participants. The Acting in a Social Context model pulls the
two together and shows how ownership, risk and transactions are key concepts in the
SOA ecosystem.

<2views=

Service Ecosystem| <=viewpoint=»>
Service Ecosystem
=zviewpointSpecs=
stakeholders = "People (using SOA), Decision Makers, Enterprise & Architects, Analysts"
<<n:|0de]>> <-<model>> ==conform=> _|concerns = "Conduct business safely and effectively"
Acting in a Social Structure _ — — — 7|modeling technigues = "UML class diagrams"
SOA Ecosystem -
==zmodel=>
Acting in a
Social Context

Figure 3 Model elements described in the Service Ecosystem view

3.1 Social Structure Model

The actions undertaken by participants, whether mediated by services or in some other
way, are performed in a context that defines the meaning of the actions themselves.
That context is fundamentally a social context — a context that includes other
participants. We can formalize that context as a social structure: the embodiment of a
particular social context.

The social structure model is important to defining and understanding the implications of
crossing ownership boundaries; it is the foundation for an understanding of security in
SOA and also provides the context for determining how SOA-based systems can be
effectively managed and governed.

<4 abides by
member of
Constitution | defined by|Social Structure has &
Ll.\

Goal Ill .." <dhas IlEnterprise Marketl
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Figure 4 Social Structure
Social Structure

A social structure'’ embodies some of the cultural aspects that characterize the
relationships and actions among a group of participants.

A social structure may have any number of participants, and a given participant can be
a member of multiple social structures. Thus, there is frequent interaction among social
structures, sometimes resulting in disagreements when the goals of the social
structures do not align.

In the Reference Architecture, we are concerned primarily with social structures that
reflect the anticipated participants in SOA-based systems; these are often embodied in
legal and quasi-legal frameworks; i.e., they have some rules that are commonly
understood. For example, an enterprise is a common kind of social structure, as is an
online chat room. At the other extreme, the legal frameworks of entire countries and
regions also count as social structures.

It is not necessarily the case that the social structures involved in a service interaction
are explicitly identified. For example, when a customer buys a book over the Internet,
the social structure that defines the validity of the transaction is often the legal
framework of the region associated with the book vendor. This legal jurisdiction
qualification is typically buried in the fine print of the service description.

Purpose
A measurable condition ascribed to a thing or action relating it to a goal.

By their nature, purposes are external to the purposed entities, whereas goals are
internal to the entity.

A social structure has a purpose — the reason for which it exists. All social structures
have a purpose, some social structures also have goals.

Constitution

A constitution is an agreement shared by a group of participants that defines a
social structure.

Every social structure defines the rules by which participants interact with each other
within the structure. In most cases, the constitution is not explicitly written down, or is
only partially written down; However it is expressed, the constitution is that agreement
that identifies the social structure itself.

A social structure’s rules are abided to by the participants. In some cases, this is
based on an explicit agreement, in other cases participants behave as though they
agree to the constitution without a formal agreement. In other cases, participants abide
by the rules with some degree of reluctance — this is an issue raised later on when we
discuss governance in SOA-based systems.

The SOA ecosystem is marked by two primary forms of social structure — the market
social structure which is primarily oriented to the interrelationship between participants

" Social structures are sometimes referred to as social institutions.
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within the ecosystem and the enterprise which represents a kind of composite
participant — an entity that has sufficient internal cohesiveness that allows us to
consider it as a potential stakeholder in its own right.

Enterprise

An enterprise is an organization with identifiable officers and with internally
established goals that reflect the purpose of the organization.

The enterprise is marked out as being associated with internal goals in a way that a
strict market type of social structure is not. shows a simplified model of enterprises as
they relate to social structures.

Constitution Social Structure Stakeholder |

Company rules bound by Enterprise owned by B 1. '*{Stakehower

Enployee | Member of member of |officer I_p_ado ts® | Role

Figure 5 Enterprise as a Social Structure

Market

A market social structure is the locus of interaction between participants who are
peers of one another.

If an enterprise is often the focus of the differing roles and responsibilities of
members, a market or meeting place is more concerned with the exchange of goods
and services for mutual benefit.

It is entirely possible for a given interaction between participants to take place within a
social structure that is an enterprise as well as being a market place. However,
interactions within a market place are inherently across ownership boundaries.

3.1.1 Actors, Delegates and Participants

T

INon participantl |Participant enploys ™ [pejegate

Figure 6 Actors, Participants and Delegates

Actor
An actor is an entity, human, non-human or organization of entities, that is
capable of action.
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The concept of actor encompasses many kinds of entities, human and corporate
participants, even semi-autonomous computational agents. Two important kinds of actor
are participants and delegates.

Stakeholder

A stakeholder in the SOA ecosystem is an individual entity, human or non-
human, or organization of entities that has an interest in the state of the
ecosystem.

Participant
A participant is a stakeholder that is an actor in a SOA ecosystem.

A participant is a stakeholder whose interests lie in the successful use of and fulfillment
of services. However, human participants always require representation in an electronic
system — they require mechanisms to facilitate their interactions: they require delegates.

Note that we admit non-human agents that have no identifiable representative as an
extreme case: the normal situation is where participants are either human or
organizations.

Non-Participant Stakeholder

A non-participant stakeholder is any stakeholder who is not an actor in the
ecosystem.

Stakeholders do not necessarily participate in service interactions. For example, a
government may have an interest in the outcomes of commercial services deployed in a
SOA ecosystem for the purposes of collecting tax from one or more of the participants.
A government may also be interested in regulatory compliance as it affects service
interactions.

There are two main classes of such non-participatory stakeholders: third parties who
are affected by someone's use or provisioning of a service, and regulatory agencies
who wish to control the outcome of service interactions in some way (such as by
taxation). An example of an affected third party may be someone using the service
infrastructure whose activities are impeded because an errant participant is consuming
excessive bandwidth in another interaction.

Delegate
A delegate is an actor that is acting on behalf of a participant.

In order for people to be able to offer, consume and otherwise participate in SOA
service interactions, they require the use of an entity capable of directly interacting with
electronic communications — we use the term delegate to identify that entity. Common
examples are software applications that make use of services, hardware devices that
embody a particular mission, and enterprise systems that offer services.

We do not attempt to characterize delegates in terms of their internal architecture,
computational requirements or platforms here.

There are many kinds of entities that may function in a SOA ecosystem. For example,
there may be software agents that permit people to offer and interact with services;
there may be delegates that represent the interests of other stakeholders — such as
security agents charged with managing the security of the ecosystem.
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In the different models in this architecture we use the actor concept when it is not
important whether the entity involved is a delegate, participant or some other entity. If
the entity is acting on behalf of another, then we use the delegate concept. If the entity
is a stakeholder in the ecosystem then we use participant.

3.1.1.1 Service Providers and Consumers

Section 1.1.1 defines the distinction between participants and nonparticipants. In a
SOA social structure, several types of participants play prominent roles.

Stakeholder

A

[ ]

Non participant Participant |

ISen/ice Consumer | |Med1’ator| IService Prwider|

facilitates ¥

uses ®  [garyice| offers -4

is affected by/affects m» act in reference to -

Figure 7 Service Participants
Service Provider

A service provider is a participant that offers a service that enables some
capability to be used by other participants.

Note that several kinds of stakeholders may be involved in provisioning a service.
These include but are not limited to the provider of the capability, an enabler that
exposes it as a service, a mediator that translates and/or manages the relationship
between service consumers and the service, a host that offers support for the service, a
government that permits the service and/or collects taxes based on service interactions.

Service Consumer

A service consumer is a participant that interacts with a service in order to
realize the real world effect produced by a capability to address a consumer
need.

It is @ common understanding that service consumers typically initiate service
interactions. Again, this is not necessarily true in all situations (for example, in publish-
and-subscribe scenarios, a service consumer may initiate an initial subscription, but
thereafter, the interactions are initiated by publishers). As with service providers, several
stakeholders may be involved in a service interaction supporting the consumer.

Service providers and service consumers do not represent truly symmetric roles: each
participant has different objectives and often has different capabilities. However, the
objectives and the conditions under which those objectives align are critical for a
successful interaction to proceed.
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Service Mediator

A service mediator is a participant that facilitates the offering or use of services in
some way.

There are many kinds of mediator, for example a registry is a kind of mediator that
permits providers and consumers to find each other. Another example might be a filter
service that enhances another service by encrypting and decrypting messages. Yet
another example of a mediator is a proxy broker that actively stands for one or other
party in an interaction.

3.1.2 Roles in Social Structures

One of the primary benefits of formalizing the relationships between people in terms of
groups, corporations, legal entities and so on, is that it allows greater efficiencies in the
operation of society. However, corporations, governments and even society, are
abstractions: a government is not a person that can perform actions — only people or
automated processes following the instructions of people can actually do things.

For example, a fishing club is an abstraction that is important to its members. A club,
however, is an abstraction that has no physical ability to act in the world. On the other
hand, a person who is appropriately empowered by the fishing club can act. For
example, when that person writes a check and mails it to the telephone company, that
action counts as though the fishing club has paid its bills.

Q{ Social Structure
Participant | adopts

has W posseses ¥

Qualification - requires [Role |o

i I

defines ¥

= =
enal)les

requires ™  [action| <dpermits
| .

ensures qompetence ‘

requires
[skin

Figure 8 Roles, Rights and Responsibilities

Participants’ actions within a social structure are often defined by the roles that they
adopt.
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Role

A role is an identified relationship between a participant and a social structure
that defines the rights, responsibilities, qualifications, and authorities of that
participant within the context of the social structure.

For many scenarios, the roles of participants are easily identified: for example, a buyer
uses the service offered by the seller to achieve a purchase. However, in particular in
situations involving delegation, the role of a participant may be considerably more
complex.

A participant can be identified with one or more roles. Someone in authority in the
social structure may have formally designated the participant as assuming the role with
associated rights and responsibilities. Qualification and skill describe the expectations of
the social structure in who should fill the role, but formal certifications of those
qualifications and skills may or may not be required of the designated participant.

Conversely, someone who exhibits qualification and skill may by consensus assume the
role without any formal designation. Someone with some degree of qualification and
skill may become identified with a role because they perform the associated tasks.

Note that, while many roles are clearly identified, with appropriate names and definitions
of the responsibilities, it is also entirely possible to separately bestow rights,
responsibilities and so on; usually in a temporary fashion. For example, when a CEO
delegates the responsibility of ensuring that the company accounts are correct to the
CTO, this does not imply that the CTO is adopting the full role of CFO.

In order for a person to act on behalf of some other person or on behalf of some legal
entity, it is required that they have the power to do so and the authority to do so.

Right

A right is a predetermined permission that permits an actor to perform some
action or adopt a stance in relation to the social structure and other actors.

For example, in most circumstances, sellers have a right to refuse service to potential
customers; but may only do so based on certain criteria.

Authority

Authority is the right to act as agent on behalf of an organization or another
person.

Usually, authority is constrained in terms of the kinds of actions that are authorized,
and in terms of the necessary skills and qualifications of the persons invoking the
authority.

An entity may authorize or be assigned another entity to act as its agent. Often the
actions that are so authorized are restricted in some sense. In the case of human
organizations, the only way that they can act is via an agent.

Rights, authorities, responsibilities and roles form the foundation for the security
architecture of the Reference Architecture. Rights and responsibilities have similar
structure to permissive and obligation policies; except that the focus is from the
perspective of the constrained participant rather than the constrained actions.
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Responsibility

A responsibility is an obligation on a role player to perform some action or to
adopt a stance in relation to other role players.

Skill
A skill is a competence or capability to achieve some real world effect.

Skills are typically associated with roles in terms of requirements: a given role
description may require that the role player has a certain skill.

Qualification

A qualification is a public determination by an issuing authority that an actor
has achieved some state.

The issuing authority may require some successful actions on the part of the actor
(such as demonstrating some skills). The qualification may have constraints attached to
it; for example, the certification may be time limited.

There is a distinction between a skill — which is capability that a participant may have to
act — and a publicly accepted right to act. For example, someone may have the skills to
fly an airplane but not have a pilot's license. Conversely, someone may have a pilot
license, but because of some temporary cause be incapable of flying a plane (they may
be ill for example).

Qualifications are often used as constraints on roles: any entity adopting a role within an
organization (or other social structure) must have certain qualifications.

3.1.3 Shared State and Social Facts

Many of the actions performed by people and most of the important aspects of a
person's state are inherently social in nature. The social context of an action is what
gives it much of its meaning. We call actions in society social actions and, those facts
that are understood in a society, social facts. It is often the case that social actions give
rise to social facts.

Compared to facts about the natural world, social facts are inherently abstract: they
only have meaning in the context of a social structure.

Social Structure'cmember‘ of Participantl
(4]

-qperceives owns ¥

Commritment |
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Figure 9 Shared State and Social Facts
Social Fact

A social fact is an element of the state of a social structure that is defined by
that social structure.

Social structures provide a context in which social facts are given their meaning. For
example, the existence of a valid purchase order with a particular customer has a
meaning that is defined primarily by the company itself, together with the society that
the company is part of.

Social facts typically require some kind of ritual to establish the validity of the fact itself.
For example, the existence of an agreed contract typically requires both parties to sign
papers and to exchange those papers. If the signatures are not performed correctly, or if
the parties are not properly empowered to perform the ritual, then it is as though nothing
happened.

In the case of agreements reached by electronic means, this involves the exchange of
electronic messages; often with special tokens being exchanged in place of a hand-
written signature.

State
State is the condition that an entity is in at a particular time.

State is characterized by a set of facts that is true of the entity — in effect we are
concerned only with aspects of an entity that are potentially measurable.

Private State
Private state is the set of facts that is known and understood by a participant.

Shared State

The set of facts that are knowable by participants as a result of their
communicative actions.

Note that shared state does not imply the state is known to all participants. It simply
refers to the elements of state that may be known.

Note that any participant has only a partial view of the world. Furthermore, the
participant will have internal private state that is not accessible to other participants
directly. However, elements of the shared state are in principle accessible to
participants even if a given participant does not have access to all elements at any
given time.

Public Semantics

The public semantics of a communicative action is the set of facts that any
observer of the action would be sanctioned to infer by virtue of the observer’s
situation in a social structure.

Of course, the most obvious observer of a communication is the intended recipient of
the communication. However, the key is that the public semantics of a communication
would enable any observer to make the same inferences.

For example, a standard purchase order denotes a commitment to buy some goods or
services. Any observer of the purchase order would be entitled to interpret it as a
purchase order (whether or not the purchase order was targeted at the observer).
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Public semantics is often couched in terms of the shared state of the various
members of the social structure — a purchase order is interpreted relative to the social
structure within which it is made.

Commitment

A commitment is a social fact about the future: in the future some fact will be
true and a participant has the current responsibility of ensuring that that fact will
indeed be true.

A commitment to deliver some good or service is a classic example of a fact about the
future.

Other important classes of social facts include the policies adopted by an organization,
any agreements that it is holding for participants, and the assignment of participants to
roles within the organization.

Facts have the property of being verifiable (technically, a social fact can be verified to
determine if it is satisfied in the social context). If, as a result of interacting with a
service, a buyer incurs the obligation of paying for some good or service, this obligation
(and the discharge of it) is measurable (perhaps by further interactions with the same or
other services).

3.1.4 Social Actions

In the context of SOA ecosystems, actions are often social in nature — one participant
is asking another to do something that is directly related to the organization(s) that they
are part of — and goal oriented — the purpose of interacting with a service is to satisfy
a need by attempting to ensure that a remote entity applies its capabilities to the need.

Social Structure | member of Participant enploys m | Agent

Action

T

l

Social Action - performns

Social Fact validates i

results jn y§

Shared State | 4change in Real World Effect

Figure 10 Acting within Social Structures
Social Action

Social actions are actions that are performed in order to achieve some result
within a social structure.

A social action is an action that is defined primarily by the effect it has on the
relationship between participants and state of a social structure by establishing one or
more new social facts.

soa-ra-cd-XX XX XXX 2010
Copyright © OASIS® 1993-2009. All Rights Reserved Page 39 of 151



946
947
948

949

950
951

952

953
954
955

956
957
958

959
960

961

962
963

964
965
966
967

968
969

970
971

Social actions are always contextualized by a social structure: the organization gives
meaning to the action, and often defines the requirements for an action to be
recognized as having an effect within the organization.

3.1.4.1 Proposition

When a participant wishes to share knowledge of a social fact or commitment, it may
take the form of one or more Propositions.
Proposition

A proposition is an expression, normally in a language that has a well-defined
written form, that expresses some property of the world from the perspective of a
stakeholder.

In principle, the truth of a proposition must be verifiable — using a decision procedure —
by examining the world and checking that the proposition and the world are consistent
with each other."?

Promise Assertion

Stakeholder
owned by A
Social Structure | <4measurability [proposition wzl Written Expression
about ¥ .\\‘vmg‘asures procdsses A
known by - T~
e Domain Mncanares Decision Procedure

Figure 11 Propositions
Decision Procedure

A decision procedure is a process for determining whether an expression is true,
or is satisfied, in the world.

Decision procedures are algorithms, programs that can measure the world against a
formula, expression or description and answer the question whether the world
corresponds to the description. If the truth of a proposition is indeterminable, then a
decision procedure does not exist, and the logic is undecidable.

Domain
A domain is a ‘world’ that is used as the basis for the truth of a proposition.

When we say ‘world’, we are not restricted to the physical world. The criterion is an
ability to discover facts about it. In our case governmental, commercial and social

'2 We exclude here the special case of proposition known as a tautology. Tautologies are important in the study of
logic; the kinds of propositions that we are primarily interested in are those which pertain to the world; and as such
are only contingently true.
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structures that form the backdrop for SOA-based systems are important examples of
modeled worlds.

Written Expression

The written expression of a proposition is a formula written in a systematic
system of marks that denotes the proposition.

Note that not all 'systems of marks’ have a decision procedure. However, for the uses
to which we put the concept of proposition: policies, service descriptions, and so on, we
require that the language used to write policy and other propositions have a decision
procedure.

Propositions, as used in reference to needs, policies and contracts can be further
analyzed in terms of facts that are about the world as it is, will be, or should be. The
latter are particularly of concern in policies and contracts and other propositions
concerning the relationships between people.

Proposition
ion 19 - 7% 1 1 <downer * :
abouft ¥ Assertion Stakeholder romrise
domain B> Domain - domain
I |
Private State Shared State

Figure 12 Assertions and Promises
Assertion

An assertion is a proposition that is held to be true by a stakeholder. It is
essentially a claim about the state of the world.

Promise

A promise is a proposition regarding the future state of the world by a
stakeholder. In particular, it represents a commitment by the stakeholder to
ensure the truth of the proposition.

For example, an airline may report its record in on-time departures for its various flights.
This is a claim made by the airline which is, in principle, verifiable. The same airline may
promise that some percentage of its flights depart within 5 minutes of their scheduled
departure. The truth of this promise depends on the effectiveness of the airline in
meeting its commitments.

Another way of contrasting assertions and promises is to see what happens when the
propositions fail: a stakeholder that makes a false assertion about the world might be
classified as a liar; a stakeholder that makes a false promise is said to break its
promises.
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3.1.5 Ownership

A fundamental aspect of a resource is that it is owned by a stakeholder. Ownership is
also important in understanding the various kinds of obligations participants may enter
into. Fundamentally, we view ownership as a relationship between a stakeholder and a
resource, where the owner has certain rights over the resource.

Ownership

Ownership is a set of rights and responsibilities that a stakeholder has in relation
to a resource; including the right to transfer that ownership to another entity.

Stakeholder | Ownership @@L__
— 1 -
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Responsibility | —¥inplies Policy
Right to set >
~Transferable
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Figure 13 Resource Ownership

To own a resource implies taking responsibility for creating, maintaining, and if it is to be
available to others, provisioning the resource. More than one stakeholder may own
different rights, such as one stakeholder having the right to deploy a capability as a
service, another owning the rights to the profits that result from using the capability, and
yet another owning the rights to use the service.

One who owns a resource may delegate rights and responsibilities to others, but
typically retains some responsibility to see that the delegated responsibilities are met.
There may also be joint ownership of a resource, where the responsibility is shared.

A crucial property that distinguishes ownership from a more limited right to use is the
right to transfer ownership to another person or organization. When a resource is being
used without being owned, there is an implied requirement that at the end of a period of
time the rights and responsibilities relating to the resource will be returned to the original
owner of the resource.

Ownership is defined in relation to the social structure relative to which rights and
responsibilities are exercised. In particular, there may be constraints on how ownership
may be transferred. For example, a government may not permit a corporation to transfer
assets to a subsidiary in a different jurisdiction.

Ownership Boundary

An ownership boundary is the social structure within which the rights and
responsibilities associated with a particular ownership may be recognized.
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Individual participants are within an ownership boundary in relation to a specific owned
resource if they are members of the social structure that owns the resource.

3.1.5.1 Resources

In the SOA-RM and this Reference Architecture, we discuss service, underlying
capabilities, and numerous other entities that are part of the SOA ecosystem. We
categorize these as Resources, and define Resource as follows:

Stakeho'lder! 1.7 0.." [Resource | ! 1 |Identity
—

owns - L - denotes embodie

describes A

1 . L 0 . k.3
Description I references & Identifier

Figure 14 Resources
Resource
A resource is any entity of some perceived value that has identity.

A resource may have more than one identifier, but any well-formed identifier should
unambiguously resolve to the intended resource.

An important class of resource is the class of capabilities that underlie services. Other
examples of resources are services themselves, descriptions of entities (a kind of meta-
resource), IT infrastructure elements used to deliver services, contracts and policies,
and so on.

Identity

Identity is the collection of individual characteristics by which an entity, human or
nonhuman, is recognized or known.

The ability to unambiguously identify a resource in a SOA interaction is critical to
determine such things as authorizations, to understand what functions are being

performed and what the results mean, and to ensure repeatability or characterize
differences with future SOA interactions.

Identifier

An identifier is any block of data — such as a string — that unambiguously
connects a resource with a particular identity.

|dentifiers typically require a context in order to establish the connection between the
identifier and the resource. A given resource may have multiple identifiers, with different
utility for different contexts.

In a SOA eco-system, it is good practice to use globally unique identifiers; for example
globally unique IRIs. An identifier must uniquely disambiguate the indicated resource
from other resources but more than one identifier may uniquely resolve to the same
resource.
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Description

A description is a structure that may be interpreted as containing assertions
about a resource.

This model of resource is a simplification and an elaboration of the concept that
underlies the Web Architecture [WA]. Being more abstract, we do not require that the
identity of a resource be in any particular form (although in practice, many resource
identifiers are URIs), nor do we require resources to have representations. However, we
do require resources to have owners.

3.1.6 Life-cycle of Social Structures

Life Cycle
A social structure has a life cycle associated with it.

3.2 Acting in a SOA Ecosystem Model

At the core of participants’ interest in a SOA ecosystem is the concept of action —
participants act in order to achieve their goals. Critically, participants’ actions may
involve systems that do not belong to them; this necessitates interaction and
communication between participants and joint activities.

For example, if a consumer wishes to fly somewhere, she must interact with the airline
reservation system in order to purchase a ticket which represents a contract that the
airline will take her to the agreed destination at a particular date and time.

When the consumer purchases a ticket, the action is to purchase the ticket but the
means of doing so involves an interaction with the airline. However, both the interaction
itself and the purchase are actions that must be understood at different levels — at the
level of the IT systems through which messages are communicated and at the level of
the reservation service through which the effects of the purchase are recorded and as
an agreement that the airline will help the consumer achieve her goal of traveling to her
destination.

There are many parallels between the way that human society is organized, and the
way that humans can act using the power of others. There are also parallels in
satisfying business needs and satisfying the mechanistic needs of the systems and
processes that enable the bringing together of needs and capabilities to satisfy our
goals

In this section we establish the key principles of action as an abstract concept. We
elaborate on action in the context of acting in a social context as joint action. And we
also establish the connections necessary between the different levels of understanding
of action that allow participants to interact as a means of getting things done.

A key aspect is that both parties must exhibit willingness to act and a mutual
understanding of the information exchanged and the expected results.
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3.2.1 Action and Joint Action

Entities act in order to achieve their goals. In this model, we look at the most basic form
of action — an action performed by a single actor. Figure 15 depicts a model of action
showing the relationships between action, goals and effects of action.

3.2.1.1 Action and Actors

Within this initial model of action, we focus on the actions of individual entities.
However, we should remark that for the most part within a SOA ecosystem, the actions
we are most interested in are actions involving multiple participants — we address this
further in Section 3.2.1.2.

has Goal committed via

Actor performs b= Action <dapplied through Intent

may be aware of ¥ causes ¥

Event reports on k= Effect |__desired

Figure 15 Actions, Real World Effect and Events

The most important concept in any model of actions and effects is that of action itself:
Action

An action is the application of intent to achieve an effect (within the SOA
ecosystem).

This concept is simultaneously one of the fulcrums of the Service Oriented Architecture
and a touch point for many other aspects of the architecture: such as policies, service
descriptions, management, security and so on.

The aspect of action that distinguishes it from mere force or accident is that someone
or something intended the action to occur.

Goal

A goal is a measurable state of the ecosystem that an actor is seeking to
establish.

Goals are conditions that people, and more generally actors, are seeking to satisfy. A
key aspect of goals is measurability: it should be possible to know if a goal has been
satisfied.

Intent
Intent is the commitment of an actor to achieve a goal.

An actor’s intent in performing an action is to further one or more of the actor’s goals.
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In some situations it may be difficult to determine an actor’s actual intent. This is
particularly true for social actions such as those performed within a SOA-based system.

However, in most cases, entities in a SOA ecosystem make an assumption of implied
intent. |.e., if an actor performs an action, it is assumed that the actor also intended to
perform the action — it was not an accident, or the action of another actor.

Much of the infrastructure of interaction is there to eliminate the potential for accidental
or malicious actions.

Effect
An effect is a measurable change in the state of the ecosystem.

Note the normal intent of applying an action is to cause an effect that reflects the
actor’s goals. However, there is often the possibility that the actual effects will include
unintended consequences that fall outside of, and may run counter to, the intent of the
actor.

Changes in the ecosystem may be reported by means of events:
Event

An event is the report of an effect of which at least one participant has an
interest in being aware.

In effect (sic), an event is a corollary to action: in a public arena, actions result in
changes to the state of ecosystem (primarily changes to the states of individual
participants); these changes may be manifested as events of which participants in the
arena have an awareness.

Note that, while performing an action may be an event that other participants have an
interest in, an event that reports an action is not the same as the action itself.
3.2.1.2 Joint Actions

Joint actions are the foundation for understanding interaction between participants in a
SOA ecosystem. In this Reference Architecture, we see joint actions at two levels: as
communication and as participants using and offering services.

Joint Action Action

7
“participates in A \
\
Actorl performs b \
2 |

- share ¥ Actions performed by
participants in their roles
within the joint action

There must be at least two

participants in a joint action. Intent
Each participant plays a role in

the joint action.

Figure 16 Joint Action
Joint Action

A joint action is a coordinated set of actions involving the efforts of two or more
actors to achieve an effect.
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In order for multiple actors to participate in a joint action, they must each act according
to their role within the joint action. For example, a common example of a joint action
is for one actor to speak to another.™ A communication between actors cannot take
place unless there is both a speaker and a listener — although it is not necessarily
required that they both be active simultaneously. The two actors involved have different
roles — one is a speaker and the other is a listener.

By definition, joint actions are actions that cannot be performed by single
participants. Sometimes this is because no single participant has the ability to perform
the action on his own; or, in the case of the speaker and listener, the ‘joint-ness’ of joint
actions is inherent.

In any social context joint actions abound: people talking to each other, people buying
and selling, people arranging their lives. In addition, joint action is at the heart of
interactions within the context of a SOA ecosystem.

There is another sense in which joint actions abound: even within a single incident of
interaction there are typically several overlapping joint actions.

For example, when one person says to another: "it is stuffy in here" there is an
immediate sense in which there is a joint action — a joint communicative action (see
below). The intended effect being that the listener believes that the speaker intends him
to understand that the speaker believes that the atmosphere is uncomfortable. (The
listener may also believe that the atmosphere is uncomfortable as a result of the
communication.)

However, in the right context, there may be another joint action: the apparent
declaration may in fact be a command. The intent being that the speaker wishes the
listener to understand that the door should be opened, the effect being that of actually
opening the door.

There may be a further layer to this scenario: the speaker might be aware that there is
someone who is waiting to be let in. The command to open the door is actually a
command to admit the visitor to the room.

Fundamentally all three of these senses of joint action are superimposed on top of each
other. However, there is a strong sense in which the different joint actions may be quite
interchangeable. For example, instead of declaring that the "room is stuffy", the speaker
might have simply said "open the door". Or the speaker might have said "please let
John in". In each case the effect would have been the same — modulo the sensitivities of
the speaker and listener — the door being open and the visitor admitted to the room.

The relationship between the communicative joint action: the utterance of the
declaration and the command joint action is a "uses' relationship. The speaking joint
action is used to convey the command joint action; which in turn is used to convey the
visitor admittance action.

In many situations the best predicate that describes the relationship between these
different joint actions is the 'counts as' predicate. The utterance action counts as the

" Where speaking and listening includes electronic message sending and receiving.
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command to open the door. The command to open the door counts as the request to
admit the visitor.

It can be extremely useful to identify and separate the different overlapping senses of
joint action. It allows us to separately describe and process the communicative actions
from the command joint actions. This, in turn, reflects the fact that each layer has its
own logic and ontology.

For example, at the utterance level, the issues are to do with the successful
understanding of the content of the communication — did the listener hear and
understand the words, did the speaker intend to say them, and so on.

At the level of the command to open the door, the issues center on whether there is a
predisposition on the part of the listener to obey commands given to him by the
speaker.

In the context of a SOA ecosystem we can separately capture the logic and mechanics
of what is involved in electronic communication — the sending of messages, the security
of the communication and so on; from the logic and mechanics of command -- does the
listener believe that the speaker has the appropriate authority to issue the command.

As with human communication, electronic interactions are similarly interchangeable: the
commitment to purchase a book requires some form of communication between buyer
and seller; but the purchase action itself is unchanged by the use of email or an HTTP
post of an XML document.

In summary, the concept of joint action allows us to honor the fact that both parties in an
interaction are required for there to be an actual effect; it allows us to separate out the
different levels of the interaction into appropriate semantic layers; and it allows us to
recombine those layers in potentially different ways whilst still achieving the intended
real world effects of action in a SOA ecosystem.

3.2.2 Real World Effects

Actors participating in a SOA ecosystem are often attempting to get other actors to do
something. For example, a customer trying to buy a book has to convince the book
selling service to deliver the book. Conversely the book selling service has to convince
the customer to pay for it. The one of the primary functions of the SOA ecosystem is
that of a medium in which participants’ needs and capabilities may be brought
together.

3.2.2.1 Needs and Capabilities

The Reference Model defines SOA in terms of a bringing together of needs and
capabilities — the primary motivation for actors to engage with each other. A provider
has a capability of generating a set of real world effects and making that capability
available contributes to the satisfaction of some set of provider needs. The consumer
has a need for those real world effects and has the capability of providing monetary or
other return (for example, acknowledgement of effort) to the provider.
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Figure 17 Needs and Capabilities

Need

A need is a measurable requirement that a service participant is actively seeking
to satisfy.

A need may or may not be publicly measurable; the needs that this Reference
Architecture finds in scope are those that are publicly measurable. However, the
satisfaction of a participant’s need can only be determined by that participant.

The extent to which a need is captured in a formal way is likely to be very different in
each situation.
Capability

A capability is an ability to achieve a real world effect.

The model in Section 1.1.1 shows that there is often some indirection between needs
and having them satisfied. Both needs and the effects of using capabilities are
expressed in terms of state: a need is expressed as a condition on the desired state and
the Real World Effect of using capabilities is a change in the state of the world.

By making a capability available for use, the owners aim to address their needs as well
as the needs of other participants who use the service. The extent to which a capability
is exposed via a service (or via multiple services) is controlled by the owner of the
capability but may also be limited by the service provider. As noted in the Reference
Model, a given service is not required to provide access to all aspects of an underlying
capability.

3.2.2.2 Satisfying Needs

When an actor agrees to a course of action as a result of its interactions with other
actors it is adopting an objective.

Objective
An objective is a real world effect that an actor wishes to achieve.
Objectives refer to Real World Effects that actors may actively consider achieving.
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In general, there is a subsumption relationship between actors’ goals and their
objectives: an objective can be considered to be consistent with one of more goals.
Generally, a goal is a long term state of the world that may be, in practice, difficult to
measure. On the other hand, an objective is a directly measurable and preferably
predictable outcome of a particular action or set of actions.

Objective Adoption
An actor may adopt an objective as a result of interacting with another actor.

A consequence of an actor adopting an objective on behalf of another actor is that the
actor becomes accountable to the latter for the successful satisfaction of the objective.

Accountability

An actor is accountable to another actor when the former consents to achieve
an identified objective.

An objective adopted by one actor as a result of an interaction need not be consistent
with the objectives of the originating actor. In many situations, the adopted objective
is not all the same and may even be contrary to the desires of the original actor.

It is possible to characterize an actor’s accountability in terms of obligation policies
that are in force in relation to that actor.

3.2.3 Trust, Risk and Willingness

For interactions to be possible within the SOA ecosystem, each actor must have a
sufficient degree of trust in other actors to form a basis for willingness to engage in the
interactions.

Trust

Trust is a private assessment or internal perception that some entity will perform
actions that will lead to an identifiable set of real world effects.

The reference to real world effects implies the existence of measurements or other
observations of shared state that represent the real world effect.
Willingness
Willingness is the internal commitment of an actor to carry out its part of an
interaction.

As discussed in the Reference Model, willingness on the part of actors to interact is not
the same as a willingness to perform requested actions. A service provider that rejects
all attempts to cause it to perform some action may still be fully willing and engaged in

interacting with the consumer.

Trusting Actor

A Trusting Actor is an actor who establishes and maintains willingness to
proceed with an interaction based on its trust of other actors.

Typically, it is not important to know the specific actions undertaken by any given actor
because these may be private. Additionally, it is not important to share or even to know
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the goals of the individual actors as long as the Trusting Actor believes that individual
actions by others will be sufficient to result in expected real world effects. For example,
the Trusting Actor may have a desired real world effect of an important message being
delivered and is willing to pay for this business service; those delivering the message
have no interest in the importance of the message but want to do what is necessary to
ensure payment. Successful completion of the interaction will result in both (and
possibly other) real world effects to be realized.

Trusted Actor

A Trusted Actor is an actor with which a Trusting Actor has sufficient trust for
that Trusting Actor to be willing to proceed with an interaction.

The relationship of Willingness to the Trusting and Trusted Actors is shown in Figure 18.

WIIIlngnessk — _requirv.z_s|

determines A |

Trusting Actor |participates in > |
Joint Action
)

Trusted Actor | Participates in B

Figure 18 Trusting Actor and Willingness
Risk

Risk is a private assessment or internal perception that certain undesirable real
world effects may come into being.

The Actor perceiving risk may take actions to mitigate the risk. For example, the actor
may assess a high degree of risk to clicking on an email link where the actor believes
the email to be spam, and the actor forgoes any possible benefit by not clicking on the
link. Alternately, the actor may see a risk in having a hard drive fail and mitigate the
effect of losing files by backing up those files considered important.

3.2.3.1 Assessing Trust and Risk

The assessments of trust and risk are based on evidence available to the Trusting
Actor.

Evidence

Evidence is the accumulation of real world effects by which a Trusting Actor can
assess trust and risk.

The evidence may be physical artifacts or a set of information from which the Trusting
Actor can assess the degree of trust. The evidence may include a history of previous
interaction between the Trusting and Trusted Actors or previous interactions of the
Trusted Actor with other actors for which the real world effects of their interactions are
public. Such an accumulation of real world effects forms the basis of the Trusted
Actor’s reputation.
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Reputation

Reputation is the social assessment of an actor with respect to an expectation of
behavior or skill, where the assessment is made on the basis of evidence.

Willingness

determines &

- assesses |Trusting Actor | B5SESSES

Trust | _ Trust | [Risk_ __ _| Risk

Trusted Actor

has W
| assessed B | Raputation | assessed |
using using
based on W

|assessed B | Eyidence | - assessed
using using

accumulated from W

Real World Effect

Figure 19 Assessing Trust and Risk

Trust is based on the confidence the Trusting Actor has in the accuracy and sufficiency
of the gathered evidence and the degree to which any assessment is appropriate for the
situation for which trust is being assessed. Trust is not binary, i.e. an Actor is not
completely trusted or untrusted, because there is typically some degree of uncertainty in
the accuracy or completeness of the evidence or the assessment. Similarly, there is
uncertainty in the amount and consequences of potential risk.

The balance between perceived trust and perceived risk results in a willingness or
unwillingness to proceed. If there is little or no perceived risk, then the degree of trust
may not be relevant in assessing possible actions. For example, most people consider
there to be an acceptable level of risk to privacy when using search engines, and submit
queries without any sense of trust being considered.

As perceived risk increases, the issue of trust becomes more of a consideration. There
are recognized risks in providing or accepting credit cards as payment, and standard
procedures have been put in place to increase trust or, at a minimum, bringing trust and
risk into balance by mitigating risk. For interactions with a high degree of risk, the
Trusting Actor requires stronger or additional evidence when evaluating the balance
between risk and trust when deciding whether to participate in an interaction.
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3.2.3.2 Trust and SOA

In traditional systems, the balance between trust and risk was achieved by severely
restricting the interactions and those that could participate: the more trust and the higher
the perceived risk, the more tightly coupled we made the corresponding system.

Realizing many of the perceived benefits of SOA will require a fuller understanding of
what trust and risk mean in the relevant business processes and what is an appropriate
balance to be achieved. Actors need to assess trust and risk and act on those
assessments while remaining part of the ecosystem and not just in a walled garden.
3.2.4 Transactions and Exchanges

An important class of joint action is the business transaction, or contract exchange.
Many interactions between participants in the SOA ecosystem are based around
business transactions.

Service Action

| T |

AYJ AYJ k')
|Process Choreography |>—<>Illusiness Transaction |<>—'Business Process|
l (4]

Joint Action

|Business agreement |

(4]

Participant

Figure 20 Business Transaction

Business Transaction

A business transaction is a joint action engaged in by two or more
participants in which the ownership of one of more resources is exchanged.

A classic business transaction is buying some good or service, but there is a huge
variety of kinds of possible business transactions.

Key to the concept of business transaction is the contract or agreement to exchange.
The form of the contract can vary from a simple handshake to an elaborately drawn
contract with lawyers giving advice from all sides.

A completed transaction establishes a set of social facts relating to the exchange;
typically to the changes of ownerships of the resources being exchanged.

Business Agreement

A business agreement is an agreement entered into by two or more partners
that constrains their future behaviors and permitted states.

A business agreement is typically associated with business transactions: the transaction
is guided by the agreement and an agreement can be the result of a transaction.
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Business transactions often have a well defined life-cycle: a negotiation phase in which
the terms of the transaction are discussed, an agreement action which establishes the
commitment to the transaction, an action phase in which the agreed-upon items are
exchanged (they may need to be manufactured before they can be exchanged), and a
termination phase in which there may be long-term commitments by both parties but no
particular actions required (e.g., if the exchanged goods are found to be defective, then
there is likely a commitment to repair or replace them).

From an architectural perspective, the business transaction often represents the top-
most mode of interpretation of service interactions. When participants interact in a
service, they exchange information and perform actions that have an effect in the world.
These exchanges can be interpreted as realizing part of, and in support of, business
transactions.

Business Process

A business process is a description of the tasks, participants' roles and
information needed to fulfill a business objective.

Business processes are often used to describe the actions and interactions that form
business transactions. This is most clear when the business process defines an activity
involving parties external to the organization; however, even within an enterprise, a
business process typically involves multiple participants and stakeholders.

In the context of transactions mediated and supported by electronic means, business
processes are often required to be defined well enough to permit automation. The forms
of such definitions are often referred to as choreographies:

Process Choreography

A process choreography is a description of the possible interactions that may
take place between two or more participants to fulfill an objective.

A choreography is, in effect, a description of what the forms of permitted joint actions
are when trying to achieve a particular result. Joint actions are by nature formed out of
the individual actions of the participants; a choreography can be used to describe those
interlocking actions that make up the joint action itself.

3.2.5 Communication for Action

Because there is inherently some separation between actors in a SOA ecosystem, they
are effectively driven to use communication techniques to ‘get their business done’.
When an actor sends a message to another actor there are actually two (at least)
senses in which the actor can be said to be acting: by communicating with other
actors; and the purpose of the communication is also action.

The primary mechanism whereby actors interact with each other is through the
exchange of messages, where the messages may cross ownership boundaries.
Communication and the interpretation of communicated content is the foundation of all
interaction within the SOA ecosystem.

However content is actually communicated, communicating is also a form of action.
We define the communicative action as the action of message exchange:
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1437 A communicative action is a joint action in which an actor communicates with
1438 one or more other actors.

1434

1435  Figure 21 Communication as Joint Action

1436 Communicative Action

1439 A communicative action has a speaker and a listener; each of whom must perform
1440 their part for the communicative action to occur.

1441  The concept of communicative action is important in the explanation of how we can
1442 use the exchange of messages to realize interaction between service participants. The
1443 Reference Model defines interaction as the activity that is involved in making use of a
1444  capability offered. A communicative action is the joint action involved in the

1445 exchange of messages.

1446 Speaking Action

1447 A speaking action is the action required of an actor in order to communicate a
1448 desired content.

1449 Listening Action

1450 A listening action is the action required of an actor in order to acquire and
1451 comprehend communicated content.

1452  Notice that an actor listening to a message not only acquires the message but is also
1453 able to understand it. The implications of this are discussed further below.

1454  Speaker & Listener

1455 A speaker is an actor who performs the speaking action; A listener is an actor
1456 who performs the listening action.

1457  Speaking and listening are roles that (normally) different actors play in a given
1458 communicative action.
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Typically, a communicative action involves one participant speaking and the other
listening simultaneously; although there are many potential important variations, such
as broadcast, writing and so on.

A given speaking action may have any number of listeners. Indeed, in some
situations, it may not be possible for the speaker to be aware of the listener in a
communicative action; however, this does not change the fundamentals of
communication: without both a speaker and a listener there is no communication.

Content

Content is the information passed from the speaker to the listener in a
communicative action.

Even though communication is effected through action, it is not actually effective if the
listener cannot understand the content of the communication. We can characterize the
necessary modes of understanding in terms of a shared vocabulary and a shared
understanding of the communicated intent.

The meaning of a communication is typically conveyed as a combination of the syntax
of the content, its semantics and its illocutionary force.

Typically, the syntax takes the form of highly regular tree structure, with a well-defined
method for interpreting the structure. For example, an invoice will often follow pre-
established standards for communicating invoices.

Semantics

The semantics of a communicative action is the meaning of the content being
communicated.

The semantics of a fragment of content can be characterized in terms of the
vocabulary of terms referenced in the content and the relationships between those
terms that are represented by the syntactic form of the content.

Vocabulary

A vocabulary is a set of terms together with an interpretation that is shared by
actors involved in a communicative action.

In order for there to be any communication, there must be sufficient shared
understanding of the elements of interaction and of terms used in communication. A
shared vocabulary may range from a simple understanding of particular strings as
commands to a sophisticated collection of terms that are formalized in shared
ontologies.

Note that, while it is often easier to visualize the semantics of communication in terms
that reflect human experience, it is not required for interactions between service
consumers and providers to particularly look like human speech. Machine-machine
communication is typically highly stylized in form, it may have particular forms and it
may involve particular terms not found in everyday human interaction.

lllocutionary Force

The illocutionary force of a communicative act is the proximate purpose of the
communication.

soa-ra-cd-XX XX XXX 2010
Copyright © OASIS® 1993-2009. All Rights Reserved Page 56 of 151



1500
1501

1502
1503
1504
1505

1506
1507

1508

1509
1510
1511
1512
1513

1514
1515

1516
1517

1518
1519

1520

1521
1522
1523

1524
1525

1526
1527
1528
1529
1530

For example, a communicative action may be a request, or it may inform the listener
of some fact.

Of course, the ultimate purpose for a communication may not be closely related to the
proximate purpose. For example, a bank service may inform a customer that their
account balance is too low; the ultimate purpose being to persuade the customer to
augment the account.

Taken together, the syntax, semantics, vocabulary, and the illocutionary force of
communicated content is the basis of all interaction in the SOA ecosystem.

3.2.6 Using Communication for Service Action

Like communicative actions, service actions, or actions involving a service, are
inherently joint actions — there can be no service action without both the service and
the actor originating the action. However, because there is a gap between the
participant performing a service action and the service being acted upon, there must be
a bridge across that gap; bridging this gap relies on the count as relationship.

Joint Action

Lr

m Mobject IService Action| <counts as {(ommnicative Action

Figure 22 Communicative actions as Service Actions

Service Action
A service action is an element of the action model of the service.

Service actions are inherently joint actions; they require both the entity performing the
action and the service itself to participate in the action.

Counts as

Counts as is a relationship between two logical systems in which an action,
event or concept in one system can be understood as another action, event or
concept in another system.

The two systems involved in SOA-based systems are the system of communication on
the one hand and the system of services on the other.

When we state that a communicative action counts as a service action, we are
relating a system of communication to a system of action against services.'® Since a
participant cannot (normally) act directly on a service it must use some means of
mediating the action. However, from the perspective of all the participants involved,
when a participant uses a communicative action appropriately, the participants are

18 Acting against a service should not be understood to mean acting to foil the effectiveness of the service; but simply
as an action involving the normal operation of the service.
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expected to understand the communication as though a service action were actually
performed.

When a customer ‘tells’ an airline service that it ‘confirms’ the purchase of the ticket it is
simultaneously a communication and a service action — two ways of understanding the
same event, both actions, one layered on top of the other, but with independent
semantics.

3.2.7 Architectural Implications
3.2.7.1 The Role of Identity

3.2.7.2 The Role of Policies

3.2.7.3 The Role of Communication

3.2.7.4 Communications as a Means of Mediating Action
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