[image: image1.png]This document is
intended to become.
aNon-Standards
Track Work Product.
The patent
provisions of the
OASIS IPR Policy do

not apply.




This is intended as a Non-Standards Track Work Product. 
The patent provisions of the OASIS IPR Policy do not apply.

TGF: Impact of the Internet of Things Version 1.0
Working Draft 01
08 July 2014
Technical Committee:

OASIS Transformational Government Framework TC
Chair:

John Borras (johnaborras@yahoo.co.uk), Individual

Editor:

John Borras (johnaborras@yahoo.co.uk), Individual
Related work:

This document is related to:

· Transformational Government Framework Version 2.0. Edited by John Borras, Peter F Brown, and Chris Parker. Latest version. http://docs.oasis-open.org/tgf/TGF/v2.0/TGF-v2.0.html.
Abstract:

This Committee Note provides an impact assessment of the new opportunities becoming available through the development of the Internet of Things (IoT) on Transformational Government programs and the delivery of services by the public sector.  It seeks to identify the issues that need to be addressed and makes recommendations on how best to tackle these and how the Transformational Government Framework (TGF) v2.0 can be utilized to ensure the optimum advantage is taken of these new opportunities. 

Status:

This Working Draft (WD) has been produced by one or more TC Members; it has not yet been voted on by the TC or approved as a Committee Note Draft. The OASIS document Approval Process begins officially with a TC vote to approve a WD as a Committee Note Draft. A TC may approve a Working Draft, revise it, and re-approve it any number of times as a Committee Note Draft.

URI patterns:
Initial publication URI:
http://docs.oasis-open.org/tgf/TGF-Iot-Impact/v1.0/cnd01/TGF-Iot-Impact-v1.0-cnd01.doc.
Permanent “Latest version” URI:
http://docs.oasis-open.org/tgf/TGF-Iot-Impact/v1.0/TGF-Iot-Impact-v1.0.doc.

(Managed by OASIS TC Administration; please don’t modify.)
Copyright © OASIS Open 2014.  All Rights Reserved.

All capitalized terms in the following text have the meanings assigned to them in the OASIS Intellectual Property Rights Policy (the "OASIS IPR Policy"). The full Policy may be found at the OASIS website.

This document and translations of it may be copied and furnished to others, and derivative works that comment on or otherwise explain it or assist in its implementation may be prepared, copied, published, and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and this section are included on all such copies and derivative works. However, this document itself may not be modified in any way, including by removing the copyright notice or references to OASIS, except as needed for the purpose of developing any document or deliverable produced by an OASIS Technical Committee (in which case the rules applicable to copyrights, as set forth in the OASIS IPR Policy, must be followed) or as required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors or assigns.

This document and the information contained herein is provided on an "AS IS" basis and OASIS DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY OWNERSHIP RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
Table of Contents

41
Introduction


41.1 The Challenge


41.2 The Internet of Things


41.3 References (non-normative)


62
The impact of the IoT on TGF Programs


73
Utilizing the TGF


84
Recommendations


9Appendix A.
Acknowledgments


10Appendix B.
Revision History




Introduction

The Challenge

There is a growth in the number of public sector services being delivered by an increasing variety of devices, e.g. mobiles, tablets, smart devices, sensors, all of which can be connected to the Internet and fall under the umbrella of what is now being referred to as the Internet of Things (IoT).  Many of these devices and the data they provide will not be in the direct control or ownership of the public sector.  There is the need therefore for governments to jointly face the major new challenges that this introduces in collaboration with other large players such as the energy firms, transport suppliers, the construction industry and international bodies.   The fact that this will lead onto some complex requirements for those relationships e.g. continuity of participation over long periods of time, the need for cultural change by citizens and businesses, needs to be recognized and managed.
The aggregation with services provided by private suppliers is likely to become necessary e.g. share services (and infrastructure) into the home. These may involve the use of information in new and innovative ways e.g. to leverage consumer information for some broader purpose such as an action implying something about a person’s state (e.g. as part of an e-Health scenario) when it is accompanied with other information flows.
One of the core aims of a Transformational Government program is to ensure that all devices and the data they use and the stakeholders who manage both aspects are managed in the most cost-effective way at a whole-of-government level, and meet the needs of citizen and business customers. The use of all these devices as an integral part of a government service is increasing and is presenting new challenges to the overall delivery of a Transformational Government program.
 The Internet of Things
The Internet of Things (IoT) is still in its infancy and as such there is not yet a consistent all-embracing definition of it. However at the most simplistic level it relates to the connection of a variety of devices to the Internet and the Machine-to-Machine (M2M) interfaces used between these devices. These interfaces will provide new opportunities through the additional sharing of data from the devices to inform government processes and services.  One of the earliest examples of this can be seen in the eHealth domain and the TGF eHealth Profile v1.0 highlights how there is an increasing use of remote sensors and devices in the provision of Home and Community healthcare. 
References (non-normative)
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1 The impact of the IoT on TGF Programs 

The platforms for public services are no longer confined to datacenters run by (or on behalf of) public sector organizations. A number of governments are promoting cloud-first strategies - largely in an attempt to save money and reduce supplier lock-in but also to provide agility. In parallel, IT is becoming more pervasive with e-devices
 being built into infrastructure such as roads, vehicles, localities (e.g. smart cities), homes, livestock and even people (often by use of smart phones e.g. for measuring bodily functions). 

[Include a diagram here showing the position of the IoT within the overall TGF ecosystem.]

Many organizations (including governments) are realizing that there are financial, social and other benefits that are emerging though the use of networks of e-devices for the collection of data (e.g. the monitoring of people and their environment for health purposes) or raising alerts (e.g. when river levels rise).

Thus, the provision of delivery devices is no longer a relatively straight forward selection, purchasing and deployment exercise but has become one of selective use of ‘in-house’ IT coupled with the consumption of a range of infrastructure (e.g. cloud) services plus collaboration with a range of partners who provide services that can be leveraged by the government.

This disaggregation leads to a number of platform types that a government will need to consume:-

· Enterprise services (that provide enterprise capabilities internally)

· Cloud services (that provide enterprise capabilities externally)

· A service platform (a ‘hub’ that integrates all externally supplied services and those retained ‘in-house’) 

· External business services (provided by partners who are generally working in another public or private domain)

· e-Device services (provided by service providers with reach into the environment, business and citizen spaces).

This disaggregated approach to platforms gives rise to a range of interface considerations. As well as the machine-to-machine issues it introduces, the human-to-machine interfaces will also change dramatically as will the society that government serves (the human-to-human interfaces).

Many of these other players will legitimately utilize the data that their platforms manage and this provides public sector organizations with a range of privacy and data protection issues that they need to address. This is essential not only to protect users’ privacy but also to ensure their trust as they will otherwise seek to ignore or circumvent the services that government provides for their benefit.

Governments will need to focus more on the functional requirements of the devices it exploits rather than the technical aspects and the range of suppliers present within the ecosystem that serves citizens and businesses.
2 Utilizing the TGF
All of the challenges and issues identified in the previous sections lead to the conclusion that the governance of the IoT within TGF programs is the key aspect to be addressed.  Most if not all of the required governance aspects are already in TGF v2.0 but perhaps are not self-evident because they are spread across a number of patterns.  The following patterns are considered to be the most relevant and should be applied as follows:
[Need to explain the relevance of these plus are there any more that should be listed here and are there any new ones required?]

[GP] Guiding Principles

[B5] Stakeholder Collaboration 

[B7] Supplier Partnership 

[B7] Supplier Partnership 

[S3] Identity and Privacy Management
[T1] Digital Asset Mapping and Management 

[T2] Technology Development and Management
3 Recommendations

Using the TGF patterns listed in Section 3 the following IoT related aspects should be incorporated in a TGF program:

· a clear definition of the functional requirements of the devices that are being used. This should be described at a service level (e.g. the data required at an aggregated level from e-Device services) and, wherever possible, be consumed as services.
· arrangements for engaging all stakeholders in the use of devices to deliver government services. This should include consideration of leveraging other programmes e.g. smart meter rollouts, smart city initiatives, low latency/volume network infrastructures, etc. Technical standards provide a basis for many of the technical discussions but it is more important that the social and business implications are actively managed.
· processes for ensuring the privacy and data protection issues are fully addressed.
· ongoing governance and management of the devices. Where a range of organizations contribute platforms, the ongoing availability of the platforms and the business service(s) must be actively managed to protect the interests of all stakeholders.
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� e-Device - any piece of equipment that is used as an endpoint for monitoring or alerting purposes (e.g. a sensor or a smart phone)
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