[image: image1.jpg]O
FUJITSU





TGF IoT Patterns Content – Discussion Draft
v0.A. Initial Draft
Introduction
I believe that programmes that include aspects of the IoT are likely to involve a range of partners (mostly large but also small niche organisations) and that geography may not be a limiting factor. Stakeholder organisations will all have their own objectives and channels to market and this provides them with a challenge. How do they manage their piece of the pie and benefit from it whilst also contributing to the greater good of the overall programme?

From the end-user (citizen or business) perspective, this multiplicity of players can cause confusion, loads of contracts etc. and whilst variety, choice and competition are desirable, the access to an overall system and the support for it needs to be pretty well seamless.
This provides the main basis for the issues that I have tried to draw out under each of the patterns identified as candidates for the IoT Committee Note.
I believe we should agree the issues before moving on to create some proper text.

I have also attempted to provide some recommendations.

In the first instance, I would appreciate everyone looking at the issues raised under ‘IoT Delta’ headings and 

1) agreeing that they are indeed issues

2) agreeing that they are in the right place

3) Identifying any further issues that we should address in the CN.

Then, I would appreciate the TC looking at the recommendations, commenting upon them and identifying any further ones.

Patterns impacted by programmes including IoT services

[GP] Guiding Principles

IoT Delta
(See Chris’s draft)

Recommendations/benefits

(See Chris’s draft)

[B1] Vision for Transformation

IoT Delta

1. An overall vision from the government organisation(s) is not enough. Alongside that, stakeholder organisations and consumers will have their own aims and agendas that could have conflicting drivers (e.g. reduced cost of living for the public sector vs. profit for the public sector).
JB -  I accept that there may be different and perhaps conflicting drivers but there should only be one Vision and it’s the Government’s responsibility for ensuring that the Vision reflects also the views of all stakeholders and that they have signed up to it as well.  

Question – does the IoT change what we have said in the TGF on this?  I doubt it so perhaps all we need in the CN is to highlight the wider stakeholder based that needs to buy into the Vision.
1. Recommendations/benefits

2. An overall vision giving a 360ᵒ view of all the stakeholders is required in any situation where the service is not owned and run by one organisation or body with others acting as suppliers to it.
3. There needs to be programme-level governance to maintain alignment with that vision.

[B3] Transformational Operating Model

IoT Delta

(See Chris’s draft)

Recommendations/benefits

(See Chris’s draft)

[B5] Stakeholder Collaboration 

IoT Delta

1. Partners may be different for each government initiative (e.g. systems addressing natural phenomena may cross jurisdictional boundaries) or service development and delivery may involve organisations from different sectors (e.g. government, health services, power companies, service companies, transportation authorities, etc. as well as a range of suppliers to those organisations).

2. Partners will have their own business models and aims. 

3. There will be primary and secondary uses of data. 
4. Consumers must be included from the start. They are likely to expect something in return for use of their data. If it doesn’t appeal to them they may withhold access or engage in other behaviours that mean the service(s) may never succeed.
5. Consumers should be able to control their data (and data generated by services on their behalf).

Recommendations/benefits

1. Stakeholders’ aims and plans need to be shared and reviewed across the piece to identify inconsistencies and conflicts. There needs to be open governance in place to address these.
2. It is important to involve all stakeholders as they will see the data in different ways and wish to use it in different ways (perhaps not all understood or even thought of when it is first created)

3. All stakeholder requirements need to be stated up front and changes managed carefully. They will change over time as services develop and (other) stakeholders require changes.

4. Provide end-users with the ability to view, understand and control their data. This interface will need to be tested with them and be updated to reflect their needs and preferences. Those who are not IT-literate must not be disadvantaged by or precluded from use of/participation in any service.
JB – I think the important point here is Rec 2 and the different views and usages of data.  All the other points are embedded in the TGF already but this point about managing different data views etc is new and IoT specific I feel.
[B7] Supplier Partnership 

IoT Delta

1. Suppliers may also be partners. E.g. utility companies and home automation companies will provide services direct to consumers but may also be capable of providing services and data to a community health monitoring service.
Recommendations/benefits

1. Suppliers should offer their capabilities via a well defined service interface. This needs to pay specific attention to security and privacy concerns of each organisation and their users (who may perceive the organisations very differently).
2. Suppliers should work together to provide a simple service for end users. This could mean a single contract/SLA, single contact centre/support route, etc.)
JB – Not sure there’s anything new for IoT under this heading.  The pattern is all about engaging with suppliers and the top level and not at the project level and to that end I don’t see anything different that the IoT brings to this aspect.
[S1] Stakeholder Empowerment 

IoT Delta

1. Stakeholders need to be free to operate within their domain. However, their activities could affect the whole model e.g. impact upon consumer trust - c.f. the UK care.data situation where the data already existed within the health service but proposed changes to its use caused an outcry and programme postponement.
Recommendations/benefits

1. Overall governance (including impact analysis) must be in place.
JB – Again not sure there’s a new IoT aspect.  The data issue you mention is more about data privacy and therefore more appropriate to S3.
 [S2] Brand-Led Service delivery

IoT Delta

1. Schemes may well be extremely large involving organisations from different sectors (c.f. some of the Japanese initiatives that resulted from the needs to rebuild areas following the earthquake and tsunami in 2011). Each participant will be perceived by consumers in a different way

Recommendations/benefits

1. Consider new branding for overall services that are provided across suppliers/sectors.

2. For major services, stakeholders should seek to provide a service that is straightforward for customers to use and receive support for.
JB – this is beginning to sound like a broken record!  What is different here that relates to IoT?
[S3] Identity and Privacy Management

IoT Delta

1. Gaining and retaining consumer trust is paramount. They will have to give up some rights in return for benefit. Getting this (or the process that manages it) wrong will jeopardise all future developments (c.f. the care.data situation in the UK)

2. Multiple human personas may exist within a system - e.g. a patient’s relationship to their health professionals, care staff, local authority, utility companies are all discrete but may overlap in many scenarios.

3. The identity of users, sensors, operators, intermediaries and physical and data assets needs to be understood to provide adequate authentication, authorisation and other controls for individuals, suppliers their agents and systems.

Recommendations/benefits

1. A description of all current, planned and proposed uses of services and data must be made available (and changes be actively notified to stakeholders and users). Details of any intermediaries that might have direct or indirect access to data need to be identified. These must be sufficient for consumers to easily understand the relevance of granting/withholding permissions.
2. Controls to enable users to manage data about them and the services they use must be put in place.
3. Complex use cases need to be considered. E.g. smart meter data must be available to the appropriate power distributor(s), but the usage data might also contribute to a community health monitoring service.

4. A security architecture needs to be created, used and maintained.
JB – I think this is one major area where the IoT brings in new considerations and I’m sure Colin will write the book for us on this…-)
[S5] Channel Mapping

IoT Delta

1. Use of IoT might change the channel mix. E.g. a health monitoring solution might safely reduce the number of visits by health professionals.

Recommendations/benefits

1. Such effects must be fully understood and clearly communicated to end users.
JB – Don’t see how the IoT changes the task of mapping channels, it just extends what needs to be done.
 [S6] Channel Transformation 

IoT Delta

(None identified at this time)
Recommendations/benefits

(None identified at this time)

[T1] Digital Asset Mapping and Management 

IoT Delta

1. All systems, regardless of platform, need to be configured, secured, monitored, updated, and patched. The IoT will only contribute to the complexity of IT systems management, security and asset management as Internet-connected computing devices and application delivery models proliferate.

2. Changes will occur over time as companies rise, evolve, restructure, merge or fail

3. Ownership of devices and their identifiers might not change (e.g. the manufacturer of a sensor or the thing it (partially) monitors may need to remain constant e.g. the engine number in a car), but it is unlikely that all access rights will necessarily remain with them.
4. The variety of providers and service types will lead to various ways of manipulating data. These need to be understood by all consumers of data from the service. For example the quality and timeliness of the data as well as whether it is raw, aggregated (and in what way/for which purpose) can all impact upon the usability of the data for secondary purposes.

Recommendations/benefits

1. Transfer of services to successor organisations needs to be planned for.
2. Ownership and rights to the data and physical assets need to be defined.
3. The characteristics of data passed between services and entities needs to be understood, agreed and managed.
JB – I think we are right to highlight the added complexity that the IoT introduces and the points you have identified are very valid.
[T2] Technology Development and Management
IoT Delta

Insert a diagram showing the ‘building blocks’ of an IoT service
1. The IoT is not yet fully mature. There are many competing standards and care needs to be taken in product and service selection. 1t is highly likely that  several will co-exist within any multi-sector system

2. Services will evolve over time. The ability to make changes to all service components is an essential aspect of the system governance.

3. Assets need to be managed but may not be readily physically accessible to service providers (for example they might be within the home).
4. Networks may be of widely different types depending upon their purpose. A remote monitoring solution may require low capacity and latency. This may preclude some other desired uses of the network. The terrain, distance or other matters of physical geography might mean that some network types are inappropriate and in the worst cases that some areas/sensors are ‘out of reach’ for some or all of the time.
5. The security of services and their underlying infrastructure must be carefully considered. Hacktivism or other malicious behaviour could completely compromise a service leading to potential disaster for individuals, communities and organisations.
Recommendations/benefits

Insert ‘platform types’ text from section 2?

1. Partners providing IoT services should hide the technical details from their partners by encapsulating their implementation within a service.

2. Assets and their owners need to be identifiable.

3. Assets need to be monitored and managed (e.g. report on operational state/accept firmware updates).
4. Assets need to be replaceable - e.g. a sensor will have a finite battery life.
JB – Agree with most of this.
Nig Greenaway
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