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Introduction

The Challenge

There is a growth in the number of public sector services being delivered by an increasing variety of devices, e.g. mobiles, tablets, smart devices, sensors, all of which can be connected to the Internet and fall under the umbrella of what is now being referred to as the Internet of Things (IoT).  Many of these devices and the data they provide will not be in the direct control or ownership of the public sector.  There is the need therefore for governments to jointly face the major new challenges that this introduces in collaboration with other large players such as the energy firms, transport suppliers, the construction industry and international bodies.   The fact that this will lead onto some complex requirements for those relationships e.g. continuity of participation over long periods of time, the need for cultural change by citizens and businesses, needs to be recognized and managed.
The aggregation with services provided by private suppliers is likely to become necessary e.g. share services (and infrastructure) into the home. These may involve the use of information in new and innovative ways e.g. to leverage consumer information for some broader purpose such as an action implying something about a person’s state (e.g. as part of an e-Health scenario) when it is accompanied with other information flows.
One of the core aims of a Transformational Government program is to ensure that all devices and the data they use and the stakeholders who manage both aspects are managed in the most cost-effective way at a whole-of-government level, and meet the needs of citizen and business customers. The use of all these devices as an integral part of a government service is increasing and is presenting new challenges to the overall delivery of a Transformational Government program.
 The Internet of Things
The Internet of Things (IoT) is still in its infancy and as such there is not yet a consistent all-embracing definition of it. However at the most simplistic level it relates to the connection of a variety of devices to the Internet and the Machine-to-Machine (M2M) interfaces used between these devices. These interfaces will provide new opportunities through the additional sharing of data from the devices to inform government processes and services.  One of the earliest examples of this can be seen in the eHealth domain and the TGF eHealth Profile v1.0 highlights how there is an increasing use of remote sensors and devices in the provision of Home and Community healthcare. 
References (non-normative)
 [TGF v2.0]

Transformational Government Framework Version 2.0.  Edited by John Borras, Peter F Brown, and Chris Parker.  01 May 2014.  OASIS Committee Specification 01.  Latest version: http://docs.oasis-open.org/tgf/TGF/v2.0/TGF-v2.0.html
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1 The impact of the IoT on TGF Programs 

The platforms for public services are no longer confined to datacenters run by (or on behalf of) public sector organizations. A number of governments are promoting cloud-first strategies - largely in an attempt to save money and reduce supplier lock-in but also to provide agility. In parallel, IT is becoming more pervasive with e-devices
 being built into infrastructure such as roads, vehicles, localities (e.g. smart cities), homes, livestock and even people (often by use of smart phones e.g. for measuring bodily functions). 

[Include a diagram here showing the position of the IoT within the overall TGF ecosystem.]

Many organizations (including governments) are realizing that there are financial, social and other benefits that are emerging though the use of networks of e-devices for the collection of data (e.g. the monitoring of people and their environment for health purposes) or raising alerts (e.g. when river levels rise).

Thus, the provision of delivery devices is no longer a relatively straight forward selection, purchasing and deployment exercise but has become one of selective use of ‘in-house’ IT coupled with the consumption of a range of infrastructure (e.g. cloud) services plus collaboration with a range of partners who provide services that can be leveraged by the government.

This disaggregation leads to a number of platform types that a government will need to consume:-

· Enterprise services (that provide enterprise capabilities internally)

· Cloud services (that provide enterprise capabilities externally)

· A service platform (a ‘hub’ that integrates all externally supplied services and those retained ‘in-house’) 

· External business services (provided by partners who are generally working in another public or private domain)

· e-Device services (provided by service providers with reach into the environment, business and citizen spaces).

This disaggregated approach to platforms gives rise to a range of interface considerations. As well as the machine-to-machine issues it introduces, the human-to-machine interfaces will also change dramatically as will the society that government serves (the human-to-human interfaces).

Many of these other players will legitimately utilize the data that their platforms manage and this provides public sector organizations with a range of privacy and data protection issues that they need to address. This is essential not only to protect users’ privacy but also to ensure their trust as they will otherwise seek to ignore or circumvent the services that government provides for their benefit.

Rather than any technical aspects, governments need to focus more on the functional requirements of the eDevice-powered services they exploit and the range of suppliers present within the ecosystems that they participate in to serve citizens and businesses.
2 Utilizing the TGF
The TGF brings together global best practices on how to deliver ICT-enabled change in the public sector.  It recognises that successful change requires a significant shift away from traditional, silo-based models of government service delivery towards much more open and inclusive models, which embrace collaborative, cross-ecosystem partnerships between the public, private and voluntary sectors, enabled by open data. 

he emergence of the IoT accelerates the need for governments to adopt TGF best practices.   So any government looking at how to take maximum advantage of the IoT should consider adoption of the TGF as a whole.  In this section, however, we focus on 12 of the Core Patterns of TGF v2.0 which are particularly helpful for managing public services in an IoT context. For each of these, we set out below:

· Why the Core Pattern is particularly relevant to the IoT

· Recommendations on how the Core Pattern should be implemented to maximise benefits from the IoT



[GP] Guiding Principles
[B1] Vision for Transformation
[B3] 
Transformational Operating Model
[B5] Stakeholder Collaboration 

[B7] Supplier Partnership 

 
[S1] Stakeholder Empowerment 
[S2] 
Brand-Led Service delivery
[S3] Identity and Privacy Management
[S5] Channel Mapping
[S6] Channel Transformation
 [T1] Digital Asset Mapping and Management 

[T2] Technology Development and Management
TGF Pattern GP 1: Guiding Principles

Context: why this Core Pattern is particularly relevant to the IoT

This Pattern notes that successful development and delivery of a TGF program requires collaboration and change over a wide range of individuals, communities and organizations over a sustained period of time. It recommends that an approach that is rooted in a set of clearly stated principles can help ensure that business decisions across those organizations align.

This recommendation has to lie at the core of any government’s approach to the IoT.  The sheer pace of technological, market and business model innovation which will increasingly be driven by the IoT makes a principles-based approach essential.  And of the specific Guiding Principles recommended in the TGF, the following are particularly relevant within an IoT context:

· A shared vision of how we will invest in and transform our physical, spatial, digital and human assets to deliver the outcomes we want to achieve, and what doing so will look and feel like;
· Real-time, event level understanding of citizen and business interactions with governments should be developed;
· Services should be delivered across multiple channels using Service oriented Architecture (SOA) to join it all up

· All stakeholders should be engaged directly in service design and delivery;
· People should be given ownership and control of their personal data – and all non-personally identifiable data held by government should be freely open for reuse and innovation by third parties.
Recommendations: how to implement this Pattern to ensure maximum benefit from the IoT

· As you develop the multi-stakeholder partnership that will endorse and work towards your TGF Guiding Principles, make sure that you identify the full range of service providers and asset owners that are relevant across the IoT ecosystem.
· Ensure that all parties understand the importance of these principles from an IoT perspective.  For example, the final principle listed above (privacy and open data) is absolutely critical for successful and socially-acceptable growth of the IoT.  However, both the challenges and opportunities of opening up government data increase significantly when we are thinking not simply of traditional government datasets, but real-time continuous data streams from every type of government service and asset.   Putting this principle into practice requires significant change to the way government designs services (see Pattern [S1] Stakeholder Empowerment) and to the way it procures services and assets (see Pattern [B7] Supplier Partnership).
TGF Pattern B3: Transformational Operating Model
Context: why this Core Pattern is particularly relevant to the IoT

This pattern  lies at the heart of the TGF, and describes the need to make a fundamental shift in the operating model of government: 
· Away from the traditional operating model, which is built around ‘unconnected silos’ in which:

· the individual citizen or business has had to engage separately with each silo: making connections for themselves, rather than receiving seamless and connected service that meets their needs;

· data and information has typically been locked within these silos, limiting the potential for collaboration and innovation across the government, and limiting the potential to drive change at speed.
· Towards a new operating model which is integrated, citizen-centric and ecosystem-enabled rather than Government-delivered.
The TGF describes a number of key features of this shift towards a transformational operating model.  In this extract of the Pattern, we have highlighted in italics those features which are particularly important if the public sector is to gain maximum benefit from the IoT:

a)  investing in smart data, i.e. ensuring that data on the performance and use of the government’s physical, spatial and digital assets is available in real time and on an open and interoperable basis, in order to enable real-time integration and optimization of resources;

b)  managing public sector data as an asset in its own right, both within the government authority and in collaboration with other significant data owners engaged in the TGF program;

c)  enabling externally-driven, stakeholder-led innovation by citizens, communities and the private and voluntary sectors,  by opening up government data and services for the common good:

· both at a technical level, through development of open data platforms;

· and at a business level, through steps to enable a thriving market in reuse of public data together with release of data from commercial entities in a commercially appropriate way;

d)  enabling internally-driven, government-led innovation to deliver more sustainable and citizen-centric services, by:
· providing citizens and businesses with public services, which are accessible in one stop, over multiple channels, that engage citizens, businesses and communities directly in the creation of services, and that are built around user needs not the government’s organizational structures;

· establishing an integrated business and information architecture which enables a whole-of-government view of specific customer groups for city services (e.g. commuters, elderly people, troubled families, disabled people);

e)  setting holistic and flexible budgets, with a focus on value for money beyond standard departmental boundaries;
f)  establishing government-wide governance and stakeholder management processes to support and evaluate these changes.
Recommendation: how to implement this Pattern to ensure maximum benefit from the IoT

· It is essential for governments looking to benefit from the IoT to understand that doing so is not primarily a technological challenge, but an operating model and governance challenge.  The changes described above (and elaborated on in many of the more detailed supporting TGF Patterns) must lie at the heart of successful exploitation of the IoT.

Recommendations

Using the TGF patterns listed in Section 3 the following IoT related aspects should be incorporated in a TGF program:

· a clear definition of the functional requirements of the devices that are being used. This should be described at a service level (e.g. the data required at an aggregated level from e-Device services) and, wherever possible, be consumed as services.
· arrangements for engaging all stakeholders in the use of devices to deliver government services. This should include consideration of leveraging other programmes e.g. smart meter rollouts, smart city initiatives, low latency/volume network infrastructures, etc. Technical standards provide a basis for many of the technical discussions but it is more important that the social and business implications are actively managed.
· processes for ensuring the privacy and data protection issues are fully addressed.
· ongoing governance and management of the devices. Where a range of organizations contribute platforms, the ongoing availability of the platforms and the business service(s) must be actively managed to protect the interests of all stakeholders.
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� e-Device - any piece of equipment that is used as an endpoint for monitoring or alerting purposes (e.g. a sensor or a smart phone)








�NG - not only do we need to think across government domains but external ones -potentially including other governments for services such a weather warnings that could span jurisdictions


�NG - I think there are considerations about joint-branding and ‘customer’ communications and the public trust in the organisations with whom government may wish to jointly promote services
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