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Introduction

1.1 Statement of Purpose

The OASIS Trust Elevation TC’s goal is to define a set of methods or standardized protocols that service providers may use to elevate the trust in an electronic identity credential presented to them for authentication.  This elevated trust may be for the duration of a transaction, or for the remainder of a session as appropriate. The Trust Elevation TC intends to respond to suggestions from the public sector, including the U.S. National Strategy for Trusted Identities in Cyberspace (NSTIC). The Trust Elevation TC promotes the development and use of methods of trust elevation that reduce risk.
The purpose of the document is to identify and catalogue information about any trust elevation or transactional trust mechanisms that are currently used or sold at the level of detail the contributor is comfortable sharing.  This will be used as input to the TC’s first deliverable which is a list of methods (as comprehensive as practical)  being used currently to authenticate identities online to the degree necessary to transact business where material amounts of economic value or personally identifiable data are involved. 

Since subsequent TC goals include analysis of the surveyed trust elevation methods, method vulnerabilities and the effects of context are noted wherever possible.
1.2 Trust-Elevation Definitions
1.2.1 Trust-Elevation TC’s Definition of Trust Elevation
The following definition was drafted by the TC at their November 10th, 2012 Face-to-Face meeting:

Trust elevation - Increasing the strength of trust by adding factors from the same or different categories of methods that don’t have the same vulnerabilities. There are four categories of methods: who you are, what you know, what you have and the context. Context includes location, time, party, prior relationship, social relationship and source. Elevation can be within the classic four NIST and ISO/ITU-T levels of assurance or across levels of assurance.
1.2.2 Categories of Trust-Elevation Methods
Classically there are three categories of authentication methods.

· Who you are (biometrics, behavioral attributes)
· What you know (shared secrets, public and relationship knowledge)
· What you have (devices, tokens (hard, soft, OTP))
In addition to these three dimensions of categories, the TC further evolves the model by recognizing that all three of these dimensions are influenced by context. Therefore the TC considers context to be a fourth dimension, as shown in Figure 1.
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Figure 1 – Categories of Trust Elevation Methods

1.3 Philosophy/ Approach

The TC believes that methods and approaches to trust elevation need to evolve to meet evolving threats.
Drivers for this survey include the need

· to develop more tools to better manage risk and to dynamically and flexibly adjust in response to changing situations.

· to more fully incorporate context into trust decisions

· to provide higher levels of trust without in-person identity proofing

· to be able to accept open credentials in a wider range of circumstances (acceptance by multiple RPs) 

· to appropriately leverage biometrics more broadly than supported by NIST 800-63. 

Context based trust elevation can dynamically adjust to the circumstances, based on need. And, it only needs to be performed when needed.  Now that context information is more generally available, it can increasingly be used as input to delivery trust.  One of the TC’s goals is to replace passwords with more context sensitive approaches that are more secure than a vulnerable shared secret.  One desired outcome is a movement towards the elimination of passwords completely. 

1.3.1 Relationship to Levels of Assurance

TC members have participated in the development and evolution of the classic four NIST and ISO/ITU-T levels of assurance.  For the purposes of this survey, trust elevation can be across levels of assurance (for example when a credential has been identity proofed to a higher level of assurance than the initial mechanism used for presentation) or across levels of assurance.
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Figure 2 – Levels of Assurance

Note for the purposes of this survey, trust elevation can also be used to reduce risk, and enable transactions to be performed within a LOA.
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Figure 3 – Trust Elevation Paths
1.4 Survey Scope

The TC’s goal is to make rapid and focused progress. It does not wish to reinvent the wheel of Kantara’s IAF work, etc.  Therefore, a key goal of this effort is appropriately scoping the effort.

Within Scope

· Identity methods for transactional trust– including appropriate detail about how well they work and their vulnerability gaps.
· Methods of elevation of credential trust within a transaction.

· International.

· Government and private. 

· Customer identity rather than methods used inside an organization. 

· The focus is on Trust Elevation. Though not the focus of this effort, the survey may also consider some examples of trust demotion (including definition of transaction and or session end. For example, in financial services, trust elevation may only be in force for a microsecond. In some contexts, there may be session elevation. Trust Elevation is contextual.)

· There are situations where the authorization component varies even if the person has a higher LOA credential.  For example, there may be different fiduciary credentials. Note also that some apps may not be able to accept higher LOA credentials. For the initial phase, authorization processes are only tangentially of interest.
· Trust elevation that does not cross an LOA boundary.
· Multi-channel use scenarios.
Outside of Scope

· Effort is not expected to be exhaustive due to restricted resources, time frame, lack of access to proprietary approaches and approach details, and new approaches that continually come to market.

· LOAs are important as a second step, but are off the table for this phase.

· The focus is not primarily credential based, but elevation process based.  That is, the scope of work excludes credential only auth practices. So if a transaction is based solely on credential strength, then it doesn’t need to be included.
· Non-person entities (i.e. devices, networks and software agents) are out of scope for this initial phase. 

1.5 Survey Approach
The following survey methods have been carried out and or planned:

· Solicitation of TC members for method examples

· Solicitation of TC members to identify relevant literature

· Discussion of goals, terms and method examples at Face-to-Face TC meeting held November 10th, 2011, at the Marriott Renaissance, Washington, DC.

· Polling of other industry entities, software vendors and RP’s not represented on the TC, for input on additional methods used.

· Identification and review of publically available material on first phase question area 
· Analysis and summary of first phase responses and suggested next steps
2 Method Examples Discussion
It is the intent of the TC to analyze and normalize the method examples submitted a future stage.  The goal of this first step is to collect the method examples.  To facilitate the normalization step we started with an agreed upon (Alternate) Method Example Template.
2.1 Initial (Alternative) Method Example Template
The text of the template initially used to collect trust elevation method examples is known as the Alternative Template for Trust Elevation TC.  Its full text is provided below.

What we’re trying to do is collect information on both trust elevation techniques and/or transactional trust methods your organization may use or which you may know about.  An example of a trust elevation technique (maybe we should call it a credential trust elevation technique).  

An example of trust elevation is when you log on to a website with a userID/password pair and the site challenges you with a series of personal questions authorizing access to the application you want.

An example of transaction trust is when you log on to your bank’s website with a userID/password pair and the site applies several techniques to satisfy the bank examiners’ requirement for two-factor authentication behind the scenes, so to speak, that you never see.  These can include pattern analysis, IP checking, etc.

So please tell us about what methods or services your organization’s web services use.

Each method example is presented using the following normative template sections:
1. Trust elevation or transaction trust or both or something else?

2. Brief description of services/apps being protected and is risk deemed low, medium or high?

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?

[Note that once we have the full set of method examples, their narration style should be normalized.]
2.1.1 Reuse of Primary Authenticator Method Example
1. Trust elevation or transaction trust or both or something else?

a. Trust elevation 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Access to online bank account – medium 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. User wishes to subscribe online services of Bank-A

b. Bank-A requests the user to obtain a credential that satisfies its level of assurance for the service it offers. The user could obtain the credential from any commercial Identity Provider (IdP) permitted by Bank-A.

c. User chooses IdP-X as his/her Identity Provider and obtains a credential (IDFIN) for online financial transaction from IdP-X.

d. Bank-A confirms acceptability of IDFIN and User registers his/her IDFIN with Bank-A

e. User then wishes to subscribe a different type of service from Bank-B

f. Bank-B requests the user to obtain a credential that satisfies its level of assurance for the service it offers. The user could obtain the credential from any commercial Identity Provider (IdP) permitted by Bank-B. 

g. User already has IDFIN from IdP-X that would satisfy Bank-B level of assurance requirement.

h. Bank-B confirms acceptability of IDFIN and User registers his/her IDFIN with Bank-B

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?
a. US banks are required to use two factor authentication for on-line banking.
5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. LOA will vary based on token and initial seed (if a software token) and binding.

b. Need to consider separately the identity proofing trust levels for the policy provider and the consumer.  

c. Need trust framework for credential provider and multiple RPs.

d. These tokens are generally stronger than UN/PW.
e. This example is reuse of a token.  Could in theory share seed for software token and use primary authenticator that can register at multiple banks.  
2.1.2 Customer Retention Method Example
1. Trust elevation or transaction trust or both or something else?

a. Transaction trust (session based.) 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Website with a variety of offerings that are of varying (at least two) levels of risk: Low and medium.
3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. The story: a business, typically a bank with an online app, wants to convert visitors to their websites to actual customers. Depending on the authentication level of the users, they can see more or less information. A user not logged in at all would see publicly available information. A user would have the choice to authenticate using a publicly available IdP such as Google via common standards such as in this case OpenID. The fact they are logged in gives them a better experience and grants them access to more content.

b. In a final step, a user could request to become a customer to create an account with the said business. Since they are already authenticated, some information could already be filled in.

How we did it:

a. I implemented the scenario with a colleague from Ping Identity. We used Ping Federate and the Axiomatics XACML Policy Server to achieve context-based access control (depending on the source of the authentication).

b. In the demo, the way attributes were collected and converted was via code we wrote - there is currently no standard there. There is no standard in XACML on how to take into account trust elevation (or augmented credentials)

Also, Google (for instance) doesn't release a lot of information because it doesn't trust the requestor (in this case the decision point or 'PDP'). The PDP would need to strengthen its trust relationship with the IdP in order to retrieve more attributes.
How much info you give to end user depends on level of auth.

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?
a. While there are regulatory requirements for banks to use two factor authentication, this method example is focused on customer retention, and turning casual visitors to deeper customers, by allowing visitors to early start using low level actions and only require additional authentication efforts for higher LOA activities.
5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. There could be four different credentials involved if the RP was a bank (nothing, low LOA credential that is readily available, bank ID and bank second factor.) 
2.1.3 Cloud Access Method Example

1. Trust elevation or transaction trust or both or something else?

a. Trust elevation 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Medium – sufficient risk to involve third party Integrity management Service. 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. A user on a client computer seeks to gain access to resources located at Cloud Provider (eg. Saas, PaaS).  In addition to being authenticated by an Identity Provider (IdP), the client computer needs to be integrity-evaluated by a trusted Integrity Measurement Service (IMS). The IMS is assumed to be a participant under the same Trust Framework.

b. As part of the trust level evaluation by the IdP, the IdP re-directs the client to the IMS service.  The client and the IMS service then execute the integrity measurement protocol (single round or multi-round), resulting in the IMS service establishing (assigning) a "trust score" for the client platform (hardware and software). The IMS service then returns the trust score to the IdP (eg. via back channel), in the form of a signed assertion.

c. The IdP then includes the client's trust score when the IdP computes the trust level (eg. LOA) assigned to the user on the client computer.

d. This approach allows the consumer of the LOA assertions/claims (eg. a service provider) to obtain a better picture about the human user (eg. her/his identity) as well as the different client platforms that she/he is connecting form (eg. PC computer, iPad, mobile phone, etc).
5. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. No regulatory requirements specifically identified.
b. Very helpful for security risk mitigation.

6. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. This approach allows you to get a context assertion about a user’s environment to further evaluate trust independent of the LOA of the credential.  For example, on a compromised machine, you may not want to trust even a good credential.  
b. Depends on the RP’s quality parameters.  When does it require use of the IMS?  Which IMS services are acceptable? What risk measurement results from the IMS are acceptable? 
c. A number of platform attributes can be defined:  BIOS, antivirus version, last time of last virus scan, etc.  One needs to differentiate between the platform as context (which could be a devise in a web café) and something you have.  One must also differentiate between trust in the individual and trust in the conduit.
2.1.4 Static KBA Method Example
1. Trust elevation or transaction trust or both or something else?

a. Trust elevation 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Access to online bank account – medium 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. 1. Background

Knowledge based authentication (KBA) is an authentication scheme that asks a user one or more secret question in order to confirm the user identity. This type of authentication is often used as a component in multifactor authentication (MFA). KBA is widely used in self-service password retrieval requests. Current KBA schemes use static information in order to help compose the secret question for the users.

This example assumes that the secret questions and their answers are collected by the identity provider at the identity enrolment stage.

2. Example explanation

Consider a user that is trying to log onto his/her bank account. The bank notices that the user is logging in from a new location (a new IP address). The bank decides that it needs to elevate the trust in the authentication step and asks the user to respond to a secret question (for example, what is your date of birth). The bank will either grant or deny access based on the user response to the question. In some cases multiple questions could be asked.

· This case illustrates a trust elevation case

· Case tries to protect access to account information

· This method is vulnerable to all kind of social engineering attacks and is not secure.

· Usability Issues:

· How many questions should be used? 

· Should prepared questions be used at registration, or the user can make their own questions?

3. Example Variation

The bank decides to improve on the above case by providing limited access at initial log on. For example static KBA can be used to logon to the account with the ability to just view the account balance. The bank will require additional authentication and trust elevation if the user would like to do a payment or money transfer.

The bank can provide the following options for elevating trust. The bank can use a risk analysis engine that can provide access to the user based on risk factors. For example, if the device is identified the user can be asked to

1. Type a new password for performing a payment or transfer

2. Different passwords can be used based on which transactions are to be used

3. Based on the risk of the transaction, the bank can use an out of band mean to validate the customer. Examples include:

· OTP through 

· SMS, email 

· Phone call from a rep or through a voice recognition software

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. While there are regulatory requirements for banks to use two factor authentication, this method example is to mitigate the increased risk caused by the user requesting access from a new location (IP address.)

b. New FFEIC guidelines.

c. Note, KBA based on public information not allowed outside US.

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. The effectiveness is dependent on the knowledge base and use

i. There is a decline in efficiency with repeated use of same static KBA questions.

ii. Trust elevation of public data is dependent on the quality of the questions.  (e.g. in the US, many people have blue as their favorite color.) 

iii. There is risk from overuse and poor use.

iv. Knowledge of static public information does not identify a public figure.

v. Relationship specific questions can be more secure, especially if the questions are highly specific to the relationship (value of previous transaction for example, questions that are not public information that are asked during enrollment can also be valuable.) 

vi. Proprietary databases, such as the AMA database, are more secure than public databases.

vii. Note OpenID can be considered KBA.

viii. Use of static KBA is highly susceptible to social engineering attacks.

ix. Use of Dynamic KBA in context has potential.
b. Other limitations 

i. Is scoped to session.

2.1.5 Session Elevation to Level of Identity Proofing Method Example

1. Trust elevation or transaction trust or both or something else?

a. Transaction (session) trust 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Access to online health records: LOA-3 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. Imagine a veteran goes to the VA portal. When an active duty person becomes a veteran they get a UN/PW credential (and they turn in their common access card.) They log in with DS login = shared secret and LOA-2. Then they have some access. Then they want to access health records, the portal says they need LOA-3 (hardware token.)  At that point there are a couple of possibilities (i.e. mobile phone OTP.  If had already registered the phone, it could be used to bump–up a level for that session. Or could send a new secret or code to the phone and show possession by typing in a code in an online channel. Then they are at level three.   But it is a session-based bump-up.

The users are identity proofed to LOA-3, even though the credential is only LOA-2. 

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. Privacy ACF of 1974  as ammended. 
5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. Effectiveness is dependent on the frequency of password reset, and percentage of users that go through password reset. If the first step is a password reset, then need to factor that into the context, in some such cases, it may be better to use the device as the primary credential.  Password recovery is a significant issue. If there is a random email account in part of the path, then the password is only as secure as that (weakest link).  We need to consider the entire password lifecycle as part of the context.
We also need to consider registration ID proofing, type of token and how it is managed. The LOA is only as good as the weakest link.  If perform ID proofing at registration, but use a weak token is still low LOA.  The token is the weak link.  

b. There are also limits to identity proofing and credential management.  When the US Department of Veterans Affairs performed an audit on their PIV ID cards.  100K of them were found to have a question mark. So there can be issues even with persons who have a PIV2 card, which is generally thought of as a high quality credential. 
c. Ease of use also needs to be considered. UN/PW is socialized. 
d. Consider credential management at certain LOAs as part of the overall context for credential.

2.1.6  Hub Provider of Pseudonymous Identity Method Example

1. Trust elevation or transaction trust or both or something else?

a. Trust elevation 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Access to online bank account – medium 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. Using a LOA proofed ‘know your customer’ credential from Canadian banks, but the banks are asserting them as pseudonymous. Starts by log into agency and get re-directed to an identity hub that is an aggregator. That presents user with a list of institutions. They log into their institution with SAML and provide their online banking credential (org credential.)  They come back to the hub and the agency performs additional KBA. If doing a sensitive transaction, the agency can send them back though the hub, where they are providing a contactless auth mechanism thru the hub, where the person uses their contactless debit/credit card as additional factor. So there are 3 things. A bank makes an initial assertion.  Agency sets this up with additional attributes from transaction based KBA, for example. So they are using government info and credit bureau info to attach identity to a pseudonymous credential.
The Canadian government has in the past used a system provided by Entrust, but given that everyone needed to have their credential reset each year, they are using credential service providers via a hub.  Initially three Canadian banks are involved.  So bank sends an anonymous token back – this is the same person as last time. Goal is that all Canadian government sites will accept federated credentials via hub. (May have multiple hubs. The hub is not a bank.)

It is pseudonymous because the hubs don’t want to take the liability for making an assertion to the government. At some point may expand for hub to also assert attributes.

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. Note, KBA based on public information is not allowed outside US.

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. The effectiveness is dependent on the knowledge base and use.
b. A trust framework is needed to establish trust amongst the various participants.
2.1.7 Step-Up Authorization Method Example

1. Trust elevation or transaction trust or both or something else?

a. Transaction trust.
2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Access to online bank account – medium 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. We expect user to come to the service with lower level credential.  The user may need to elevate to LOA-3 for certain transactions.  There may be technical and business elevations that are needed.

b. This is for online transactions.  Start the transaction off with an OpenID.  At some point, mid transaction, there may be a desire to prove consent.  At that point there would be a challenge. If the PIV was already bound to it, there would be challenge to prove that. If challenge is met, then could move forward.

c. The user can choose from among approved providers.  Each RP can recognize the providers it wants.  This is justification for what we are doing.

d. The health club is a personal aggregator for health attributes and various credentials used for health services.  For the health institution, it provides attributes for mapping to health records they may not have access to. It is also acting somewhat as an authorizing service.  So I need this LOA, can you use the appropriate stuff to elevate me for what I need?  Goal for majority of people is to get in simply and use a token like a Gmail to start, and elevate it as needed to access the more sensitive stuff.   

e. This would be done at a Policy enforcement point (PEP).

f. The portal both provides multi-protocol auth and can provide step- p auth and provides some storage, personal data values for some personal stuff - maybe blood glucose levels. It then has other higher LOA API’s that interface to SAML /WS-Fed worked of institution health records. And give sufficient step ups to give individuals access to those records. It is a multi-directional hub that empowers the health care users.

g. Note this example was recently presented to the Kantara health WG.  Currently it specifies OpenID. OpenID Connect may be used in the future.  

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. Privacy Act of 1974 as amended.
5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. There is choice of initial credentials, which will have varying weaknesses.
2.1.8 Multi-channel by Phone Method Example
1. Trust elevation or transaction trust or both or something else?

a. Transaction trust
2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Access to online banking account – medium/high 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. User is accessing online banking account.  The bank determines that due its internal risk assessment (IP address is not home IP address, and a high value transaction has been requested) that the user needs to talk to the bank before the transaction can be allowed to proceed.  User calls the bank from their cell phone, which has previously been registered to the bank. Bank verifies customer via relationship transaction based KBA.  Bank allows transaction to proceed.  
4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. FFIEC guidelines.  Know your customer rules (U.S.)

b. Also risk mitigation.
5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
b. Use of second channel combined with strong multi-factors can reduce risk.

c. Won’t mitigate hostage situations (pre-agreed distress codes can help here for very special customers.)
d. Further mitigation can be done by confirming location of the phone and checking if the cell phone was recently registered.

2.1.9 Generic KBA Method Example

2. Trust elevation or transaction trust or both or something else?

a. Trust elevation

3. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Online access to personal medical records. Risk is considered moderate-to-high.

4. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. The user logs on to an online database containing individuals’ medical records using an ID/password pair issued by an entity other than the one operating the database.  The relying party (database operator) trusts the ID/password pair issuer but the credential is insufficiently trustworthy to satisfy its CISO. To raise the trust in the authentication event, the relying party contracts with a third party data aggregator and uses its data to issue three (3) KB questions to the end user. The CISO calculates that the probability the end user is who she claims to be is sufficiently high to authorize her to access the medical records stored in the database as hers.
5. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. Privacy Act of 1974 as amended.

6. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. Two options for raising trust are:
i. The first is for the KB to utilize information from non-public, reliable data sources such as professional society proprietary data or government entity proprietary data,  e.g., data not aggregated from publicly-available sources.
ii. The second is to recognize that some data aggregators have methods for scoring the accuracy of the data they resell and that high-scoring data sets provide a greater assurance of accuracy, and therefore authentication, than those who do not.
2.1.10 Next Method Example

Next example TBD.

2.2 Detailed Method Examples
(After collect more examples/materials)
2.3 Notable Categorizations and Aspects

2.4 Recommendations for Next Steps
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On hold until have identified methods.  See separate draft spreadsheet of trust elevation methods.
Appendix C. Dictionary Definitions

An entity that acts on behalf of another entity. [X.idmdef]

Anonymity 

· The quality or state of being anonymous, which is the condition of having a name or identity that is unknown or concealed. [SAML-Gloss-2.0]

· A situation where an entity cannot be identified within a set of entities.  NOTE: Anonymity prevents the tracing of entities or their behaviour such as user location, frequency of a service usage, and so on. [X.idmdef]
Assertion 

· A piece of data produced by an authority regarding either an act of authentication performed on a subject, attribute information about the subject, or authorization data applying to the subject with respect to a specified resource. [SAML-Gloss-2.0]

· A statement made by an entity without accompanying evidence of its validity. [X.idmdef]

Assurance

See authentication assurance and identity assurance. [X.idmdef]
Assurance level

A level of confidence in the binding between an entity and the presented identity information. [X.idmdef]
Attribute 

· Information bound to an entity that specifies a characteristic of the entity. [X.idmdef]
· A distinct characteristic of an object. An object’s attributes are said to describe it. Attributes are often specified in terms of physical traits, such as size, shape, weight, and color, etc., for real-world objects. Objects in cyberspace might have attributes describing size, type of encoding, network address, and so on. Note that Identifiers are essentially "distinguished attributes". See also Identifier. [SAML-Gloss-2.0]
Attribute assertion 

An assertion that conveys information about attributes of a subject. [SAML-Gloss-2.0]
Authentication 

· To confirm a system entity’s asserted principal identity with a specified, or understood, level of confidence. [SAML-Gloss-2.0]

· A process used to achieve sufficient confidence in the binding between the entity and the presented identity.  NOTE: Use of the term authentication in an identity management (IdM) context is taken to mean entity authentication. [X.idmdef]
Authentication assertion 

An assertion that conveys information about a successful act of authentication that took place for a subject. [SAML-Gloss-2.0]

Authentication assurance

The degree of confidence reached in the authentication process, that the communication partner is the entity that it claims to be or is expected to be.  NOTE: The confidence is based on the degree of confidence in the binding between the communicating entity and the identity that is presented. [X.idmdef]
Authorization 

· The process of determining, by evaluating applicable access control information, whether a subject is allowed to have the specified types of access to a particular resource. Usually, authorization is in the context of authentication. Once a subject is authenticated, it may be authorized to perform different types of access. [SAML-Gloss-2.0]

· The granting of rights and, based on these rights, the granting of access. [X.idmdef]
Back channel 

Back channel refers to direct communications between two system entities without “redirecting” messages through another system entity such as an HTTP client (e.g. A user agent). See also front channel. [SAML-Gloss-2.0]

Binding
An explicit established association, bonding, or tie. [X.idmdef]
Binding, Protocol binding 

· Generically, a specification of the mapping of some given protocol's messages, and perhaps message exchange patterns, onto another protocol, in a concrete fashion. [SAML-Gloss-2.0]

Certificate
· A set of security-relevant data issued by a security authority or a trusted third party, that, together with security information, is used to provide the integrity and data origin authentication services for the data. [X.idmdef]
Claim 

To state as being the case, without being able to give proof. [X.idmdef]
Credentials

· Data that is transferred to establish a claimed principal identity. [SAML-Gloss-2.0]

· A set of data presented as evidence of a claimed identity and/or entitlements. [X.idmdef]

Delegation

An action that assigns authority, responsibility, or a function to another entity. [X.idmdef]

Digital identity

A digital representation of the information known about a specific individual, group or organization. [X.idmdef]
End user 

A natural person who makes use of resources for application purposes (as opposed to system management purposes; see Administrator, User). [SAML-Gloss-2.0]

Enrollment

The process of inauguration of an entity, or its identity, into a context.  

NOTE: Enrollment may include verification of the entity’s identity and establishment of a contextual identity. Also, enrollment is a pre-requisite to registration. In many cases the latter is used to describe both processes [X.idmdef]

Entity

Something that has separate and distinct existence and that can be identified in context. 

NOTE: An entity can be a physical person, an animal, a juridical person, an organization, an active or passive thing, a device, a software application, a service etc., or a group of these entities. In the context of telecommunications, examples of entities include access points, subscribers, users, network elements, networks, software applications, services and devices, interfaces, etc. [X.idmdef]

Entity authentication

A process to achieve sufficient confidence in the binding between the entity and the presented identity. NOTE: Use of the term authentication in an identity management (IdM) context is taken to mean entity authentication. [X.idmdef]
Federated Identity 

A principal's identity is said to be federated between a set of Providers when there is an agreement between the providers on a set of identifiers and/or attributes to use to refer to the Principal. [SAML-Gloss-2.0]
Federate 

To link or bind two or more entities together [SAML-Gloss-2.0]
Federation 

· This term is used in two senses in SAML [SAML-Gloss-2.0] :
a) The act of establishing a relationship between two entities [Merriam]. 
b) An association comprising any number of service providers and identity providers. 

· An association of users, service providers, and identity service providers. [X.idmdef]

Identification
The process of recognizing an entity by contextual characteristics. [X.idmdef]
Identifier 

· This term is used in two senses in SAML: a) One that identifies [Merriam]. b) A data object (for example, a string) mapped to a system entity that uniquely refers to the system entity. A system entity may have multiple distinct identifiers referring to it. An identifier is essentially a "distinguished attribute" of an entity. See also Attribute. [SAML-Gloss-2.0]

· One or more attributes used to identify an entity within a context. [X.idmdef]

Identity 

· The essence of an entity [Merriam]. One's identity is often described by one's characteristics, among which may be any number of identifiers. See also Identifier, Attribute. [SAML-Gloss-2.0]

· A representation of an entity in the form of one or more attributes that allow the entity or entities to be sufficiently distinguished within context. For identity management (IdM) purposes the term identity is understood as contextual identity (subset of attributes), i.e., the variety of attributes is limited by a framework with defined boundary conditions (the context) in which the entity exists and interacts. [X.idmdef]

Identity assurance

The degree of confidence in the process of identity validation and verification used to establish the identity of the entity to which the credential was issued, and the degree of confidence that the entity that uses the credential is that entity or the entity to which the credential was issued or assigned. [X.idmdef]
Identity defederation 

The action occurring when providers agree to stop referring to a Principal via a certain set of identifiers and/or attributes. [SAML-Gloss-2.0]

Identity federation 

The act of creating a federated identity on behalf of a Principal. [SAML-Gloss-2.0]

Identity management (IdM)
A set of functions and capabilities (e.g., administration, management and maintenance, discovery, communication exchanges, correlation and binding, policy enforcement, authentication and assertions) used for assurance of identity information (e.g., identifiers, credentials, attributes); assurance of the identity of an entity and supporting business and security applications. [X.idmdef]

Identity proofing

A process which validates and verifies sufficient information to confirm the claimed identity of the entity. [X.idmdef]
Identity Provider (IdP)

A kind of service provider that creates, maintains, and manages identity information for principals and provides principal authentication to other service providers within a federation, such as with web browser profiles. [SAML-Gloss-2.0]

Identity Service Provider (IdSP)

An entity that verifies, maintains, manages, and may create and assign the identity information of other entities. [X.idmdef]
Integrity Management Service

TBD

Level of Assurance

TBD
Login, Logon, Sign-on 

The process whereby a user presents credentials to an authentication authority, establishes a simple session, and optionally establishes a rich session. [SAML-Gloss-2.0]
Logout, Logoff, Sign-off 

The process whereby a user signifies desire to terminate a simple session or rich session. [SAML-Gloss-2.0]

Mutual authentication

A process by which two entities (e.g., a client and a server) authenticate each other such that each is assured of the other’s identity. [X.idmdef]

Non-repudiation
The ability to protect against denial by one of the entities involved in an action of having participated in all or part of the action. [X.idmdef]
OpenID


TBD

Party 

Informally, one or more principals participating in some process or communication, such as receiving an assertion or accessing a resource. [SAML-Gloss-2.0]

Personally Identifiable Information (PII)

Any information (a) that identifies or can be used to identify, contact, or locate the person to whom such information pertains, (b) from which identification or contact information of an individual person can be derived, or (c) that is or can be linked to a natural person directly or indirectly. [X.idmdef]
Policy Decision Point (PDP) 

A system entity that makes authorization decisions for itself or for other system entities that request such decisions. [PolicyTerm] For example, a SAML PDP consumes authorization decision requests, and produces authorization decision assertions in response. A PDP is an “authorization decision authority”. [SAML-Gloss-2.0]
Policy Enforcement Point (PEP) 

A system entity that requests and subsequently enforces authorization decisions. [PolicyTerm] For example, a SAML PEP sends authorization decision requests to a PDP, and consumes the authorization decision assertions sent in response. [SAML-Gloss-2.0]

Principal 

· A system entity whose identity can be authenticated. [SAML-Gloss-2.0]

· An entity whose identity can be authenticated. [X.idmdef]
Principal Identity 

A representation of a principal’s identity, typically an identifier. [SAML-Gloss-2.0]

Privacy
The right of individuals to control or influence what personal information related to them may be collected, managed, retained, accessed, and used or distributed. [X.idmdef]
Privacy policy
A policy that defines the requirements for protecting access to, and dissemination of, personally identifiable information (PII) and the rights of individuals with respect to how their personal information is used. [X.idmdef]
Privilege
A right that, when granted to an entity, permits the entity to perform an action. [X.idmdef]
Proofing
The verification and validation of information when enrolling new entities into identity systems. [X.idmdef]
Provider 

A generic way to refer to both identity providers and service providers. [SAML-Gloss-2.0]
Proxy 

An entity authorized to act for another. a) Authority or power to act for another. b) A document giving such authority. [SAML-Gloss-2.0]
Proxy Server 

A computer process that relays a protocol between client and server computer systems, by appearing to the client to be the server and appearing to the server to be the client. [SAML-Gloss-2.0]

Pseudononymous

TBD
Registration

A process in which an entity requests and is assigned privileges to use a service or resource. 

NOTE: Enrollment is a pre-requisite to registration. Enrollment and registration functions may be combined or separate. [X.idmdef]
Relying Party (RP)

· A system entity that decides to take an action based on information from another system entity. For example, a SAML relying party depends on receiving assertions from an asserting party (a SAML authority) about a subject. [SAML-Gloss-2.0]

· An entity that relies on an identity representation or claim by a requesting/asserting entity within some request context.  . [X.idmdef]
Resource 

Data contained in an information system (for example, in the form of files, information in memory, etc), as well as [SAML-Gloss-2.0] :

a. A service provided by a system. 

b. An item of system equipment (in other words, a system component such as hardware, firmware, software, or documentation). 

Revocation

The annulment by someone having the authority, of something previously done. [X.idmdef]
Role 

· Dictionaries define a role as “a character or part played by a performer” or “a function or position.” System entities don various types of roles serially and/or simultaneously, for example, active roles and passive roles. The notion of an Administrator is often an example of a role. [SAML-Gloss-2.0]

· A set of properties or attributes that describe the capabilities or the functions performed by an entity.  NOTE: Each entity can have/play many roles. Capabilities may be inherent or assigned. [X.idmdef]
Security 

A collection of safeguards that ensure the confidentiality of information, protect the systems or networks used to process it, and control access to them. Security typically encompasses the concepts of secrecy, confidentiality, integrity, and availability. It is intended to ensure that a system resists potentially correlated attacks. [SAML-Gloss-2.0]
Security architecture 

A plan and set of principles for an administrative domain and its security domains that describe the security services that a system is required to provide to meet the needs of its users, the system elements required to implement the services, and the performance levels required in the elements to deal with the threat environment. 
A complete security architecture for a system addresses administrative security, communication security, computer security, emanations security, personnel security, and physical security, and prescribes security policies for each. 
A complete security architecture needs to deal with both intentional, intelligent threats and accidental threats. A security architecture should explicitly evolve over time as an integral part of its administrative domain’s evolution. [SAML-Gloss-2.0]
Security assertion 

An assertion that is scrutinized in the context of a security architecture. [SAML-Gloss-2.0]
Security audit
An independent review and examination of system records and activities in order to test for adequacy of system controls, to ensure compliance with established policy and operational procedures, to detect breaches in security, and to recommend any indicated changes in control, policy, and procedures. [X.idmdef]
Security policy 

A set of rules and practices that specify or regulate how a system or organization provides security services to protect resources. Security policies are components of security architectures. Significant portions of security policies are implemented via security services, using security policy expressions. [SAML-Gloss-2.0]
Security service 

A processing or communication service that is provided by a system to give a specific kind of protection to resources, where  said resources may reside with said system or reside with other systems, for example, an authentication service or a PKI-based document attribution and authentication service. A security service is a superset of AAA services. Security services typically implement portions of security policies and are implemented via security mechanisms. [SAML-Gloss-2.0]
Service provider 

A role donned by a system entity where the system entity provides services to principals or other system entities. Session A lasting interaction between system entities, often involving a Principal, typified by the maintenance of some state of the interaction for the duration of the interaction. [SAML-Gloss-2.0]
Session authority 

A role donned by a system entity when it maintains state related to sessions. Identity providers often fulfill this role. [SAML-Gloss-2.0]
Session participant 

A role donned by a system entity when it participates in a session with at least a session authority. [SAML-Gloss-2.0]

Step up Authentication 

Subject 

A principal in the context of a security domain. SAML assertions make declarations about subjects. [SAML-Gloss-2.0]
System Entity, Entity 

An active element of a computer/network system. For example, an automated process or set of processes, a subsystem, a person or group of persons that incorporates a distinct set of functionality. [SAML-Gloss-2.0]

Trust

The firm belief in the reliability and truth of information or in the ability and disposition of an entity to act appropriately, within a specified context. [X.idmdef]
User

Also, see definition for End User.

· Any entity that makes use of a resource, e.g., system, equipment, terminal, process, application, or corporate network. [X.idmdef]
Verification
The process or instance of establishing the authenticity of something. 

NOTE: Verification of (identity) information may encompass examination with respect to validity, correct source, original, (unaltered), correctness, binding to the entity, etc. [X.idmdef]
Verifier
An entity that verifies and validates identity information. [X.idmdef]

Vetting  

A process of examination and evaluation, generally referring to performing a background check on someone or something.   [Wikipedia]
XML, eXtensible Markup Language (XML), XML document
· Extensible Markup Language (XML) is a simple, very flexible text format derived from SGML (ISO 8879). Originally designed to meet the challenges of large-scale electronic publishing, XML is also playing an increasingly important role in the exchange of a wide variety of data on the Web and elsewhere. [W3C-XML]
· Extensible Markup Language (XML), describes a class of data objects called XML documents and partially describes the behavior of computer programs which process them. [SAML-Gloss-2.0]
XACML

TBD
Appendix D. Acronyms  
	Acronym
	Expanded Term

	2FA
	Two-Factor Authentication

	IdM, IDM
	Identity Management

	FFIEC
	Federal Financial Institutions Examination Council

	IDFIN
	Financial (Bank) ID

	IdP, IDP
	Identity Provider

	IdPS
	Identity Provider Service

	IETF
	Internet Engineering Task Force

	IMS
	Integrity Management Service

	KBA
	Knowledge Based Authentication

	LDAP
	Lightweight Directory Access Protocol

	LOA
	Level of Assurance

	MFA
	Multi-factor Authentication

	OTP
	One-Time Password

	PAP
	Policy Administration Point

	PaaS
	Platform as a Service

	PDP
	Policy Decision Point

	PEP
	Policy Enforcement Point

	PID
	Personal ID

	PIP
	Policy Information Point

	PIV
	Personal Identity Verification

	PKI
	Public Key Infrastructure 

	RP
	Relying Party

	SAML
	Security Assertion Markup Language

	RBA
	Risk Based Authentication

	SaaS
	Software as a Service

	SSO
	Single Sign-On (typically), or Single Sing-Off depending on context. Single Sign-Off is usually an implied process that accompanies Single Sign-On and assures session closure.

	XACML
	eXtensible Access Control Markup language

	XML
	Extensible Markup Language

	
	


Appendix E. Raw Method Examples 
Raw method examples included notes from November 10th face-to-face meeting, where applicable.
Contributed examples below

1. Shaheen’s -  reuse of primary authenticator

2. David’s -  customer retention 
3. Thomas’ -  cloud Access
4. Abbie’s -  static KBA
5. Sarbari’s  -  session elevation to level of identity proofing
6. John’s -  hub provider of pseudonymous identity
7. Dan’s -  step-up auth 
Suggested, not yet contributed

· Call center identification


1) Shaheen’s reuse of primary authenticator method example
1.User wishes to subscribe online services of Bank-A

2.Bank-A requests the user to obtain a credential that satisfies its level of assurance for the service it offers. The user could obtain the credential from any commercial Identity Provider (IdP) permitted by Bank-A.

3.User chooses IdP-X as his/her Identity Provider and obtains a credential (IDFIN) for online financial transaction from IdP-X.

4.Bank-A confirms acceptability of IDFIN and User registers his/her IDFIN with Bank-A

5.User then wishes to subscribe a different type of service from Bank-B

6.Bank-B requests the user to obtain a credential that satisfies its level of assurance for the service it offers. The user could obtain the credential from any commercial Identity Provider (IdP) permitted by Bank-B. 

7.User already has IDFIN from IdP-X that would satisfy Bank-B level of assurance requirement.

8.Bank-B confirms acceptability of IDFIN and User registers his/her IDFIN with Bank-B

Shaheen said the example is a third party identity credential.  The same credential used for different functions at different banks. This is first testing ground for factors.

Is the credential in the form of a token?

Shaheen said to assume it is a token.  Assume one RP is retail banking and one is a commercial service.

Abbie described a software token within a trust framework (s). Token to be validated by multiple RPs. This is token reuse. Entitlements will be different at each bank.

Dale said if someone comes in and they want not auth, they auth to Verizon and Verizon send an assertion to the RP that it is Dale, she is ok.  

John commented there are two scenarios. If you have a RSA token that works with multiple RPs, you can get it and register it with multiple RP’s.  This is different from SSO, which is an identity assertion about a data subject.  

Abbie commented that it could be an unverified token.  

John said that in Canada, Canadian banks make an assertion to the hub that you are the same and strongly authenticated, but then deal with you pseudonymously.  This is about reuse of primary authenticators, pseudonymous or otherwise. 

Abbie asked are we putting requirements on the format of the token or what is the impact?

Dale said we need to know who the verifier is: the Bank or Identity provider.  

Sarbari said it is better to discuss the example, not discuss how. She heard credential reuse [in the example]. So in this example there is the same assertion but it is allowed to do different things.

Abbie said it is a software-based token.  Need to verify token and understand what it asserts.

Shaheen said he would use a hardware token.

Abbie asked if the example would change if it was a software token.

How do you do shared seed at two different banks?

John said this is theoretically possible using a primary authenticator that can register at multiple banks to use as primary means of authentication.

Abbie brought the conversation back to elevation. If start with strong authenticator is better that UN/PW.

Cathy said one of the big benefits of doing examples is to bring out issues.  Has to do with identity proofing, and who is responsible for the ID proofing. Banks already have know your customer requirements. NIST 800-63 puts everything on the identity provider. You could have shared responsibility for this.

Sarbari commented that the backdrop is NIST 800-63 or broader: ISO/IEC 29115 or ITU-T x.1254. 

NIST 800-63 uses primary authenticator language.

Shaheen said one could use the same credential at different levels of assurance.

Abbie said we need to separate proofing (authentication) trust level from policy provider of consumer. If look back at table of factors, could be hardware or software. 

LOA will vary based on token and initial seed and binding.

2) David’s customer retention example
Initially user may not be authenticated at all.

The challenge: user / customer conversion

The story: a business, typically a bank with an online app, wants to convert visitors to their websites to actual customers. Depending on the authentication level of the users, they can see more or less information. A user not logged in at all would see publicly available information. A user would have the choice to authenticate using a publicly available IdP such as Google via common standards such as in this case OpenID. The fact they are logged in gives them a better experience and grants them access to more content.

In a final step, a user could request to become a customer to create an account with the said business. Since they are already authenticated, some information could already be filled in.

How we did it:

I implemented the scenario with a colleague from Ping Identity. We used Ping Federate and the Axiomatics XACML Policy Server to achieve context-based access control (depending on the source of the authentication).

In the demo, the way attributes were collected and converted was via code we wrote - there is currently no standard there. There is no standard in XACML on how to take into account trust elevation (or augmented credentials)

Also, Google (for instance) doesn't release a lot of information because it doesn't trust the requestor (in this case the decision point or 'PDP'). The PDP would need to strengthen its trust relationship with the IdP in order to retrieve more attributes.
How much info you give to end user depends on level of auth.

Sarbari said there is a third level if use bank ID.

David said the XACML TC eventually needs to support trust elevation.

Trust-el is different means to authentication. Could have a conditional policy: if IDP ABC and in home state, then yes.  If Google in UK, no, etc.  All this is info that can be used in access control policies.

David said trust happens way before authorization. If user logs into account using user name and a password, providing some information is ok, but a more sensitive transfer  is a no unless use OTP to strengthen. For example risk for a transaction oversees is greater than for an internal transaction.

Sarbari commented that this was nice. The same RP. To get more and more services, need higher and higher levels of assurance. So she says 3 different credentials to do this.

Each time it is elevated.

Very nice.

Abbie asked is this one credential decoded or three credentials?

David said there were four separate ones in four separate assertions, one is nothing, then OpenID (Google or Yahoo) and third internal LDAP, fourth requires bank two factor.

Abbie asked how does this relate to the chart.

Shaheen said he used a combination of two methods for any particular level. 

1- UN/PW

2- UN/PW and token.

3- Credential from marketing business – trusted it because accepted it.

Sarbari commented that for the Feds, LOA-2 and LOA-3 have different requirements. Three s two factor.  She advocates staying at function level.

John echoed that.  The utility of the example is showing why you want to do trust-el.  Specific methods are interchangeable. 

Abbie said this is precisely the purpose of this example.

David said OpenID is KBA.

Abbie disagreed.  A UN/PW is a shared secret, not KBA.

Shaheen said context is a condition we will use for every credential.

Sarbari said we use classic factors and augment with context.

David said the decision engine will need context.  

Sarbari said in context is strength.  Level of auth and other metadata context.

Abbie said this was a statement of operation rather than definitional.

3) Thomas’ cloud access example
A user on a client computer seeks to gain access to resources located at 

Cloud Provider (eg. Saas, PaaS).  In addition to being authenticated by 

an Identity Provider (IdP), the client computer needs to be 

integrity-evaluated by the a trusted Integrity Measurement Service 

(IMS). The IMS is assumed to be a participant under the same Trust 

Framework.

As part of the trust level evaluation by the IdP, the IdP re-directs the 

client to the IMS service.  The client and the IMS service then execute 

the integrity measurement protocol (single round or multi-round), 

resulting in the IMS service establishing (assigning) a "trust score" 

for the client platform (hardware and software). The IMS service then 

returns the trust score to the IdP (eg. via back channel), in the form 

of a signed assertion.

The IdP then includes the client's trust score when the IdP computes the 

trust level (eg. LOA) assigned to the user on the client computer.

This approach allows the consumer of the LOA assertions/claims (eg. a 

service provider) to obtain a better picture about the human user (eg. 

her/his identity) as well as the different client platforms that she/he 

is connecting from (eg. PC computer, iPad, mobile phone, etc).
John said so you want a context assertion about user’s environment to further evaluate trust independent of the LOA of the credential. For example, on compromised machine, you may not want to trust.

John said that CISCO has had this stuff for a long time.  Given the state of the Internet, it may be time to move some of these [approaches] out into the general Internet.

Sarbari asked how will the RP know you are on a secured platform.  Are their quality parameters?

Thomas said you can define some components on the platform: BIOS, and antivirus version, etc. The schema needs to be delivered with the client platform, last time of the Symantec virus scan, etc.

John said there are a number of these. There is the platform as context vs. the platform as what you have.  So one scenario is a web cafe. If the PIV card is at a web cafe on a machine with spyware, you shouldn’t download classified information, even if it really is John.

So we need to trust the individual and trust the conduit.

4) Abbie’s  static KBA example
Date: 11/02/2011

Version: V1

Title: KBA example
1. Background

Knowledge based authentication (KBA) is an authentication scheme that asks a user one or more secret question in order to confirm the user identity. This type of authentication is often used as a component in multifactor authentication (MFA). KBA is widely used in self-service password retrieval requests. Current KBA schemes use static information in order to help compose the secret question for the users.

This example assumes that the secret questions and their answers are collected by the identity provider at the identity enrolment stage.

2. Example explanation

Consider a user that is trying to log on to his/her bank account. The bank notice that the user is logging in from a new location (a new IP address). The bank decides that it needs to elevate the trust in the authentication step and asks the user to respond to a secret questions (for example, what is you date of birth). The bank will either grant or deny access based on the user response to the question. In some cases multiple questions could be asked.

This case illustrate a trust elevation case

Case tries to protect access to account information

This method is vulnerable to all kind of social engineering attacks and is not secure.

Usability Issues:

oHow many questions should be used? 

oShould prepared questions be used at registration, or can make their own questions?

3. Example Variation

The bank decides to improve on the above case by providing limited access at initial log on. For example static KBA can be used to logon to the account with the ability to just view the account balance. The bank will require additional authentication and trust elevation if the user would like to do a payment or money transfer.

The bank can provide the following options for elevating trust. The bank can use a risk analysis engine that can provide access to the user based on risk factors. For example, if the device is identified the user can be asked to

1. Type a new password for performing a payment or transfer

2. Different passwords can be used based on which transactions are to be used

3. Based on the risk of the transaction, the bank can use an out of band mean to validate the customer. Examples include:

OTP through 

SMS, email 

Phone call from a rep or through avoice recognition software

4. Trust Elevation Analysis

Some questions arise about the use of KBA

1. Does KBA meats new FFIEC Guidance?

2. What are the pitfalls of static KBA

3. What are the alternatives
There was a comment about KBA plus context.

John asked if this includes decline in efficiency of KBA with use.  The trust elevation is a function of how stupid the question is and how deep the question pool is. It could also be a transactional/smart/dynamic knowledge base.

John said in the example we should point out that KBA can be overused and done badly.  If not done correctly can hurt you.

Brendan made a comment about value judgments.

John remarked that KBA is scoped to sessions.  It can’t cross sessions. We need to scope the bounds of trust elevation.

It helps if it is more intelligent and dynamic.  If ask same question multiple times, it doesn’t help. Knowledge of static public information does not identify a public figure.

5) Sarbari’s  session elevation to level of identity proofing use case
Next use case is for the VA.  Imagine a veteran goes to the VA portal. When an active duty person becomes a veteran they get a UN/PW credential (and they turn in their common access card.) They log in with DS login = shared secret and LOA-2. Then they have some access. Then they want to access health records, the portal says they need LOA-3 (hardware token.)  At that point there are a couple of possibilities (i.e. mobile phone OTP.  If had already registered the phone, it could be used to bump–up a level for that session. Or could send a new secret or code to the phone and show possession by typing in a code in an online channel. Then they are at level three.   But it is a session-based bump-up.)

Debbie said there are many items with DS login.  They are identify proofed, even though only LOA-2 credentials.

Sarbari commented she is a co-author of 800-63-1.  

John asked what the frequency of password reset was for that portal given that they need to be rotated.  What percentage of users go through password reset?  If first step is a password reset, then need to factor that into the context.  Maybe better to use the device as the primary credential.

Sarbari said they want the process to be easy. UN/PW is socialized. NIST 800-63 talks about credential management at certain LOAs as part of the overall context for credential.

If perform ID proofing at registration, but use a weak token is still low LOA.  The token is the weak link.  We need to consider registration ID proofing, type of token and how it is managed.

John commented on the password recovery issue. It is a big deal. If there is a random email account in part of the path, then is only as secure as that.  We need to consider the entire password lifecycle.  That is part of the context.

Abbie agreed.

6) John’s  hub provider of pseudonymous identity use case

John described using LOA proofed know your customer credential from Canadian banks, but the banks are asserting them as pseudonymous. Starts by log into agency and get re-directed to an identity hub that is an aggregator. That presents user with a list of institutions. They log into their institution with SAML and provide their online banking credential (org credential.)  They come back to the hub and the agency performs additional KBA. If doing a sensitive transaction, the agency can send them back though the hub, where they are providing a contactless auth mechanism thru the hub, where the person uses their contactless debit/credit card as additional factor. So there are 3 things. A bank makes an initial assertion.  Agency sets this up with additional attributes from transaction based KBA, for example. So they are using government info and credit bureau info to attach identity to a pseudonymous credential.

The Canadian government has in the past used a system provided by Entrust, but given that everyone needed to have their credential reset each year, they are using credential service providers via a hub.  Initially three Canadian banks are involved.  So bank sends an anonymous token back – this is the same person as last time. Goal is that all Canadian government sites will accept federated credentials via hub. (May have multiple hubs. The hub is not a bank.)

Sarbari asked why it is pseudonymous. 

John said it because the hubs don’t want to take liability of asserting to government. At some point may expand for hub to also assert attributes.

7) Dan’s step-up auth  (trust elevation) use case

 (We expect user to come to the service with lower level credential.  Then expect may need to elevate to LOA-3 for certain transactions.  There may be technical and business elevations that are needed.

Dan explained this was just presented to the Kantara health WG.  Currently it specifies OpenID. We may use OpenID Connect.  

Abbie asked to walk thru the example. So first of all think online transactions.  Start the transaction off with an OpenID.  At some point, mid transaction, there may be a desire to prove consent.  At that point there would be a challenge. If the PIV was already bound to it, there would be challenge to prove that. If challenge is met, then could move forward.

Abbie commented so you can choose from among approved providers.  Each RP can recognize the providers it wants.  This is justification for what we are doing.

John took a stab at stating the use case:  the health club is a personal aggregator for health attributes and various credentials used for health serves.  For the health institution, it provides attributes for mapping to health records they may not have access to. It is also acting somewhat as an authorizing service.  So I need this LOA, can you use the appropriate stuff to elevate me for what I need?  Goal for majority of people is to get in simply and use a token like a Gmail to start, and elevate it as needed to access the more sensitive stuff.   

This would be done at a Policy enforcement point (PEP).

Deb talked about the need for personal info that isn’t necessarily LOA-3, but is definitely needed like blood type. She uses OpenID to access that type of info.

Dan asked what should you do when someone comes with a credential that is not LAO-3, just an insurance card. 

John commented so the portal both provides multi-protocol auth and can provide step- up auth and provides some storage, personal data values for some personal stuff - maybe blood glucose levels. It then has other higher LOA API’s that interface to SAML /WS-Fed worked of institution health records. And give sufficient step ups to give individuals access to those records.

It is a multi-directional hub that empowers the health care users.

Appendix F. Attribute Taxomony?

TBD after analysis.  We may identify a taxonomy of context attributes
	Attribute
	Description/Context

	 
	 

	 
	 

	 
	 

	 
	

	 
	 

	
	Date of last virus scan

	 
	 Virus scan software version

	
	 IP address

	 
	 BIOS

	 
	 

	 
	 

	 
	 

	
	

	 
	 

	 
	 

	
	


Appendix G. Related Organizations (Liaison Opportunities)
See Draft Spreadsheet
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