Authentication context mapping method – request authoritative identity attributes
1. Trust elevation or transaction trust or both or something else?

a. Transaction trust and/or trust elevation.
2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. This ‘identity pull’ use case focuses on related services being offered by two government agencies, and how the user’s identity already established at Agency Y, can be leveraged for transacting trust or trust elevation at Agency X.

b. Privacy Legislation prohibits the sharing of identifiers between agencies (see 4a).

c. The agency services offered are deemed low or moderate risk.

d. This method can be applied to any business process where Agency X needs to obtain one or more authoritative identity information attributes from Agency Y to continue or complete an online service for the user. The authoritative information could be contact details such as verified postal address, qualifications such as driver’s licence details or contextual data for KBA questions. The method relies on the user having an existing online account at Agency Y.
e. The method will typically be used when the user is registered and at least partly authorised to access an online service at Agency X and new process steps are required when the user applies for a further entitlement or service. ‘Partly authorised’ noted above means that if a service requires two pieces of information but only one piece can be immediately provided, some aspect of the service can be accessed. 
3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity. Feel free to be as specific or vague as you are comfortable with. If you’re too vague we’ll discuss.

a. To initially access resources at Agency X, the user is redirected to ‘igovt logon service’ – the New Zealand government IdP where the entry of the user’s username and password (and second factor, if required) results in pseudonymous authentication.  The IdP provides two services - browser based SAML authentication, and a WS Trust based Security Token Service.  The SAML exchange provides Agency X with two components – the authentication response containing the ‘federated logon tag’ that confirms the returning user at Agency X, and a ‘logon attributes token’ that can be used to initiate a web services exchange with another agency at some future point in time.
b. At Agency X, the user requests a further service and is offered the choice of continuing online (requiring attributes from Agency Y) or an alternative process. The user confirms that they have an online account at Agency Y and provides consent to retrieve data from Agency Y for the purpose of obtaining the requested service.

c. Following the user’s consent, Agency X forwards the ‘logon attributes token’ (in essence a bootstrap token) to the igovt Context Mapping Service (a back channel web service) with an STS issue request nominating Agency Y. The response contains a secure and privacy protecting ‘opaque token’ that can be passed to Agency Y.
d. Agency X forwards an information request to Agency Y along with the opaque token. This is a private web services exchange between agencies that does not involve igovt services.

e. Agency Y forwards the opaque token to the igovt Context Mapping Service with an STS validate request. The response contains a ‘redeem token’ which includes a federated logon tag for Agency Y – assuming that an online account exists as indicated by the user.

f. Agency Y completes business process checks to determine the status of the individual’s account and whether the information request can be satisfied. If yes, Agency Y returns the requested identity attributes to Agency X. This is also a private web services exchange between agencies that does not involve igovt services.
g. Agency X confirms to the user that the information exchange has been successful and continues the online process.
4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. Legislation and privacy principles will constrain the personal information about an individual that can be freely passed between Agency Y and Agency X. Agency Y will generally not be permitted to use information for a purpose other than the one for which it was collected. Since  Agency X obtains consent from the user to access information at agency Y, this new use is acceptable.
b. A combination of privacy principles and legislation restricts agencies from exchanging and sharing a single identifier. The intermediary role of the igovt Context Mapping Service and the use of the opaque token allows the exchange to be user driven and linked only by the user’s igovt logon credentials.
5. How well does (do) it (they) work? How well do the techniques work to keep the right users in and the wrong users out?

a. The igovt Context Mapping Service has been recently deployed although this method has yet to be implemented by any government agencies.
b. The approach means that the agencies involved must support both SAML for browser based interactions with the user and WS-Trust for web service interactions with the igovt Context Mapping Service.

c. Agency X and Agency Y must have confidence in the authoritative attributes and the process in which these are managed and used. The primary benefit of this method is online completion instead of a paper-based exchange or other offline method that is more costly for the agencies and/or the user.
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