	Working Document
	V3



[image: image1.png]OASIS )







24 September – Proposed date for a IDtrust Workshop
24-26 September – Trusted Cyber Collaboration Workshop
Hyatt Regency – Crystal City, VA
· Trusted Cyber Collaboration Workshop
· Venue 


Workshop overview:  
Never before have so many different devices been brought into the enterprise, whether through the front door, back door or from anywhere else in the world. Mobility has become a huge trend as organizations look to reap the productivity benefits of a more engaged workforce while simultaneously making the company a more attractive place to work. 

Along with its many advantages, mobility presents serious challenges. Currently there are fragmentation and large diversity in many Mobile platforms and systems. The additions of Wearable(s) add to this complexity. As such the task of securing mobile devices is inherently more difficult that traditional PC based end point security. This is due to a wide range of device options, operating systems, and applications. As such, many enterprises are reluctant to allow Bring Your Own Device (BYOD) on their networks.
Adoption of mobility at the enterprise requires the understating of the real issues including Malware, Virus, credential (and Device) theft, targeted attacks that can lead to security breaches.  Security breach problems have always existed, and today's mobile devices—especially those that are unmanaged or unknown—make the threat even more daunting.  

OASIS IDtrust is hosting an interactive workshop on Wednesday, 24 September prior to TCSP 2014, to address some emerging standardization efforts that are working to increase the trust level within mobile devices.  The workshop format is interactive in nature, so everyone is welcome to share their experiences and recommendations with our expert panel of presenters.  


Agenda
12:30-1:00
Workshop check-in (possible Implementation Showcase Viewing)
1:00-1:15
Welcome and Introduction


A representative from IDtrust/OASIS


1:15-2:45
Session 1…Trust Elevation

Recommendations by the Federal Financial Institutions Examination Council (FFIEC) and the highly publicized breaches have made Trust Elevation a more urgent topic.  In response to suggestions from the public sector, including the U.S. National Strategy for Trusted Identities in Cyberspace (NSTIC), the OASIS Trust Elevation technical committee has been busy evaluating those security considerations beyond the VPN – and finding ways to provide more authentication that will check for malicious behavior and threats at the apps layer.  These mobile app considerations include some within the application architecture, such as:

•
Offline vs. online access

•
Storage of information on device

•
Various mobile OS

•
Device ownership: BYOD vs. Corp Liable


…as well as those challenges to SSO on Mobile:   

•
No standardized SSO

•
Native Mobile apps popular vs. Web

- Better user experience

- Leverage local device capabilities

- SaaS vendor-provided apps authenticate to SaaS back end vs. enterprise access mgmt.

•
Web App Browsers lack access to native device e.g. camera, browsers tend to be underpowered UI for 

small form factor devices.

During this interactive panel discussion, experts will focus on several examples of how Trust Elevation is enabling step-up authentication as a means of securing valuable transactions across devices.  
2:45-3:15
Break (and possible Implementation Showcase Viewing)

3:15-4:45
Session 2…CloudAuthZ

CloudAuthZ provides authenticate user access to cloud resources in real-time.  Cloud service providers tend to manage their authorization services by defining their own policies and rules according to their business requirements. However, regional and national governments (for an example) have their own requirements. Cloud service providers should be able to assure that tenants’ compliance and security policies are consistently managed and enforced. The authorization decisions may need to be governed or managed by geographical locations (such as a specific building floor) to enforce regional compliance policies. 

Incorporating CloudAuthZ will reduce the need for customized interactions between customer and vendor systems, and decreases the overhead of supporting authorization and entitlement. It will also enhance portability across multiple systems.  Its overall goal is to provide greater control of the way cloud computing resources are being used.  And it enables contextual information (such as where users are, what they are doing, which device they are using, etc.) to inform authorization decisions.

During this session, a panel of experts will address how security and authorization are fundamental challenges that need resolving in any system and cloud, and how CloudAuthZ addresses these problems in standards and open source.  They will discuss the importance of standardizing the management and enforcement of access to cloud resources, especially for mobile clients, as critical to the evolution of corporate computing.  And finally, attempting to access a SaaS application with an unapproved BYOD device, as well as trying to get unauthorized access to SaaS application, even when using the company-approved BYOD.

4:45-5:00
Closing Remarks
A representative from the IDtrust/OASIS
5:00-6:30
(Possible Reception and Implementation Showcase Viewing -- pending signups and funding)
Challenges of Mobile Authentication 








