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	Daon
	
	2
	3rd full para on pg 3
	te
	Biometrics are not considered authentication tokens because they are not secrets; however, they may be used to activate other secret-based tokens.  Therefore, they may be used in Multi-factor Tokens (as defined in 6.1.1) but not in Multi-token authentication (as defined in 6.1.2).

This addresses their use in “serial” verification, through local activation, but not “parallel” verification where the second factor is verified at the verifier.
This document should allow for the use of biometrics in the second case where:

a) The biometric is used as a 2nd (or 3rd) factor only, and

b) The biometric is protected during transmission to the verifier.

For example, a Single-factor crypto token uses a locally stored key within a cryptographic protocol (e.g., TLS), achieving LoA2.  When a biometric is added to activate that key, it becomes a Multi-factor crypto token, achieving LoA3.

However, if the Single-factor crypto token is both verified and used to create a secure channel to the verifier, the biometric may be transmitted over that secure channel and verified at the verifier rather than locally.  This is not currently supported.
	Add to the end of this paragraph:
“However, biometrics are included in the list of defined token types for use as a second or third authentication factor only.”

NOTE:  Other changes below relate to this same comment.
	

	
	
	2
	1st para on pg 4
	te
	Rather than disallow biometrics as a token type, restrict them to use as a 2nd or 3rd factor given the conditions cited above.
	Change 1st sentence to read:
“Biometric characteristics do not constitute secrets suitable for use as a single authentication factor.”

Change 3rd sentence to read:

This document supports the use of biometrics to “unlock” conventional authentication tokens, as a 2nd or 3rd factor in multi-token authentication, to prevent repudiation of registration, and to verify that the same individual participates in all phases of the registration process.
OR

Delete entire paragraph.
	

	
	
	3
	Biometrics entry, 2nd para
	te
	Same as above.
	Change 2nd sentence to read:

“In this document, biometrics may be used to unlock authentication tokens, as a 2nd or 3rd factor in multi-token authentication, and prevent repudiation of registration.
	

	
	
	4.3
	4th para on pg 21
	te
	Same as above.
	Add to last sentence:
“except when used as a 2nd or 3rd factor in multi-token authentication.”
	

	
	
	4.3
	5th para on pg 21
	te
	Same as above.
	Replace last 2 sentence with:

“If a single factor is presented to the Verifier, it must contain a secret.  Additional factors used to protect (activate) the secret token do not themselves need to be secrets.  If multiple factors are presented to the Verifier, at least one must contain a secret and others must be adequately protected.”
	

	
	
	4.3
	2nd para on pg 22
	te
	Same as above.
	Add 3rd paragraph (between current 2nd & 3rd) reading:
“In addition, biometrics may be used as a 2nd or 3rd factor in a multi-token authentication.  For example, consider again the piece of hardware (a token) which contains a cryptographic key (the token secret).  The cryptographic key produces an output (the token authenticator) which is used in the authentication process to authenticate the Claimant and to establish a secure channel to the piece of hardware. The biometric may then be captured on this hardware, transmitted over the secure channel, and authenticated at the Verifier.  In this case, an impostor must steal the encrypted key (by stealing the hardware) and replicate the fingerprint to be successfully authenticated, just as above. This specification considers such a device to effectively provide two factor authentication, since both the secret and the biometric are required to complete the authentication.
	

	
	
	6.1
	1st para
	te
	Same as above.
	Change 1st sentence to read:

“In the e-authentication context, a primary token contains a secret to be used in authentication processes.”

Add before last sentence:

“Secondary tokens (those used as a 2nd or 3rd factor) may not be secrets (i.e., may be something you are).
	

	
	
	6.1.2
	
	te
	Same as above.
	Add 10th bullet:

· Biometric Token.  A sample of a biometric characteristic captured from the claimant.  A reference sample is collected during registration and stored within the CSP.  During authentication, the claimant presents their biometric characteristic to a biometric reader which captures a fresh biometric sample which is securely transmitted to the verifier where it is matched to the reference sample to determine if the two samples originate from the same human being.  Biometric tokens may only be used as a 2nd or 3rd factor in multi-token authentication; they may not be used alone as a single-token.  Biometrics are something you are.
	

	
	
	6.2
	Table 4
	te
	Add biometric threat examples.
	Under Duplication, add the following example:

A biometric sample is copied to create an artefact.
	

	
	
	6.2.1
	Table 5
	te
	Add biometric threat mitigation.
	Under Duplication, add the following mitigation:
· Use biometrics which are more difficult to discover (e.g., those not publicly exposed) and/or incorporate biometric liveness detection mechanisms, including challenge/response.
	

	
	
	6.3.1.1
	Para 1
	te
	Add note regarding biometrics.
	After 1st para, add 2nd para to read:

“Although biometric tokens may not be used in single-token authentication, the associated token and verifier requirements are included in Table 6 in order to specify their requirements when used in multi-token authentication.”
	

	
	
	6.3.1.1
	Table 6
	te
	Add biometric token requirements.
NOTE:  Accuracy proposed is taken from NIST SP800-76-2.
	Add row at end of table with the following entries:

Token Type:  Biometric Token

Level:  N/A (used only as 2nd or 3rd factor)

Token Requirements:  Biometric tokens shall be encrypted during storage and transmission.
Verifier Requirements:  The verifier shall implement a biometric matcher capable of achieving an FNMR less than or equal to 0.01 at an FMR of 0.01 (with one or more samples).
	

	
	
	6.3.1.2
	Table 7
	te
	Add biometrics to Table 7 to indicate their use in multi-token authentication.
	Add last row as shown below:
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Add last column as shown below:
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Where the row/column headers are unchanged other than the addition of rows/columns for Biometric Token.
	

	
	
	6.3.1.2
	1st para on pg 56
	te
	Rather than disallow biometrics as a token type, restrict them to use as a 2nd or 3rd factor given the conditions cited in Daon-1.
	Change to read:
The principles used in generating Table 7 are as follows. Level 3 can be achieved using two tokens rated at Level 2 that represent two different factors of authentication. Since this specification does not address the use of biometrics as a stand-alone token for remote authentication, achieving Level 3 can occur by either adding a Biometric Token (something you are) to a separate Level 2 token (either something you have or something you know) or by combining two separate Level 2 tokens from the something you have and something you know categories.

Token (Level 2, something you have) + Token (Level 2, something you know) → Token (Level 3)

or

Token (Level 2, something you have or something you know) + Biometric Token (something you are) → Token (Level 3)

	

	
	
	6.3.1.2
	3rd para on pg 56
	te
	Same as above.
	Add new paragraph between existing 3rd & 4th paragraphs:

“Likewise, a Biometric Token may be combined with a Memorized Secret Token (something you know) or a Single-Factor Cryptographic Device (something you have) to elevate the trust of the Level 2 single-factor token to a Level 3 multi-token (and multi-factor) authentication.”

	

	
	
	7.3.1.3
	First bullet
	te
	Biometrics should be protected to the same level as shared secrets.
	Change first paragraph to read:

Credential storage – Files of long-term shared secrets or biometrics used by CSPs or Verifiers at Level 3 shall be protected by access controls that limit access to administrators and only to those applications that require access. Such shared secret files shall be encrypted so that:
	

	
	
	
	
	ge
	Document should be updated to accommodate mobile devices, particularly with respect to browser references.
	None – leave this for another day.
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