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1 Introduction
There are certain circumstances in which become necessary to electronically sign UBL documents. This can be the case of Orders or  Invoices. In some countries, the existing law requires the invoices to be electronically signed.
TS 101 903 is a XML electronic signature standard that can be used to create different XML Advanced Electronic Signatures (XAdES), so the main goal of this specification is to make sure that using it suits other UBL requirements.

While XML-DSig is a general framework for digitally signing XML documents, XAdES specifies precise profiles of XML-DSig for use with qualified electronic signature in the meaning of European Union Directive 1999/93/EC. One important benefit from XAdES is that electronically signed documents can remain valid for long periods, even if underlying cryptographic algorithms are broken.
At this point the main proposal of this document is to define clearly how XAdES signatures created following  ETSI standard TS 101 903 fit in UBL documents, under the assumption that enveloped signatures are used.

A signature may be (non-exclusively) described as detached, enveloping, or enveloped. 

· Detached. The signature is over content external to the Signature element, and can be identified via a URI or transform. Consequently, the signature is "detached" from the content it signs. This definition typically applies to separate data objects, but it also includes the instance where the Signature and data object reside within the same XML document but are sibling elements.
· Enveloping. The signature is over content found within an Object element of the signature itself. The Object (or its content) is identified via a Reference (via a URI fragment identifier or transform).
· Enveloped. The signature is over the XML content that contains the signature as an element. The content provides the root XML document element. Enveloped signatures must take care not to include their own value in the calculation of the SignatureValue.
With this approach, using an enveloped signature, UBL format management can be separated from electronic signature management, both in the issuing side and in the receiving side, and specialized applications can be devoted to each function. UBL application doesn´t need to be electronic signature aware and electronic signature does not need to be involved in the management of UBL formats.
UBL 2.0 has an ABIE to define signatures in a document, but there are other standard initiatives in the electronic signature area that are being adopted or recommended by different organizations or bodies.

XAdES extends the XML Signature Specification (XMLDSIG) with additional syntax and processing necessary to satisfy the European Commission Directive on a Community Framework for Electronic Signatures as well as other use-cases requiring long-term validity. XAdES itself contains several modules that permit varying levels of security such as non-repudiation with time-stamps, certification data and certification archives. 

XAdES defines profiles differing in protection level offered. Each profile includes and extends the previous one:

· XAdES-BES, basic form just satisfying EU Directive legal requirements for advanced signature;
· XAdES-EPES, An Explicit Policy based Electronic Signature form extends the definition of an electronic signature to conform to the identified signature policy;
· XAdES-T (timestamp), adding timestamp field to protect against repudiation;

· XAdES-C (complete), adding references to verification data (certificates and revocation lists) to the signed documents to allow off-line verification and verification in future (but does not store the actual data);

· XAdES-X (extended), adding timestamps on the references introduced by XAdES-C to protect against possible compromise of certificates in chain in future;

· XAdES-X-L (extended long-term), adding actual certificates and revocation lists to the signed document to allow verification in future even if their original source is not available;

· XAdES-A (archival), adding possibility for periodical timestamping (e.g. each year) of the archived document to prevent compromise caused by weakening signature during long-time storage period.
It’s out of the scope of the present specification the definition of the preferred XAdES profiles for UBL documents (invoices, orders, …), so all of them could be used in an electronic document.
The technical work of standardization of electronic signatures was supported by the European Commission and mandated to the Information and Communication Technologies Standards Board (ICTSB), a round table of most European IT standards bodies and some international standards bodies such as the W3C.

The goals of UBL Security Subcommittee Charter are:

· To create a UBL profile of XAdES to enable the advanced electronic signature of UBL documents requiring special advanced legal and technical requirements not available in the base XML DSIG

· To recommend best practices for use of XAdES with UBL documents in order to facilitate consistent UBL implementations of XAdES

· To address other aspects of UBL security as requested by the UBL TC

· To establish informational liaisons with relevant standards body activities such as ETSI and CEN working groups

· To gather security requirements via the UBL TC comment form

1.1 Terminology
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].
1.2 Normative References

[RFC2119]
S. Bradner, Key words for use in RFCs to Indicate Requirement Levels, http://www.ietf.org/rfc/rfc2119.txt, IETF RFC 2119, March 1997.

[UBL 2.0]
OASIS Standard, Universal Business Language v2.0, December 2006, http://docs.oasis-open.org/ubl/os-UBL-2.0/
[XAdES]
XML Advanced Electronic Signatures. ETSI TS 101 903. V1.4.1 June 2009

http://webapp.etsi.org/WorkProgram/Report_WorkItem.asp?WKI_ID=28064


[XMLSig]
XML Signature Syntax and Processing (Second Edition). 
http://www.w3.org/TR/xmldsig-core/. June 2008
[DIR 2006/112] 
COUNCIL DIRECTIVE 2006/112/EC of 28 November 2006 on the common system of value added tax (article 233). 
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:347:0001:0118:EN:PDF
[DIR 1999/93] 
DIRECTIVE 1999/93/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 13 December 1999 on a Community framework for electronic signatures. 
http://ec.europa.eu/information_society/eeurope/i2010/docs/single_info_space/com_electronic_signatures_report_en.pdf
1.3 Non-Normative References

[OB 2007/XDS] 
O. Bausà “XML Digital Signature inside UBL 2.0” 22 march 2007
http://lists.oasis-open.org/archives/ubl/200703/pdf00000.pdf
[COM(2006) 120]
REPORT FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL. “Report on the operation of Directive 1999/93/EC on a Community framework for electronic signatures” 15 march.2006
http://ec.europa.eu/information_society/eeurope/i2010/docs/single_info_space/com_electronic_signatures_report_en.pdf
2 Object
This specification defines a UBL profile of XAdES to enable the advanced electronic signature of UBL documents requiring special advanced legal and technical requirements not available in the base XML DSIG that meet the following requirements:

· Compliance with EC Directives and any relevant Good Practice (such as CEN CWA’s) to support eInvoicing, eProcurement and eBusiness in general.

· A signed UBL document should be parsed correctly by an UBL parser (not XAdES aware) and by a XAdES verification software (not UBL aware)

· No change required for UBL nor XAdES.

· Support any XAdES form leaving to the specific user context the choice and avoiding any overlap with the work of other body: i.e. CEN CWA’s, Service Directive,…

3 Method
In documents where a Signature ABIE exists, it should be used to identify the Signatory or other data, but mainly to specify the location of the electronic signature.

In this document, the selected signature  recommend enveloped signature to have a self-contained and a valid UBL and XAdES document.

We should use the Extensions UBL 2.0 component to add the XAdES electronic signature.

Sample instance of the Signature component to incorporate in a document to add an enveloped signature:

<cac:Signature>

<cbc:ID>9831223</cbc:ID>

<cac:SignatoryParty>

<cac:PartyIdentification>

<cbc:ID schemeName="CIF">A823647774</cbc:ID>

</cac:PartyIdentification>

<cac:PartyName>

<cbc:Name>EMPRESA, S.A.</cbc:Name>

</cac:PartyName>

</cac:SignatoryParty>

<cac:DigitalSignatureAttachment>

<cac:ExternalReference>

<cbc:URI>#12345</cbc:URI>

</cac:ExternalReference>

</cac:DigitalSignatureAttachment>

</cac:Signature>
The document signature must be referenced in the DigitalSignatureAttachment as an ExternalReference in a local. In the local URI case, we will use an Extension component to specify the signature.

3.1 Invoice example

Invoice XAdES-BES signed sample:

<?xml version="1.0" encoding="UTF-8"?>

<Invoice xmlns:qdt="urn:oasis:names:specification:ubl:schema:xsd:QualifiedDatatypes-2"

xmlns:ds="http://www.w3.org/2000/09/xmldsig#" xmlns:xades=http://uri.etsi.org/01903/v1.3.2# xmlns:ccts="urn:oasis:names:specification:ubl:schema:xsd:CoreComponentParameters-

2" xmlns:stat="urn:oasis:names:specification:ubl:schema:xsd:DocumentStatusCode-1.0"

xmlns:cbc="urn:oasis:names:specification:ubl:schema:xsd:CommonBasicComponents-2"

xmlns:cac="urn:oasis:names:specification:ubl:schema:xsd:CommonAggregateComponents-2"

xmlns:udt="urn:un:unece:uncefact:data:draft:UnqualifiedDataTypesSchemaModule:2"

xmlns="urn:oasis:names:specification:ubl:schema:xsd:Invoice-2">

<ext:Extensions>

<ext:Extension>

<ext:Extensioncontent>

<ds:Signature id="12345">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-

20010315#WithComments"/>

<ds:SignatureMethod Algorithm=" http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>

<ds:Reference URI="">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

<ds:DigestValue>cDcuM3dlGWvKqR8kasR9itD3dZk</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="12345KeyInfo ">

<ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

<ds:DigestValue>HXWBdiiQVc4jBQeJi69y1zvwLlc </ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>98s3df7G2fsd49sd3fsE74dsf2…</ds:SignatureValue>

<KeyInfo Id="12345KeyInfo">

<X509Data>

<X509Certificate>MIIF2zCCBMOgAwIBAgIQFEJO6E…</X509Certificate>

</X509Data>

<KeyValue>

<RSAKeyValue>

<Modulus>6phRYg8VCJ2gfIZ2FMyxHcXy…</Modulus>

<Exponent>AQAB</Exponent>

</RSAKeyValue>

</KeyValue>

</KeyInfo>

</ds:Signature>

</ext:Extensioncontent>

</ext:Extension>

</ext:Extensions>

<cbc:UBLVersionID>2.0</cbc:UBLVersionID>

<cbc:CustomizationID>urn:oasis:names:specification:ubl:xpath:Invoice-2.0:sbs-1.0-draft</cbc:CustomizationID>

<cbc:ProfileID>bpid:urn:oasis:names:draft:bpss:ubl-2-sbs-invoice-notification-draft</cbc:ProfileID>

<cbc:ID>A00095678</cbc:ID>

<cbc:CopyIndicator>false</cbc:CopyIndicator>

<cbc:UUID>849FBBCE-E081-40B4-906C-94C5FF9D1AC3</cbc:UUID>

<cbc:IssueDate>2005-06-21</cbc:IssueDate>

<cbc:InvoiceTypeCode>SalesInvoice</cbc:InvoiceTypeCode>

<cbc:Note>sample</cbc:Note>

<cbc:TaxPointDate>2005-06-21</cbc:TaxPointDate>

<cac:OrderReference>

<cbc:ID>AEG012345</cbc:ID>

<cbc:SalesOrderID>CON0095678</cbc:SalesOrderID>

<cbc:UUID>6E09886B-DC6E-439F-82D1-7CCAC7F4E3B1</cbc:UUID>

<cbc:IssueDate>2005-06-20</cbc:IssueDate>

</cac:OrderReference>

<cac:Signature>

<cbc:ID>76868</cbc:ID>

<cac:SignatoryParty>

<cac:PartyName>

<cbc:Name>Signatory</cbc:Name>

</cac:PartyName>

</cac:SignatoryParty>

<cac:DigitalSignatureAttachment>

<cac:ExternalReference>

<cbc:URI>#12345</cbc:URI>

</cac:ExternalReference>

</cac:DigitalSignatureAttachment>

</cac:Signature>

<cac:AccountingSupplierParty>

<cbc:CustomerAssignedAccountID>CO001</cbc:CustomerAssignedAccountID>

<cac:Party>

<cac:PartyName>

<cbc:Name>Consortial</cbc:Name>

.......................

</Invoice>

4 Conformance

The XAdES profile definition for UBL  is in conformance with W3C document “XML Signature Syntax and Processing (Second Edition)”  W3C Recommendation 10 June 2008  (http://www.w3.org/TR/xmldsig-core/) and with ETSI document “XML Advanced Electronic Signatures (XAdES) version 1.4.1”  15 June 2009  
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