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1. Introduction
1.1. Proposal
Since the early nineties, starting with PKCS#7, numerous technical standards for digital evidences have been designed, proposed and adopted
.

However, as a result, these technical standards have led to a lack of interoperability of digital evidences exchanged between applications, as well as a lack of interoperability of digital evidences in comparison to one another. By interoperability, we mean the ability to verify a digital evidence using a different application from the one which created it, and the ability to compare evidences between themselves (for example a signed contract with separate supporting documents).
The aim of this document is to propose a new, normative approach to digital evidences, focusing on their functional aspects, as opposed to their technical aspects.

By focus on the functional aspects of digital evidences, it is possible to define a common, “Meta” format, which will simplify and facilitate the exchange and verification of electronic documents with legal or probative value.
This document presents the fundamentals of this Meta format, its characteristics and possible technical implementations.

To ease the referencing of this format in this document, the name DES/1 will be used. The acronym “DES” stands for Digital Evidence (would be) Standard and “/1” indicates the first version.
1.2. Objective
The objective of this Meta format is to increase the rate of dematerialization of paper documents, by facilitating the creation, validation and interoperability of electronic documents with legal or probative value, and their integration into business applications. 

The main benefits of the proposed digital evidence Meta format are the following: 

· Facilitate trust by offering generic functionality to create, verify and easily manage digital evidences;
· Ensuring interoperability of evidence by means of a functional common denominator and independence vis-à-vis the technical format used;
· Simplifying the integration of digital signatures in business and archiving applications, so as to more easily replace a “print” function by a “sign” or “certify” function.
1.3. Audience 

This document is intended primarily for IT consultants, project managers, information systems managers, information systems security officers, who have the following concerns: 

· Choosing a format for digital evidences, suitable for a particular dematerialization project; 
· Information Technology watch with respect to the fields of digital signatures and legal archiving;
· The evaluation of interoperable, reversible and Validation of digital evidences. 

2. Fundamentals 

2.1. The DES/1 digital evidence Meta format 

The proposed DES/1 digital evidence Meta format describes a set of functional features unique to the creation and verification of digital evidences, and which must follow specific rules. 

2.2. Key functional features of the common digital evidence format 

The main functional features of the proposed digital evidence Meta format are: 

· One and only one signed content, its name and type 

· Signatures and co signatures of the signed content 
· Counter signatures
· Signature (and counter signature) properties:
· Date of signing
· Place of signature
· Signature policy
· Type of consent associated with the signature
· Role(s) or the signer
· Signature and counter signature timestamps
· Identities of the signatories and counter signatories
2.3. Differences between digital and paper evidences 

Many features are present in both types of evidence, but certain important differences exist, such as: 

· The identities of the signatories are not always present on paper-based evidences. 

· Conversely, paper-based evidence generally includes a handwritten signature, while a digital signature on an electronic document is not intended to be represented graphically. Usually, only a computer program is capable of performing the complex mathematical calculations needed to validate a digital signature. 

2.4. DES/1 specification 

This chapter describes the functional characteristics and management rules which make the DES/1 digital evidence specification:
· A digital evidence must contain one signed content and only one.
· A digital evidence must contain at least one signature.
· A digital evidence may contain more than one signature (called co-signatures).
· A signature may be signed by zero or more counter signatures.
· A counter signature may be signed by zero or more counter signatures.
· A signature or counter signature may be time stamped.
· A signature may contain a signed date of signature.
· A signature may contain a signed signature production place.
· A signature may contain a signed signature policy.
· A signature may contain a signed type of consent.
· A type of consent must be one of the following:
· Proof of creation, indicating that the signer has created the signed content, but not necessarily approved, nor sent it;
· Proof of approval, indicating that the signer has approved the signed content;
· Proof of origin, indicating that the signer recognizes to have created, approved and sent the signed content;
· Proof of sender, indicating that the entity providing that indication has sent the signed content but not necessarily created it;
· Proof of receipt, indicating that the signer recognizes to have received the signed content;
· Proof of delivery, indicating that the time stamp authority providing that indication has delivered the signed content in a local store accessible to the recipient of the signed content.
· A signature may contain one or more signed roles associated with the signer.
· Each signature is associated with the signer's identity and the identity of his ancestors.
· A counter signature counter signs one and only one signature or counter signature, but may not counter sign the signed content. 
· Each signature always provides the full identity of the signer along with the identities of all its ancestors, which brings the benefit that the identity of a signer is always verifiable from a genealogical point of view.
· Each signature must be one of two types of signatures:
· An appellation signature, which signs the signed content with the following added characteristics (on top of the ones previously mentioned):

· No signature policy may be specified;
· The type of consent must be Proof of creation;
· An appellation signature must be the first signature of the signed content;
· A signed content may contain at most one appellation signature.
· An independent signature, which signs the signed content with the following added characteristics (on top of the ones previously mentioned):

· An independent signature may contain a signed type of consent;
· The type of consent must not be Proof of creation.
2.5. Current version of the DES/1 specification 

The current version of the DES/1 specification is version 1.0. 

2.6. Backward compatibility
Any change in the format must ensure backward compatibility with earlier versions. Indeed, it is not possible to conceive evolutions to the format which would render evidences, created in compliance with previous versions of the format, incompatible, illegal, or non interoperable.
3. Implementations of the DES/1 format 

The DES/1 format is necessarily used in conjunction with a technical implementation that implements and supports its rules and characteristics. 

However, no particular restriction is imposed on the technical implementation of the DES/1 format. 
3.1. Available technical implementations

Three digital signature standards have already been studied and successfully evaluated as potential DES/1 implementations: 

A XAdES implementation as defined by ETSI TS 101 903 v1.3.2
. This implementation is referred to as X-DES/1 in the rest of this document.
A CAdES implementation as defined by ETSI TS 101 733 v1.7.4
. This implementation is referred to as C-DES/1 in the rest of this document.
A signed PDF implementation as defined by ISO/DIS 32000
. This implementation is referred to as P-DES/1 in the rest of this document.
3.1.1. X-DES/1 description
The XAdES signature formats compliant with DES/1 are the following enveloping forms of XAdES:

· XAdES-BES;

· XAdES-EPES;

· XAdES-T.
Unlike the CAdES and Signed PDF technical evidence formats, XAdES is a single signature evidence format (with possible counter signatures). 

To enable the creation of digital evidences containing co-signatures, it is necessary to implement an XML schema acting as a container of XAdES signatures. The advantage of defining such a schema is the ability to create a digital evidence structure which contains a single instance of the signed content, with multiple signatures cosigning the same content. The namespace of this schema could be located at a url such as http://www.uncefact.org/X-DES/1/v1.0#. 

The other advantage of defining such an open schema is that it guarantees the reversibility of the digital evidence, as it is always possible to freely extract, from this XML document, a XAdES enveloping signature of the signed content, and conversely, to freely create an X-DES/1 digital evidence from a XAdES enveloping signature.

The independent verification of these mechanisms by the Banking Commission of the French National Bank, which verifies digital evidences produced by banks for their regulatory reporting, has helped validate the X-DES/1 technical implementation. 

Any application capable of verifying a XAdES enveloping signature is capable of validating an X-DES/1 digital evidence. 

3.1.2. C-DES/1 definition
The CAdES signature formats compliant with DES/1 are the following enveloping forms of CAdES:

· CAdES-BES;

· CAdES-EPES;

· CAdES-T.
Any application capable of verifying a CAdES enveloping signature is capable of validating an C-DES/1 digital evidence.
3.1.3. P-DES/1 definition 

The signature format supported by P-DES/1 matches two different types of PDF invisible signatures as defined in paragraph 8.7 (page 726) of the reference:
· A DES/1 independent signature is implemented as a “Document (or ordinary) signature”;

· A DES/1 appellation signature is implemented as an “MDP (modification detection and prevention) signature, also referred to as an author or certifying signature”. The type of the MDP signature is type 2.
Signatures are in PKCS#7 format (RFC 2315
). The "SubFilter" used is “adbe.pkcs7.detached” (page 738). 

The main characteristics of the signature are the following (in conformity with page 739): 

· The signature may contain a time stamp as defined in RFC 3161
; 

· The signature does not contain any OCSP
 token or CRL
 as a signed attribute; 

· The signature contains the signer's certificate and the complete chain of certification; 

· The signature contains the date of signature, the signature’s production place and a reason.

The supported reasons are:

· For an appellation signature: proof of creation;

· For an independent signature: either one of “proof of origin”, “proof of approval”, “proof of delivery”, “proof of sending“ and “proof of delivery”. 

Any application capable of verifying a signed PDF document is capable of verifying a P-DES/1 digital evidence.
3.2. Comparison of the available DES/1 technical implementations

The availability of several technical implementations gives application developers the freedom of choosing the most appropriate digital evidence format to meet their needs. 

X-DES/1 (XAdES) is particularly suited to XML content (stored in clear text) and to the need for integrating digital signatures into business applications. The X-DES/1 format is 100% compatible with the XAdES signature format originally referenced by the General Repository for Interoperability of the French Administration4. 

C-DES/1 (CAdES) is particularly well suited for signing binary content (stored without transformation). The ability to easily detach the signed content of signatures provides flexibility for storage and the verification of the evidence.
P-DES/1 (signed PDF) is particularly suited for applications that emphasize access to the content of the document from a signature verification standpoint. Indeed, since the document is in PDF format, it is therefore accessible through numerous free software, the most popular being Adobe Reader. The P-DES/1 format however is reserved for signed content of type PDF.
4. Possible evolutions of the DES format 

Many developments may enhance the DES/1 digital evidence format, such as the incorporation of data necessary for long-term validation of the identities of the signatories, the support of multiple signed contents, or the incorporation of specific signature kinematics. 

5. Conclusion 

The digital evidence Meta format presented in this document aims to contribute to the development of dematerialization of paper documents, by simplifying and facilitating the creation, verification and exchange of secure digital messages with legal or probative value and their integration into business applications.
6. References
� Examples of such formats are: PKCS#7, S/MIME, CMS, XMDSIG, CAdES, Signed PDF, XAdES, etc.
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