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ABSTRACT
The Danish Ministry of Science, Technology and Innovation wishes to establish the necessary services needed in a national service oriented architecture. A key piece of technology in this vision is a hierarchy of addressing services based on registries.

The ministry will register all public sector institutions with their UBL-based
 invoice services in a master registry. This guarantees a critical mass of public sector institutions and offers a good value proposition to the SME’s. Not only can they send all invoices to the public sector electronically but they also have the ability to send electronic invoices to other private companies registered in the registry.

The ministry believes that this solution will demonstrate the advantages of a service oriented architecture [1] and infrastructure based on registries and that this demonstration will generate the broad use of registries for other services.

The proposed solution [2] consists of elements normally associated with a web service architecture. What differentiates this proposal is not the content but the approach to lowering barriers by limiting implementation choices and ensuring a critical mass of service providers.
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1. INTRODUCTION

Denmark has set a new standard for e-business with its public sector e-invoicing initiative [3]. What is remarkable is not the fact that electronic business documents are being exchanged but the sheer scale of the initiative; the short time in which it was implemented and the fact that the initiative is mandated by legislation is unique. Denmark is now in a position where the public sector’s use of e-invoicing can drive the broader use of electronic business documents in the private sector. This is an important development not only in the perspective of the Danish public sector, but also on the larger scale of globalization where digitization is becoming increasingly important, as global value chains are going digital and larger vendors are forcing small and medium sized enterprises (SME’s)
 to conduct electronic business. This development is putting an increased focus on small and medium sized enterprises and their current ability to conduct business transactions electronically. 

Furthermore, a KPMG study [4] done for the Danish Ministry of Science, Technology and Innovation shows that there is a large potential for further digitization between the Danish SME’s, who currently exchange 80% of their orders and invoices using traditional paper. This amounts to 191 million messages a year which now have to be handled manually.

To allow more businesses to use digital solutions and lower the barriers to existing solutions the Danish Ministry of Science, Technology and Innovation wants to make the current public UBL standards for electronic invoices and orders available in b2b scenarios as well. Furthermore, it is important that these standards are made available through open standards and existing technologies within the SME’s [4]. 

A service oriented infrastructure based on Internet technologies and open standards can provide a level playing field for all organizations. Private companies and public institutions of any size will be able to participate in electronic document exchange and other business interactions on equal terms due to the low technical, administrative and economic barriers. 

This paper presents an overview of the vision as well as the technical architecture of the OIO Service Oriented Infrastructure.  The paper is also intended to offer some insight into the background for establishing the initiative. The target audience is information and communication technology suppliers, private companies or public authorities.  

2. GLOBAL CHANGE

Technology changes make the methodologies of software development change rapidly. Currently, the industry is moving towards service orientation and the use of more open standards that are supported by all vendors and make systems easily interoperable and extendible [1]. Systems are no longer built for a single platform or using a particular programming language and therefore integration with business partners is easier and cheaper even if the systems involved use different technologies. Reuse of software elements is made easier saving development time as well as reducing risk of errors. Systems are far more flexible and adaptable making changes in business processes easy to implement. The methodology providing the described benefits is called Service oriented Architecture (SOA) [1]. 

In addition, rapid changes in the global market mean that companies will soon be forced to digitalize in order to do cross-border business since foreign companies may only want to do business with companies capable of sending and receiving digital business messages. These global changes will have the same effect on SME's, which are often subcontractors to larger companies.

2.1 Drivers for a new infrastructure

As of February 2005 the public authorities in Denmark have primarily received invoices electronically. This was mandated by law [5,6,7] to encourage companies to do more electronic invoicing and resulted in an instant critical mass of approximately 18 million digital invoices a year. It is estimated that the 18 million e-invoices saves approximately 94 million Euros a year due to time saved from invoice handling [8]. 

The current e-invoice infrastructure is built around traditional EDI technology with a network of 5 value-added-network operators (VAN). A private company can send an electronic invoice to a public authority in three different ways: An invoice can be sent directly to the authority if the private company is connected to a VAN operator. The invoice may also be re-typed into an invoice portal on the web. The last possibility is to send a normal paper invoice to a scanning agency that will transform the invoice to a digital invoice and forward it to the public authority. The current infrastructure, however, has had its focus on supporting business to government (B2G) invoicing. Only a few private companies are using the invoicing standard and the VAN infrastructure to exchange invoices with each other.
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The figure above shows the development in the number of invoices received by the public sector in the first year. The top part of each column shows the number of scanned paper invoices and the lower part of the columns shows the number of electronic invoices generated directly from ERP-systems and invoice handling systems. The graph furthermore shows that the number of scanned paper invoices remains constant over the period. The high number of scanned paper invoices translates into unrealized savings in the public sector and proportional costs for the scanning. How ever, the current e-invoicing solution has been a success so far despite the unrealized savings potential. Both public authorities and private companies are saving money. The public authorities have already become more efficient in their invoice handling but there is still room for further improvement.

The solution in which companies send digital invoices directly, allows the public authority to realize the full potential of an effective electronic workflow. This solution, however, is also the most expensive to implement for a private organization. It is attractive to larger enterprises or companies with a large savings potential due to a big amount of invoices being sent to the public authorities. Small and medium sized enterprises (SME's ) often do not have the infrastructure to send a digital invoice or the means to extend their infrastructure in this way. Hence, they rely on invoice portals or one of the scanning agencies. This means that part of the total savings potential still remains unrealized. In order to encourage SME's to use the full digital solution and thereby realize the full savings potential it will be necessary to lower the barriers of digitalizing. 

A larger number of private companies have the ability to generate electronic invoices directly from their ERP-system but they are not connected to any of the VAN operators [4]. It is our hypothesis that an Internet based infrastructure built around web service standards in combination with a critical mass of service providers (public authorities) and service consumers (private companies) will generate further growth even without supporting legislation. Most public authorities and many private companies have now seen the benefit of participating in electronic supply chains. The experiences demonstrate that companies are willing to use electronic business documents if the technology is available. This critical mass will be a driver for even further digitalization enabling everyone (both private companies and public authorities) to send and receive different kinds of digital business messages.

Another driver for a new infrastructure is the potential economic gain. According to a recent report by KPMG [4] there is a total economic potential of approximately 630 million Euros that can be realized by digitalizing business processes for the SME's. This is equivalent to an average of 0.5 full years of work for each company. The potential comes from a total amount of 191 million business messages a year that can be digitalized. The digitalization of the messages will result in process related gains such as saving valuable time and using less money on stamps etc. Businesses will therefore save more money, the more messages they send (and receive). 

The report from KPMG [4] shows that the sum of the smallest SME’s is responsible for the largest part of transactional business messages. Therefore, enabling smaller SME's to conduct electronic business has the largest potential benefit. Reducing the barriers is therefore a very important driver for extending the infrastructure. 

The figure below also shows that the largest part of the invoices sent in Denmark is business-to-business (B2B) communication. This is a driver for creating an infrastructure that supports B2B messages as well as B2G.
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The mentioned drivers all motivate the establishment of a new infrastructure, which enables SME's to conduct electronic business and adds support for all business message types (instead of only considering invoices). 

3. THE SOLUTION

This section gives an overview of the proposed service oriented infrastructure and briefly describes the functionality seen from a user’s point of view.

3.1 Conceptual overview

The proposed architecture [2] is a message layer in a service oriented architecture (SOA) in which organizations make services available for others to use over the internet. The principles of the architecture are very similar to the principles of message oriented middleware solutions (MOM). The primary difference is that the infrastructure is built around components based on open standards. 

One example of a service could be a "receive invoice"-service which receives an invoice from another organization. However, the proposed architecture is not limited to invoices but supports all kinds of business messages. Furthermore it enables both B2B and B2G communication. The architecture is open so that everyone can use it to create their own extensions as needed. It is for instance possible for an industry sector to standardize a sector specific business message and to use the service oriented infrastructure to exchange this new business message.

The service oriented infrastructure requires two new components to be built. The first component is a shared registry used to expose the endpoints of the services provided by service providers. The second component is a profile of web service standards that support the business requirements. 

The shared addressing registry is a national government controlled service holding addressing information on all web services in the system. An organization offering a web service registers this addressing information in the shared addressing registry in order to make the web service available to others. Systems can then do a “behind the scenes” lookup in order to find the relevant information on the web service. When the information is found, a system can automatically use the web service to exchange an invoice or another business document depending on the service offered.
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The figure above shows the different services involved in the exchange of a business message.

The focus on an “open standards-based” infrastructure for exchanging business messages is an important element in the initiative. These standards specify how a business message should be sent and help ensure security and reliability of the business message transactions through a set of rules that everyone must follow. The standards will be grouped in profiles, and different profiles will support different business requirements. A profile that meets particular business requirements is a multilateral agreement that will be developed in an open and accountable manner in order to ensure widespread support and enhanced interoperability between all organizations using the infrastructure.

By using the open standards for document exchange and the common addressing of services, organizations can access each other’s web services in order to send business messages to each other. The intention of the proposed solution is to make the sending and receiving of business messages as easy as sending and receiving an email without compromising functionality, extendibility or security. Therefore most of the described functionality will be implemented in a software toolkit making it easy for systems developers to comply with the standards. 

The software toolkit will be available on an open source license in .Net and Java and includes support for building web services as well as registering and discovering them with the addressing service. A reference implementation of a message handler client will also be available for download. The purpose of the client is to provide a testing environment with a profile-compliant service. Third party software must be able to exchange business documents with the reference client in order to be interoperable with the service oriented infrastructure. Suppliers of business software may decide to bundle the reference client with their own software. However, they are responsible for supporting the software themselves.

3.2 How can the Service Oriented Infrastructure be used by business?

This section will address the setup of the service oriented infrastructure and show how a business can use the infrastructure for sending a business message.

The equipment needed in order to use the infrastructure is expected to be limited to a standard computer with an Internet connection, a public certificate
 and the client software which can be downloaded for free from the web. 

Before using the infrastructure a setup procedure must be completed. This setup, however, is limited to downloading and installing an e-business client and obtaining a certificate (if the company doesn't already have one), assuming that the company has a computer with an Internet connection.

An organization can be ready to send business messages to business partners after a simple setup procedure has been completed. The following example illustrates how a user would send an electronic invoice utilizing the free reference client provided by the ministry:

1) Create the invoice on the local system.

2) Open the reference client, which will display a list of outgoing messages.

3) Push the "Send"-button in the reference client.

4) Sign the outgoing messages (once for all messages).

After these simple steps, the system will carry out the following actions without user involvement:

1) Look up the recipient information based on an EAN-location number
 or a CVR-number.

2) Encrypt and sign the business message based on the open standards and the common rule set.

3) Send the message to the recipient.

4) Verify that the message has been received by the recipient.

Hereafter the recipient can read the invoice, which is automatically decrypted by the receiving reference client. The digital signature is also verified automatically.  Business messages with improper signatures are rejected and a negative receipt is sent to the sender.

4. Interoperability profile 

Businesses and public authorities must agree on a common set of rules for communicating in order to have an interoperable framework. Without a common set of rules, businesses could end up establishing propriety protocols for exchanging digital business documents, thus requiring each business to support several different protocols to communicate with several other companies.

4.1 The OIO Reliable Asynchronous Messaging Profile

The Ministry of Science, Technology and Innovation has taken the initiative to promote a common rule set to be used by both public authorities and private companies for exchanging business messages. This rule set is known as the OIO Reliable Asynchronous Messaging Profile (OIO-RAMP)
. Even though a rough draft of the interoperability profile has already been developed, the final edition will be developed in cooperation with the businesses. OIO-RAMP will be the first profile for the OIO Service Oriented Infrastructure, but it is possible to develop different profiles for other purposes as well.
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There are several requirements for OIO-RAMP. Businesses should be able to use both synchronous and asynchronous message exchange. Security requirement to authentication, confidentiality, integrity and non-repudiation must also be handled by the profile. Furthermore the profile should ensure message transmission reliability, and policies must exist for how to react in error situations. In this way businesses and public authorities can trust that their business message will reach the intended recipient (or return an error) without any information being disclosed to a third party.

4.2 Web Service standards

The basic Web Service standards SOAP and WSDL do not handle security or message transmission reliability. Open standards are therefore used to meet the requirements in these areas in the OIO-RAMP. 

OIO-RAMP is based on several upcoming OIO Service Oriented Infrastructure (OIOSI) models. Each model solves a set of interoperability requirements. The OIOSI models are based on existing Web Service standards that are tailored to the specific Danish requirements.

OIO-RAMP uses Web Services in accordance with the OIOSI Basic Profile which is a version of the WS-I Basic Profile 1.1 tailored to allow for other transportation protocols than HTTP, e.g. SMTP. Message level security including non-repudiation is provided in OIO-RAMP by using OIOSI message security profile 1.0 based on the OASIS WS-Security standard and OIOSI signature profile 1.0 based on OCES. Reliable messaging is provided by using OIOSI Reliable Messaging which is based on the OASIS WS-Reliable Messaging standard.

4.3 Reliable messaging

Reliable messaging ensures that the message delivery mechanism can be trusted to deliver a message to a recipient or return an error if the delivery is impossible. The protocol therefore guaranties that it is impossible to lose a message in transit without the sender being notified about it.

A set of preconditions must be met before the reliable messaging protocol can begin sending messages. The sender must have an endpoint reference for the recipient and the two parties must have agreed on a security context and a policy. After these conditions are met, the reliable messaging protocol can consist of the following basic steps:

· The sender creates a message with a unique conversation identifier. The message will explicitly request the recipient to acknowledge having received the message. 

· The sender sends the message.

· The recipient sends an acknowledgement for each received message. In the OIO Service Oriented Infrastructure, the recipient may sign the acknowledgement. Furthermore the acknowledgement may include the recipient's signature of the received message. The sender can use this signature to prove (with some probability) that the message was received by the recipient. This will make the message transport work in a way similar to a normal recommended letter. 

· If a message doesn't reach the recipient, the sender will miss an acknowledgement. This will make the sender resend the message after a specified amount of time. This resending procedure will continue until a positive acknowledgement is received or until a specified maximum number of retries have been used without success. An error will be returned to the sender if the sending is unsuccessful.

4.4 Security

The OIO Service Oriented Infrastructure provides several security mechanisms based on multiple encryption technologies. Asymmetric encryption is used in order to ensure end-to-end confidentiality, integrity, non-repudiation and authenticity.

A message is encrypted with the recipient's public key in order to ensure that only the intended recipient can access the data. A digital signature is created using the private key of the sender in order to ensure non-repudiation and make the recipient able to authenticate the sender. The authentication is based on certificates linking an identity to a public key. The digital signature also provides message integrity.

5. Service registry

The service registry is an addressing mechanism in which web services can be registered and looked up. The service registry is based on the OASIS standard for Universal Description, Discovery and Integration (UDDI). 

5.1 UDDI architecture 

UDDI is a registry service for web services in which service providers can register the services they offer and service consumers can discover the services. The UDDI can provide a web service endpoint for the consumer. The web service endpoint includes both information about the web service itself as well as information on how to access and use the web service. 

A national master UDDI will hold all web service endpoints offered by an organization. Web service endpoint lookups can be made in order to find and use a specific web service. When one organization has looked up an endpoint of another organization's web service, it holds all necessary information to call the web service directly in order to for instance send an invoice to the organization over the Internet. Endpoint lookups, however, will not be made on the national master UDDI itself. Instead the master UDDI will be replicated to one or more runtime UDDI instances. These local UDDI instances could for instance be placed with the ISP's or other replication partners. In a pilot phase one runtime UDDI registry will as default be provided in the infrastructure. 
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The diagram shows the one-way interaction between the UDDI Master and the local UDDI replicas. The local UDDI replicas are used for lookups only, while the national master UDDI is used for all other functionality as for instance endpoint registration. 

The replicated UDDI's cannot be modified by anything but the master UDDI. All changes to the addressing information are made to the national master UDDI through interfaces which is only exposed on the master UDDI. The local UDDI's are then updated through a standardized replication process supported by the UDDI standard. 

5.2 Functionality

The UDDI registry service holds functionality to register and activate services, and functionality to discover services. This section will address the main functionality of the registry service. 

5.2.1 Registration

Businesses or public authorities must register their web services with the service registry in order for others to find and use the service to send a business message. All registrations are done to the master UDDI and the registered information is copied to the replicas afterwards by the replication procedure. Registration can be done through a Web interface or by calling UDDI web services.

An example of a service to register could be a "Receive invoice service", which receives an invoice for the organization. Other organizations could then call the service with the invoice as payload in order to send the invoice.

The registration of a service requires two steps. First the organization itself must be registered with the UDDI. Secondly the web service must be registered with the organization in the UDDI.

When registering an organization in the UDDI the following steps are carried out:

1. The registrant logs in using his digital signature. The registrant's CVR-number will be looked up in the public certificate and relevant data from the CVR-registry will be prefilled in the registration.

2. The registrant calls a web service with all relevant registration information and with his own certificate. If the request is valid, the information will be added to the service registry.

After the organization has been registered, one or more web service endpoints can be registered with the organization through the following steps:

1. The registrant calls a web service to retrieve the UDDI key of the organization.

2. The registrant calls a web service with his own certificate and all relevant endpoint registration information including the public certificate of his organization (this certificate will be used by anyone calling the web service endpoint). If the request is valid, the web service endpoint will be registered in the service registry.

5.2.2 Activation

It is necessary to make sure that interfaces defined by a client are correct after a registration. Therefore a number of test requests are initiated from the national master UDDI. The test requests use dummy data and test certificates. The responses are verified by the master UDDI. The following is an example of the steps required in order to carry out a test:

1. Initiate test sequence

2. Perform sequence

3. Request test session report from the UDDI server

After the tests have been carried out successfully, the web service entry will be active in the UDDI, enabling lookups of the particular web service.

5.2.3 Endpoint lookup

An organization needs the endpoint of another organization's web service in order to send a business message to that organization. The purpose of the lookup mechanism is to provide this endpoint, based on the information of the business.

EAN location numbers and CVR-numbers are used to identify organizations, and based on one of these numbers it is possible to lookup web services from the specific organization through the UDDI replicas. 

The steps of an endpoint lookup procedure are shown here:

1. The user calls a lookup service from a UDDI replica with the EAN-number or CVR-number and information about the requested service. The service returns an identifier for the business registration and information about supported profiles (SMTP or HTTP).

2. Another lookup service is called in the UDDI replica, and the business registration identifier from the previous call is used as parameter. The call returns an identifier for the specific web service.

3. A third call is made to retrieve the endpoint information on the web service. The web service identifier from the previous call is used as a parameter. The service returns the endpoint information needed to access the web service.

After having retrieved the endpoint information, the user is now capable of using the web service directly.

5.3 Scalability and reliability

The local UDDI replica setup make the OIO Service Oriented Infrastructure easily scalable, since additional local UDDI replicas can be added as needed.

Additional functionality to increase scalability may be added. This could include, for example, a local caching of endpoints previously looked up by the user. The local cache will then be used, when a message should be sent to the same endpoint. Only if there is no cached endpoint or if the sending of the message using a cached endpoint results in an error, will a lookup to a UDDI replica be made. This functionality will decrease the load on the UDDI replicas and thus increase scalability.

Replication partners must address local scalability issues themselves, but they always have a choice of adding an additional UDDI replica, if performance degrades.

The existence of the local UDDI replicas also have a positive impact on the availability of the service registry (compared to a setup without the local registries). The national master UDDI doesn't constitute a single-point-of-failure anymore. If for some reason it becomes unavailable, users will still be able to use the infrastructure and send messages to each other by looking up information on the local UDDI replicas. Updates to the system will of course not be possible while the national master UDDI is unavailable, but this is considered a minor issue. If a local UDDI replica breaks down, a user can simply use another one.

5.4 Communication with the company credentials

It is necessary to have a unique identifier for each organization using the infrastructure in order to ensure the correct and secure transmission of business messages. The OIO Service Oriented Infrastructure will use both EAN-numbers and CVR-numbers for identifying organizations. 

All public authorities already have EAN location numbers and these will be used for communicating with the public sector. Many private companies, however, do not have an EAN location number yet, but they will be able to register using their CVR number. The use of CVR numbers will ease the locating of web services from business partners since their CVR numbers are often already known. It will be necessary to register an EAN number in order to do cross border trade with the infrastructure since EAN is a globally used standard.

When registering an EAN location number with the OIO Service Oriented Infrastructure a company will use its certificate for authentication and then register an endpoint in association with an EAN number bought from GS1
. The registration process will ensure that no duplicate EAN numbers exist. 

6. MessageHandler software toolkit and reference implementation

A software toolkit and a reference implementation will be developed in order to support software developers and system integrators in the use of the OIO Service Oriented Infrastructure.

The toolkit will enable software developers and system integrators to easily integrate their applications with the OIO Service Oriented Infrastructure and seamlessly exchange business messages.

The purpose of the reference implementation is to provide a complete testing environment with which system integrators can benchmark their own implementation of an OIO-RAMP compliant MessageHandler.

6.1 General description

The software toolkit will be developed simultaneously on the Java and the .Net platform employing an open source license. The license will allow software developers and system integrators to enhance the toolkit and develop commercial products with no restrictions and with no need to sign license agreements.

The purpose of the toolkit is to implement OIO-RAMP with all underlying standards and policies via a simple application programming interface (API). The API will hide the complexity of the underlying standards. 

6.2 Functionality

The toolkit provides functionality in 3 distinct areas:

1. Endpoint lookup: Given an identifier (i.e. an EAN-location number or a CVR-number) and a service identifier, the toolkit will seamlessly return endpoint information.

2. MessageHandler event loop: The MessageHandler event loop runs in two modes – a HTTP-mode and an SMTP-mode. In the HTTP-mode the MessageHandler acts as a simple web server awaiting incoming messages. In the SMTP-mode the MessageHandler polls an SMTP-server for incoming messages at regular intervals. The MessageHandler event loop implements policies concerning reception of messages, decryption and writing of log-files. The default writing of the log to a file can be overridden if the programmer for instance prefers to use a database.

3. Send outgoing messages: The MessageHandler event loop will poll a file folder (or a database if the default functionality is overridden) for outgoing messages. Outgoing messages will be queued and will be send once the user has signed the outgoing messages.

Preference files will control the default behavior of the MessageHandler.

6.3 Client reference implementation

A reference implementation of a MessageHandler client will be developed using the toolkit. The purpose of the reference implementation is to provide a complete testing environment with which system integrators can benchmark their own implementation of an OIO-RAMP compliant MessageHandler. The reference implementation will only display a rudimentary user-interface with a list of outgoing and incoming messages and their status.

The reference implementation may be bundled with other software systems by developers although the primary purpose of the client reference implementation is to provide system integrators with a testing environment. If system developers bundle their software with the reference implementation they are themselves obliged to support the software.

7. SUMMARY

The challenges of implementing service oriented infrastructure are as this paper shows huge. Implementing SOA – even in a single company, is by no means a trivial feat, but to add to that the complexity of business-to-business transactions, openness and security across different platforms on a national level is highly complex and unique. 

But the risk of not doing anything is that a lot of different ”product” implementations of SOA from different vendors will create a fragmented infrastructure. The consequence of this is lack of interoperability that means that a single company may have to implement support for different SOA architectures and infrastructures. The long term risk of this is a return to an infrastructure which is inflexible on a large scale and offering the same problems as before the advent of a standardized interoperable internet(work).  

So even if this is a complex issue the complexity is evenly matched by the pressing need for governments and companies alike to start looking at these issues on a broader scale, The e-business infrastructure available to a single country or region companies will in the future become a key parameter for the competitiveness of the industry in that country or region as a whole. Which is one of the reasons that the infrastructure and principles mentioned in this paper are part of the Danish government “globalization” strategy, which outlines the central elements of the infrastructure and that it should be available to all Danish companies in 2007.

Although this project is ambitious and contains a number of challenges we hope that with this paper we have shown the first basic building blocks for such an infrastructure and the business requirements surrounding it. The end goal is to provide Danish companies with a flexible and extensible infrastructure, which allows for companies and public sector institutions to ”plug in” services and components thereby allowing service oriented business on a secure, reliable and open infrastructure.
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� Universal Business Language is an international standard for business-to-business documents (catalogues, orders, invoices etc.) developed by OASIS (Organization for the Advancement of Structured Information Standards). See http://oasis-open.org.


� In Denmark SME's are companies with less than 100 employees.


� Certificates are used for digital signatures and encryption and they are essential for the security of the framework. If the business doesn't already have a certificate, it is easy to apply for one – and it is free.


� An EAN-location number is comparable to a phone number or a postal address. It is used to unambiguously identify a specific recipient.


� The OIO-RAMP profile is inspired by the IBM RAMP profile [11] and will be aligned with future WS-I profiles regarding reliability in asynchronous message patterns.


� GS1 – International standardization organization with a focus on commerce. See: http://www.gs1.com
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