Another way to control keys

Registry policy can restrict who may publish which keys. In its simplest form, it may be stated that only the publisher who owns the tModel which is the keyGenerator for a key partition may publish entries with keys from that partition. In fact, the statement can be even stricter than this. The publisher must own the tModel for the keyGenerator that is the direct generator of any key they use. 

For example, owning the keyGenerator “uddi:mammal.com:giraffe:keyGenerator” does not give a publisher the immediate right to use the key “uddi:mammal.com:giraffe:African:wild”; the publisher must first publish the keyGenerator tModel for “uddi:mammal.com:giraffe:African:keyGenerator” – note that this publisher is entitled to publish that keyGenerator, and thus acquire the right to publish the key they wanted, unless that keyGenerator has already been published. This is assuming that the registry is strictly enforcing the rules relating to key generation.

All that being said, the question arises as to how a publisher gets their first keyGenerator. The language that has been used to date is that a publisher “gets permission” to use a particular keyGenerator. Is this an out-of-band process? Or can we formalize it using UDDI’s APIs? There is a way we can formalize this process. What can be done is that another publisher (possibly a registry administrator) can publish the keyGenerator tModel, and then transfer ownership of that tModel to the publisher who wants it. So the publisher who owns the “uddi:mammal.com:keyGenerator” tModel can publish the “uddi:mammal.com:giraffe:keyGenerator” tModel – they are entitled to do so, and this publication does not violate the policy of the registry – it is a simple save_tModel call. Then they can transfer ownership of this tModel to the publisher who wants it, using the custody and ownership transfer API. Once the new publisher owns the keyGenerator tModel, they are entitled to publish entities with keys within the partition of that keyGenerator, including new keyGenerator tModels derived from it.

It is worth noting that once a publisher transfers a keyGenerator tModel to another publisher, they give up control over all keys derived from it. They are no longer entitled to publish keys from within its partition. Thus transferring a keyGenerator tModel to another publisher effectively makes a hole in the set of keys a publisher may publish. That’s quite deliberate: only one publisher, the one owning the keyGenerator tModel, can publish keys derived directly from that keyGenerator.

There is one minor point to clarify: it is quite likely that a registry will want to control the publication of domain key keyGenerator tModels. It seems appropriate that these may only be published by a publisher who is an administrator of the registry.

QUESTIONS:

1. Might a registry enact a policy that denies some publishers permission to transfer keyGenerator tModels to other publishers?

2. If a publisher has published one or more entities with keys derived from a keyGenerator prior to transferring ownership of that keyGenerator to another publisher, what limits are placed on the publisher’s actions? One assumes none, in that the publisher can legitimately modify or delete the existing entity. The only thing the publisher cannot do is create another entity (even as a child of this existing one) that uses a new key from the key partition of the transferred keyGenerator.

3. Do we need to formalize the concept of an administrative publisher, one who can publish domain key keyGenerator tModels?

