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» 1 Introduction

73 This specification defines a domain-specific policy assertion for reliable messaging for use with WS-Policy
74 [WS-Policy] and WS-ReliableMessaging [WS-RM]iHs-efter-a+equirementfortwo-Web-services-thatwish-
75 S URiCE do-so+ek i 5 o

76
77
78
79

cl

80
81
82
83

s« 1.1 Goals and Requirements
85 1.1.1 Requirements

ss 1.2 Notational Conventions

87 The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
88 NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described
89 in RFC 2119 [KEYWORDS].

90 This specification uses the following syntax to define normative outlines for messages:-

91 « The syntax appears as an XML instance, but values in italics indicate data types instead of values.

92 » Characters are appended to elements and attributes to indicate cardinality:

93 o "?™@or1)

94 o "" (0 or more)

95 o "+"(1 or more)

96 » The character "|" is used to indicate a choice between alternatives.

97 * The characters "[" and "]" are used to indicate that contained items are to be treated as a group

98 with respect to cardinality or choice.

99 * Anellipsis (i.e. "...") indicates a point of extensibility that allows other child, or attribute, content.
100 Additional children elements-and/or attributes MAY be added at the indicated extension points but
101 MUST NOT contradict the semantics of the parent and/or owner, respectively. If an extension is
102 not recognized it SHOULD be ignored.

103 « XML namespace prefixes (See Section Namespace) are used to indicate the namespace of the
104 element being defined.
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105 1.3 Namespace
106 The XML namespace [XML-ns] URI that MUST be used by implementations of this specification is:-

107 http://docs.oasis-open.org/ws-rx/wsrmp/200510+m/200510+/

108 Table 1 lists the XML namespaces that are used in this specification. The choice of any namespace prefix
109 is arbitrary and not semantically significant.

110 The following namespaces are used in this document:

111 Table 1
| wsp http://schemas.xmlsoap.org/ws/2004/09/policy [WS-Policy]
\ wsrm http://docs.oasis-open.org/ws-rx/wsrmp/200510 This specification.
| Prefix Namespaee
‘ s_ AN 2 2000 fau=~ ul
ITTTH . WWWeWJ . UlLY \YAYA) T O UM 1T = LT UPT
‘ S&ﬂ__ httb/- a\,hculaa . llllD G.b/- J_\j =] G.b/ 1T Cl bJC
‘ Lt | 2 20NAC 1 N
WO LTITT J.J.L,L,J:J- A3 T e O Lo J_\JCLL- J_\j WO LTIT \YAv EEavy
‘ WS'a' htty- D\_/hCLIICAD- llllD CALJ- J_\j WD 6004 08 QddLCDDJ’_ll\j
TS ol 4 20NA /N1 4 20N AN
WO D ITT T A3 AT Lo T O | AT ¥ 9 1 W oo U AV Lo T O AYAYEr SV W oo
Py = 1 N pu|
WwWo o CTT T TV (Sl - T L o U" [SAw S
2 Q=N
e HSekema

120 1.4 Compliance

121 An implementation is not compliant with this specification if it fails to satisfy one or more of the MUST or
122 REQUIRED level requirements defined herein. A SOAP Node MUST NOT use the XML namespace

123 identifier for this specification (listed in Section Namespace) within SOAP Envelopes unless it is compliant
124 with this specification.

125 Normative text within this specification takes precedence over normative outlines, which in turn take
126 precedence over the XML Schema [XML-Schema Part1, XML-Schema Part2] descriptionsAn-

ha M
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2 RM Policy Assertions

WS-Policy Framework [WS-Policy] and WS-Policy Attachment [WS-PolicyAttachment] collectively define

a framework., model and grammar for expressing the requirements, and general characteristics of entities
in an XML Web services-based system. To enable an RM Destination and an RM Source to describe their
requirements for a given Sequence, this specification defines a single RM policy assertion that leverages
the WS-Policy framework.

2.1 Assertion Model

The RM policy assertion indicates that the RM Source and RM Destination MUST use WS-
ReliableMessaging [WS-RM] to ensure reliable delivery of messages. Specifically, the WS-
ReliableMessaging protocol determines invariants maintained by the reliable messaging endpoints and
the directives used to track and manage the delivery of a Sequence of messages.

The assertion defines a maximum message number parameter that the RM Destination MAY include to
indicate the maximum message number the RM Destination will accept. This is useful for RM Destinations
that may be running in constrained environments that can not accept values as large as the default value
of a maximum unsigned long.

Finally, this assertion defines an acknowledgement interval parameter that the RM Destination MAY
include. Per WS-ReliableMessaging [WS-RM], acknowledgements are sent on return messages or sent
stand-alone. If a return message is not available to send an acknowledgement, an RM Destination MAY
wait for up to the acknowledgement interval before sending a stand-alone acknowledgement. If there are
no unacknowledged messages, the RM Destination MAY choose not to send an acknowledgement. This
parameter does not alter the formulation of messages or acknowledgements as transmitted; it does not
alter the meaning of the wsrm:AckRequested directive. Its purpose is to communicate the timing of
acknowledgements so that the RM Source may tune appropriately.

The RM assertion parameters do not affect the messages which are sent on the wire.

2.2 Normative Outline

The normative outline for the RM version assertion is:

<wsrmp:RMAssertion [wsp:Optional="true"]? ... >
<wsrmp:AcknowledgementInterval Milliseconds="xs:unsignedLong" ... /> ?

<wsrmp :MaxMessageNumber Number="xs:unsignedlong" ... /> ?

</wsrmp:RMAssertion>

The following describes additional, normative constraints on the outline listed above:

/wsrmp:RMAssertion
A policy assertion that specifies that WS-ReliableMessaging [WS-RM] protocol MUST be used for
a Sequence.

/wsrmp:RMAssertion/@wsp:Optional="true"

Per WS-Policy [WS-Policy], this is compact notation for two policy alternatives, one with and one
without the assertion. The intuition is that the behavior indicated by the assertion is optional, or in
this case, that WS-ReliableMessaging MAY be used.

/wsrmp:RMAssertion/wsrm:Acknowledgementinterval
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A parameter that specifies the duration after which the RM Destination will transmit an
acknowledgement. If omitted, there is no implied value.

/wsrmp:RMAssertion/wsrm:AcknowledgementInterval/@Milliseconds
The acknowledgement interval, specified in milliseconds.

/wsrmp:RMAssertion/wsrm:MaxMessageNumber

A parameter that specifies the maximum message number that the RM Destination will accept. If
omitted, the default value of the maximum unsigned long will be assumed.

/wsrmp:RMAssertion/wsrm:MaxMessageNumber/@Number
The maximum message number.

2.3 Assertion Attachment

Because the RM policy assertion indicates endpoint behavior over an RM Sequence, the assertion has
Endpoint Policy Subject [WS-PolicyAttachment].

WS-PolicyAttachment defines three WSDL [WSDL 1.1] policy attachment points with Endpoint Policy
Subject:

. wsdl:portType — A policy expression containing the RM policy assertion MUST NOT be attached to

a wsdl:portType; the RM policy assertion specifies a concrete behavior whereas the wsdl:portType is an
abstract construct.

. wsdl:binding — A policy expression containing the RM policy assertion SHOULD be attached to a
wsdl:binding.
. wsdl:port — A policy expression containing the RM policy assertion MAY be attached to a wsdl:port.

If the RM policy assertion appears in a policy expression attached to both a wsdl:port and its
corresponding wsdl:binding, the parameters in the former MUST be used and the latter ignored.

2.4 Assertion Example
Table 2 lists an example use of the RM policy assertion.
Table 2: Example policy with RM policy assertion

(01)<wsdl:definitions
(02) targetNamespace="example.com"

(03) xmlns:tns="example.com"

(04) xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"

(05) xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy"

(06) xmlns:wsrmp="http://docs.ocasis-open.org/ws-rx/wsrmp/200510"
(07) xmlns:wsu="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-
wss-wssecurity-utility-1.0.xsd">

(08)

(09) <wsp:UsingPolicy wsdl:required="true" />

(10)

(11) <wsp:Policy wsu:Id="MyPolicy" >

(12) <wsrmp:RMAssertion>

(13) <wsrmp:AcknowledgementInterval Milliseconds="200" />
(14) </wsrmp:RMAssertion>

(15) <!-- omitted assertions -->

(16) </wsp:Policy>

(17)

(18) <'-- omitted elements -->

wsrmp-1.1-spec-cd-02 13 January 2006
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215 (19)

216 20) <wsdl:binding name="MyBinding" type="tns:MyPortType" >
217 (21) <wsp:PolicyReference URI="#MyPolicy" />

218 22 <!-- omitted elements -->

219 (23) </wsdl:binding>

220 (24)

221 (25)</wsdl:definitions>

222

223 Lines (11-16) are a policy expression that includes a RM policy assertion (Lines 12-14) to indicate that
224 WS-ReliableMessaging [WS-RM] must be used. Line (13) indicates the RM Destination may buffer

225 acknowledgements for up to two-tenths of a second.

226
227
228

229
230
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Reliable Messaging Protocol

Establish Protocol Preconditions

CreateSequence()

CreateSequenceResponse( Identifier = http://fabrikam123.com/abc )

Sequence( Identifier = http://fabrikam123.com/abc, MessageNumber = 1)

Sequence( ldentifier = http://fabrikam123.com/abc, MessageNumber = 2) > X
»

Sequence( Identifier = http://fabrikam123.com/abc, MessageNumber = 3, LastMessage )

SequenceAcknowledgement ( Identifier = http://fabrikam123.com/abc,
AcknowledgementRange = 1,3 )

SequenceAcknowledgement ( Identifier = http://fabrikam123.com/abc,
AcknowledgementRange = 1...3)

TerminateSequence ( ldentifier = http://fabrikam123.com/abc )

Sequence( Identifier = http://fabrikam123.com/abc, MessageNumber = 2, AckRequested )
L]
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6 Security Considerations
Itis strongly RECOMMENDED that policies and assertions be signed to prevent tamperingrecemmended-

Itis RECOMMENED that policies SHOULD NOT be accepted unless they are signed and have an
associated security token to specify the signer has proper claims for the given policy. That is. a relyin

party shouldn't rely on a policy unless the policy is signed and presented with sufficient claims to pass the
relyin

It should be noted that the mechanisms described in this document could be secured as part of a SOAP.
message using WS-Security [WSS] or embedded within other objects using object-specific security

mechanisms.i
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D. Box, et al, "Web Services Policy Framework (WS-Policy)," September 2004.

-[WS-PolicyAttachment]
D. Box, et al, "Web Services Policy Attachment (WS-PolicyAttachment)," September 2004.

[WSDL 1.1SecurityPoliey]

W3C Note, "Web Serwces DeSCI‘IQtIOH Language (WSDL 1. 1)," 15 March 20016&—PBella-Libra—"Web-

[XML-fSeeureConversation]
W3C Recommendation, "Extensible Markup Language (XML) 1.0 (Second Edition)", October 2000.

[XML-ns]

W3C Recommendation, "Namespaces in XML," 14 January 1999.

[XML-Schema Part1]
W3C Recommendation, "XML Schema Part 1: Structures." 2 May 2001.

[XML-Schema Part2]
W3C Recommendation, "XML Schema Part 2: Datatypes," 2 May 2001.

7.3 Non Normative
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http://www.w3.org/TR/xmlschema-2/
http://www.w3.org/TR/xmlschema-1/
http://www.w3.org/TR/1999/REC-xml-names-19990114/
http://www.w3.org/TR/2000/REC-xml-20001006
http://www.w3.org/TR/2001/NOTE-wsdl-20010315
http://schemas.xmlsoap.org/ws/2004/09/policy/
http://schemas.xmlsoap.org/ws/2004/09/policy/

1035 Appendix - Schema
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1091
1092
1093
1094
1095
1096
1097
1098
1099
1100
1101
1102
1103
1104
1105
1106
1107
1108
1109
1110
1111
1112
1113
1114
1115
1116
1117
1118
1119
1120
1121
1122
1123
1124
1125
1126
1127
1128
1129
1130
1131
1132
1133
1134
1135
1136
1137
1138
1139
1140
1141
1142
1143
1144
1145
1146
1147
1148
1149
1150
1151
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1162
1153
1154
1155
1156
1157
1158
1159
1160
1161
1162
1163
1164
1165
1166
1167
1168
1169
1170
1171
1172
1173
1174
1175
1176
1177
1178
1179
1180
1181
1182
1183
1184
1185
1186
1187
1188
1189
1190
1191
1192
1193
1194
1195
1196
1197
1198
1199
1200
1201
1202
1203
1204
1205
1206
1207
1208
1209
1210
1211
1212
1213
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1214
1215
1216
1217
1218
1219
1220
1221
1222
1223
1224
1225
1226
1227
1228
1229
1230
1231
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22 Appendix B.Message Examples

wsrmp-1.1-spec-cd-02 13 January 2006
Copyright © OASIS Open 2006. All Rights Reserved. Page 36 of 51



1234 €Create-Sequence

1235
1236
1237
1238
1239
1240
1241
1242
1243
1244
1245
1246
1247
1248
1249
1250
1251
1252
1253
1254
1255
1256
1257

1259
1260
1261
1262
1263
1264
1265
1266
1267
1268
1269
1270
1271
1272
1273
1274
1275
1276
1277
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1279
1280
1281

1282

1283
1284
1285
1286
1287
1288
1289
1290
1291
1292
1293
1294
1295
1296
1297
1298
1299
1300
1301
1302
1303
1304

1305

1306
1307
1308
1309
1310
1311
1312
1313
1314
1315
1316
1317
1318
1319
1320
1321
1322
1323
1324
1325
1326
1327

1328

1329
1330
1331
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1332
1333
1334
1335
1336
1337
1338
1339
1340
1341
1342
1343
1344
1345
1346
1347
1348
1349
1350
1351
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1379
1380

1381
1382
1383
1384
1385
1386
1387
1388
1389
1390
1391
1392
1393
1394
1395
1396
1397
1398
1399
1400
1401
1402
1403
1404
1405
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1454

1455
1456

1457

1458
1459
1460
1461
1462
1463
1464
1465
1466
1467
1468
1469
1470
1471
1472
1473
1474
1475
1476
1477
1478
1479
1480
1481
1482
1483
1484
1485
1486
1487
1488
1489
1490
1491
1492
1493
1494
1495
1496
1497
1498
1499
1500
1501
1502
1503
1504
1505
1506
1507
1508
1509
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1510 <fwedlidefinitions>—
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139 B. XML Schema

1540 A normative copy of the XML Schema [XML-Schema Part1, XML-Schema Part?] description for this
1541 specification may be retrieved from the following address:

1542 http://docs.oasis-open.org/ws-rx/wsrmp/200510/wsrmp-1.1-schema-200510.xsd

1543 The following copy is provided for reference.

1544 <?xml version="1.0" encoding="UTF-8"?>

1545 <!--

1546 OASIS takes no position regarding the validity or scope of any

1547 intellectual property or other rights that might be claimed to pertain to

1548 the implementation or use of the technology described in this document or

1549 the extent to which any license under such rights might or might not be

1550 available; neither does it represent that it has made any effort to

1551 identify any such rights. Information on OASIS's procedures with respect

1552 to rights in OASIS specifications can be found at the OASIS website.

1553 Copies of claims of rights made available for publication and any

1554 assurances of licenses to be made available, or the result of an attempt

1555 made to obtain a general license or permission for the use of such

1556 proprietary rights by implementors or users of this specification, can be

1557 obtained from the OASIS Executive Director.

1558 OASIS invites any interested party to bring to its attention any

1559 copyrights, patents or patent applications, or other proprietary rights

1560 which may cover technology that may be required to implement this

1561 specification. Please address the information to the OASIS Executive

1562 Director.

1563 Copyright A© OASIS Open 2002-2006. All Rights Reserved.

1564 This document and translations of it may be copied and furnished to

1565 others, and derivative works that comment on or otherwise explain it or

1566 assist in its implementation may be prepared, copied, published and

1567 distributed, in whole or in part, without restriction of any kind,

1568 provided that the above copyright notice and this paragraph are included

1569 on all such copies and derivative works. However, this document itself

1570 does not be modified in any way, such as by removing the copyright notice

1571 or references to OASIS, except as needed for the purpose of developing

1572 OASIS specifications, in which case the procedures for copyrights defined

1573 in the OASIS Intellectual Property Rights document must be followed, or

1574 as required to translate it into languages other than English.

1575 The limited permissions granted above are perpetual and will not be

1576 revoked by OASIS or its successors or assigns.

1577 This document and the information contained herein is provided on an

1578 8€xAS ISA€[| basis and OASIS DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED,

1579 INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION

1580 HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF

1581 MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

1583 <xs:schema xmlns:tns="http://docs.ocasis-open.org/ws-rx/wsrmp/200510"

1584 xmlns:xs="http://www.w3.0rg/2001/XMLSchema"

1585 targetNamespace="http://docs.ocasis-open.org/ws-rx/wsrmp/200510"

1586 elementFormDefault="qualified" attributeFormDefault="unqualified">

1587 <xs:element name="RMAssertion'>

1588 <xs:complexType>

1589 <xs:sequence>

1590 <xs:element

1591 name="AcknowledgementInterval" minOccurs="0">

1592 <xs:complexType>

1593 <xs:attribute

1594 name="Milliseconds" type="xs:unsignedlLong" use="required"/>
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1595
1596
1597
1598
1599
1600
1601
1602
1603
1604
1605
1606
1607
1608
1609
1610
1611
1612
1613
1614
1615

<xs:anyAttribute

namespace="##any" processContents="lax"/>

</xs:complexType>
</xs:element>

<xs:element name="MaxMessageNumber"

minOccurs="0">
<xs:complexType>

<xs:attribute

name="Number" type="xs:unsignedLong" use="required"/>

<xs:anyAttribute

namespace="##any" processContents="lax"/>
</xs:complexType>
</xs:element>
<xs:any namespace="##other"
processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:anyAttribute namespace="##any"

processContents="lax"/>
</xs:complexType>
</xs:element>
</xs:schema>
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1622 rights in OASIS specifications can be found at the OASIS website. Copies of claims of rights made

1623 available for publication and any assurances of licenses to be made available, or the result of an attempt
1624 made to obtain a general license or permission for the use of such proprietary rights by implementors or
1625 users of this specification, can be obtained from the OASIS Executive Director.
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1650 This document and the information contained herein is provided on an "AS IS" basis and OASIS

1651 DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY
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