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Abstract

This document describes a scenario for testing interoperation of implementations of

Secure WS-ReliableMessaging.
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1. Notations and Terminology

1.1 Notational Conventions

The keywords “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”,

“SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in RFC2119. Namespace URI of the general form “some-URI” represents some application dependent or context-dependent URI as defined in RFC2396.

1.2 Namespaces

The following namespaces are used in this document:

	Prefix
	Namespace URI

	ds
	http://www.w3.org/2000/09/xmldsig#

	soap
	http://schemas.xmlsoap.org/soap/envelope/

	wsa
	http://schemas.xmlsoap.org/ws/2004/08/addressing

	wsp
	http://schemas.xmlsoap.org/ws/2004/09/policy

	wst
	http://schemas.xmlsoap.org/ws/2005/02/trust

	wsrm
	http://schemas.xmlsoap.org/ws/2005/02/rm

	wsc
	http://schemas.xmlsoap.org/ws/2005/02/sc

	wsse
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd

	wsse11
	http://docs.oasis-open.org/wss/2005/xx/oasis-2005xx-wss-wssecurity-secext-1.1.xsd

	wsu
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd

	xenc
	http://www.w3.org/2001/04/xmlenc#


References to token types use URIs per the following table:

	Token Type 
	URI

	X509 Certificate
	http://docs.oasis-open.org/wss/2004/01/oasis- X509v3200401-wss-x509-token-profile-1.0#

	Security Context Token
	http://schemas.xmlsoap.org/ws/2005/02/sc/sct

	Derived Key Token
	http://schemas.xmlsoap.org/ws/2005/02/sc/dk


2. Introduction

This document contains a Secure RM One Way scenario to test the composition between RM and Secure Conversation/Trust

Scenario has two participants, an RM Source (CLIENT) and RM Destination (SERVICE). ReliableMessaging (RM) session between CLIENT and SERVICE is secured with a security context token, per WS-SecureConversation, which guarantees the integrity and confidentiality of messages in the RM Sequence. A security context token is established prior to the CreateSequence exchange between CLIENT and SERVICE by sending a RequestSecurityToken message and a RequestSecurityTokenResponse in the corresponding response message. The RM Sequence is created using a CreateSequence message followed by a CreateSequenceResponse on the corresponding response message. The created Sequence is scoped to the Security Context Token by passing a SecurityTokenReference as an argument to the CreateSequence. 

Details for each step are provided below. 

All three scenarios use SOAP1.1 and HTTP.
2.1 General Statements

Scenario one uses various cryptographic operations. The algorithms used are as follows:
	Type
	Algorithm Identifier

	Digest
	http://www.w3.org/2000/09/xmldsig#sha1

	Canonicalization
	http://www.w3.org/2001/10/xml-exc-c14n#

	Integrity (Public Key)
	http://www.w3.org/2000/09/xmldsig#rsa-sha1

	Confidentiality (Public Key)
	http://www.w3.org/2001/04/xmlenc#rsa-1_5

	Integrity (Secret Key)
	http://www.w3.org/2000/09/xmldsig#hmac-sha1

	Confidentiality (Secret Key)
	http://www.w3.org/2001/04/xmlenc#aes128-cbc

	Confidentiality for keys (Secret Key)
	http://www.w3.org/2001/04/xmlenc#kw-aes128


The example messages show the required XML elements and attributes and their content for each message with the following exceptions:

Namespace prefixes are examples only. Actual messages may use different namespace prefixes.

Values for the wsu:Id attribute, the Id attribute on ds:KeyInfo and xenc:EncryptedKey elements are examples only. Actual messages may use different values for these attributes provided they also use the corresponding value in references to those attributes from the URI attribute on wsse:Reference, ds:Reference, xenc:DataReference elements and the content of wsse:KeyIdentifier elements.

Values for the content of ds:DigestValue, wst:BinarySecret, ds:SignatureValue, wsa:MessageID, wsa:RelatesTo, wsa:To, wsse:KeyIdentifier, wsc:Nonce, wsu:Created, wsu:Expires, wsc:Identifier, wsrm:Identifier, wsrm:Expires, wsrm:MessageNumber and xenc:CipherValue elements along with Upper and Lower attributes on wsrm:AcknowledgementRange elements are examples only. Actual messages will use different values for the content of these elements and attributes.

Any whitespace appearing as element content may differ from that shown in example messages.
3. Secure RM One-Way

CLIENT and SERVICE establish Security Context Token(SCT). CLIENT requests creation of RM Sequence using CreateSequence, secured to the SCT and scoping the Sequence to the SCT. SERVICE creates Sequence, scopes it to the SCT referenced by the STR argument in the CreateSequence and responds with CreateSequenceResponse message. CLIENT sends 3 Ping messages, receives SequenceAcknowledgements and terminates the Sequence. Application messages, SequenceAcknowledgements and TerminateSequence message are secured using abovementioned SCT. 
CLIENT is assumed to already have in its possession X509 certificate for SERVICE. How this certificate was exchanged is outside the scope of this scenario.

3.1 Message Exchange

CLIENT and SERVICE perform the following message exchange:

1. CLIENT sends a wst:RequestSecurityToken message to SERVICE per WS-Trust requesting that SERVICE issue a Security Context Token, per WS-SecureConversation. The message will be signed and encrypted using the SERVICE's public key.

2. SERVICE responds with a wst:RequestSecurityTokenResponse message per WSTrust containing a Security Context Token per WS-SecureConversation. The returned Security Context token will be used to secure subsequent messages exchanged by CLIENT and SERVICE. The message will be signed and encrypted using with CLIENT's public key.

3. CLIENT sends a wsrm:CreateSequence message to SERVICE, including a wsse:SecurityContextReference argument referencing the Security Context Token returned in step #2. CreateSequence message is signed and encrypted using Security Context Token established in steps 1&2.

4. SERVICE responds with a CreateSequenceResponse message correlated using the mechanisms from WS-Addressing. The response message is signed and encrypted using the Secure Context Token established in step #2.
Messages protection, SERVICE authentication and security correlation in steps 1 & 2 are provided by using a public key owned by SERVICE and mechanisms specific to WS-Security. CLIENT authentication is provided by signing the message with a CLIENT’s public key.

5. CLIENT sends three test application Ping Messages to the SERVICE. Ping Messages are signed and encrypted using Security Context Token established in steps #2.

6. SERVICE sends SequenceAcknowledgement message(s) to CLIENT. The exact flow of acknowledgements may vary between implementations. Messages are signed/encrypted using SCT established in step #2.
7. CLIENT sends TerminateSequence. Message is signed and encrypted using SCT established in step #2.

8. CLIENT sends RST/SCT-Cancel message to request cancellation of the SCT established in step #2. SERVICE cancels the SCT and sends back RSTR/SCT-Cancel message to confirm cancellation.
Insert graphic (still working on this)
3.2 RequestSecurityToken Message Structure

CLIENT sends a RequestSecurityToken message to SERVICE. Message is sent following one-way soap over http binding. SERVICE validates the signature, decrypts the message and verifies that the security context has the correct identifier and has Timestamps have not expired. 
Message Headers

The message headers consist of a wsa:Action with a value of  http://schemas.xmlsoap.org/ws/2005/02/trust/RST/SCT, a wsa:To, a wsa:MessageID, a wsa:ReplyTo and a wsse:Security header

Message Body

The encrypted content of the message body consists of a wst:RequestSecurityToken element with wst:TokenType, wst:RequestType and wst:Entropy children. This request is for a Security Context Token to be issued. The wst:Entropy element has a wst:BinarySecret child containing 128 bits of raw key material encoded as base64. This key material forms part of the key, Sx, that is associated with the issued Security Context Token.
Signature and Encryption

Addressing headers and the Body element of the message are signed using the private key corresponding to the CLIENT’s X509 public key. The Body element of the RequestSecurityToken message and the Signature element are encrypted for the SERVICE using a generated random key K wrapped with a public key of the SERVICE’s X509 certificate inside EncryptedKey element. Signature occurs before encryption.

Security Header

The security header of the RequestSecurityToken message contains wsu:Timestamp, wsse:BinarySecurityToken , xenc:EncryptedKey element, xenc:EncryptedData with encrypted ds:Signature element. The wsu:Timestamp element has wsu:Created and wsu:Expires children. The wsse:BinarySecurityToken element contains the X509v3 token for CLIENT and has a ValueType attribute whose value is 

http://docs.oasisopen. org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3 and an EncodingType attribute whose value is
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary.
The xenc:EncryptedData contains encrypted ds:Signature element with a signature over all the WS-Addressing headers present, the wsu:Timestamp element and the message body based on the private key of CLIENT.

The xenc:EncryptedKey element contains a raw 128-bit key, K, encrypted using the public key for SERVICE, and an xenc:ReferenceList containing pointers to the EncryptedData inside the element indicates that the message body has been encrypted with K.
Message Example

<soap:Envelope

xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/'

xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd'

xmlns:wst='http://schemas.xmlsoap.org/ws/2005/02/trust'

xmlns:wsc='http://schemas.xmlsoap.org/ws/2005/02/sc'

xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wsswssecurity-utility-1.0.xsd'

xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing'

xmlns:wsrm='http://schemas.xmlsoap.org/ws/2005/02/rm'

xmlns:xenc='http://www.w3.org/2001/04/xmlenc#'

xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

<soap:Header>

<wsa:MessageID wsu:Id='msgid' >

http://Fabrikam.com/guid/0baaf88d-483b-4ecf-a6d8-a7c2eb546817

</wsa:MessageID>

<wsa:To wsu:Id='to' >http://fabrikam.com/serviceB/123</wsa:To>

<wsa:Action wsu:Id='action' >

 http://schemas.xmlsoap.org/ws/2005/02/trust/RST/SCT </wsa:Action>

<wsa:ReplyTo wsu:Id='replyto' >

<wsa:Address>

http://fabrikam.com/Client

</wsa:Address>

</wsa:ReplyTo>

<wsse:Security>

<wsu:Timestamp wsu:Id='timestamp' >

<wsu:Created>2004-06-17T18:41:14Z</wsu:Created>

<wsu:Expires>2004-06-17T18:46:14Z</wsu:Expires>

</wsu:Timestamp>

<!-- BEGIN: X509 certificate for CLIENT -->

<wsse:BinarySecurityToken wsu:Id='Me'

ValueType='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-

token-profile-1.0#X509v3'

EncodingType='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary'>

V7Xvvx ......WGfXhjeviiAsA==

</wsse:BinarySecurityToken>

<!-- END: X509 certificate for CLIENT -->

<!-- BEGIN: 128-bit key K encrypted using public key of SERVICE --

>

<xenc:EncryptedKey Id='K' >

<xenc:EncryptionMethod

Algorithm=' http://www.w3.org/2001/04/xmlenc#rsa-1_5' />

<ds:KeyInfo>

<!-- BEGIN: Reference to X509 certificate for SERVICE -->

<wsse:SecurityTokenReference>

<wsse:KeyIdentifier

ValueType='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509SubjectKeyIdentifier'

EncodingType='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary' >

4rq1TGFRUPUjzrkJ09UQQQ==

</wsse:KeyIdentifier>

</wsse:SecurityTokenReference>

<!-- END: Reference to X509 certificate for SERVICE -->

</ds:KeyInfo>

<xenc:CipherData>

<xenc:CipherValue>

WdibbBitnC4x0wROs3fkqQ==

</xenc:CipherValue>

</xenc:CipherData>
<!-- BEGIN: Reference list for items encrypted with K -->

<xenc:ReferenceList>

<xenc:DataReference URI='#BodyContent' />

<xenc:DataReference URI='#SignatureElement' />

</xenc:ReferenceList>

<!-- END: Reference list for items encrypted with K -->

</xenc:EncryptedKey>

<!-- END: 128-bit key K encrypted using public key of SERVICE -->

<!-- BEGIN: Signature element encrypted with K -->

<xenc:EncryptedData Id='SignatureElement'

xmlns:xenc='http://www.w3.org/2001/04/xmlenc#'

Type='http://www.w3.org/2001/04/xmlenc#Element' >

<!-- Commented out is unencrypted form of the Signature element

over the message body,

wsa: headers and timestamp using private key of CLIENT

<ds:Signature>

<ds:SignedInfo>

<ds:CanonicalizationMethod

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

<ds:SignatureMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#rsa-sha1' />

<ds:Reference URI='#msgid' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>qTPI5bC+HGcUG6j83wjDAQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#to' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Y87Uxv6h5wNaQxQXImEySQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#action' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#replyto' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#from' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>BS87O3ZSGBzfkth6attmcQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#timestamp' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>p89RQXAzHNOIGZl5gjpnJQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#Body' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>hBKXo1+XDIIdLRt1++7CTQ==</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>

21u8QnwVaagEoeA2Dh+VAg==

</ds:SignatureValue>

<ds:KeyInfo>

<!-- BEGIN: Reference to X509 certificate for CLIENT -->

<wsse:SecurityTokenReference>

<wsse:Reference URI='#Me'

ValueType='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wssx509-

token-profile-1.0#X509v3' />

</wsse:SecurityTokenReference>

<!-- END: Reference to X509 certificate for CLIENT -->

</ds:KeyInfo>

</ds:Signature>

END of unencrypted form of the Signature element with

Signature over the message body, wsa: headers and timestamp -->

<xenc:EncryptionMethod

Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

<xenc:CipherData>

<xenc:CipherValue>

...

</xenc:CipherValue>

</xenc:CipherData>

</xenc:EncryptedData>

<!-- END: Signature element encrypted with K -->

</wsse:Security>

</soap:Header>

<soap:Body wsu:Id='body' >

<!-- Message body is actually encrypted with K.

The unencrypted form of the following is:

<wst:RequestSecurityToken>

<wst:TokenType>

http://schemas.xmlsoap.org/ws/2005/02/sc/sct

</wst:TokenType>

<wst:RequestType>

http://schemas.xmlsoap.org/ws/2005/02/trust/Issue

</wst:RequestType>

<wsp:AppliesTo
       xmlns:wsp='http://schemas.xmlsoap.org/ws/2004/09/policy' >
    <wsa:EndpointReference>
     <wsa:Address>http://fabrikam.com/serviceB/123</wsa:Address>
    </wsa:EndpointReference>
</wsp:AppliesTo>
<wst:Entropy>

<wst:BinarySecret Type='http://schemas.xmlsoap.org/ws/2005/02/trust/Nonce'>nQUYxn7fQaQJkzMZHJIzjA==</wst:BinarySecret>

</wst:Entropy>
<wst:KeySize>128</wst:KeySize>
</wst:RequestSecurityToken>
-->

<xenc:EncryptedData Id='BodyContent'

xmlns:xenc='http://www.w3.org/2001/04/xmlenc#'

Type='http://www.w3.org/2001/03/xmlenc#Content' >

<xenc:EncryptionMethod

Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

<xenc:CipherData>

<xenc:CipherValue>

K7ywZyhoZzG0uOg20aXztLqnM1xaHBx3e92OMSjioqv9ZIhF0o0CRAGdfaH9r9EcgTj

qLObP8A6gOOtK2jYJ0hY8OGwdreEtpe5avJ96ecsMcq/v+HXFLnR5pZmht2rLk6uKwX

dk/tRXvIf3dDNvJb8g

</xenc:CipherValue>

</xenc:CipherData>

</xenc:EncryptedData>

</soap:Body>

</soap:Envelope>

3.3 RequestSecurityTokenResponse Message Structure

SERVICE responds with a RequestSecurityTokenResponse message to CLIENT. Message is sent following one-way soap over http binding. CLIENT validates the signature, decrypts the message and verifies that the security context has the correct identifier and has Timestamps have not expired. 

Message Headers

The message headers consist of a wsa:Action with a value of  http://schemas.xmlsoap.org/ws/2005/02/trust/RSTR/SCT, a wsa:To, an optional wsa:MessageID, a wsa:RelatesTo reffering to the MessageID of the RequestSecurityToken request described in 3.2 and a wsse:Security header.

Message Body

The wst:RequestSecurityTokenResponse element has wst:RequestedSecurityToken, wst:TokenType, wst:Entropy, wst:RequestedProofToken and wst:Lifetime children. The wst:RequestedSecurityToken element contains a wsc:SecurityContextToken which in turn contains a wsc:Identifier. The wst:TokenType element indicates that the returned token is a Security Context Token per WS-SecureConversation. The wst:Entropy element has a wst:BinarySecret child containing raw128 bits of key material for encoded as base 64. This key material forms part of the key, Sx, that is associated with the issued Security Context Token. The wst:RequestedProofToken element contains a wst:ComputedKey element that indicates the http://schemas.xmlsoap.org/ws/2005/02/trust/CK/P_SHA1 must be used to combine the entropy information provided in the request and response to form the key, Sx. The wst:Lifetime element indicates that the Security Context Token has a sufficient lifetime to remain valid throughout the scenario (12h).
Signature and Encryption

Addressing headers and the Body of the message are signed, then the Body, the signature and the signature confirmation elements are encrypted. The private key that corresponds to the SERVICE certificate is used to sign the message. Binary token for SERVICE certificate is not included in the message. An ephemeral key K is used to encrypt message parts. K is encrypted for the CLIENT using the the BinarySecurityToken sent with the request. 
Security Header

The security header contains elements in the following order: wsu:Timestamp, xenc:EncryptedKey and  xenc:EncryptedData with encrypted ds:Signature element.

The wsu:Timestamp element has wsu:Created and wsu:Expires children. The xenc:EncryptedKey element contains a raw 128-bit key, K, encrypted using the public key for CLIENT, and an xenc:ReferenceList containing pointers to the EncryptedData inside the element indicates that the message body has been encrypted with K. The xenc:EncryptedData contains encrypted ds:Signature element with a signature over all the WS-Addressing headers present, the wsu:Timestamp element and the message body based on the private key of SERVICE. Another EncryptedData element follows with encrypted wsse11:SignatureConfirmation element that carries the @Value attribute with the value of the ds:Signature\ds:SignatureValue element received in the request.
Message Example
<soap:Envelope

xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/'

xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-

wss-wssecurity-secext-1.0.xsd'
xmlns:wsse11='http://docs.oasis-open.org/wss/2005/xx/oasis-2005xx-wss-wssecurity-secext-1.1.xsd'

xmlns:wst='http://schemas.xmlsoap.org/ws/2005/02/trust'

xmlns:wsc='http://schemas.xmlsoap.org/ws/2005/02/sc'
xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wsswssecurity-

utility-1.0.xsd'

xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing'

xmlns:wsrm='http://schemas.xmlsoap.org/ws/2005/02/rm'

xmlns:xenc='http://www.w3.org/2001/04/xmlenc#'

xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

<soap:Header>

<wsa:MessageID wsu:Id='msgid' >

http://fabrikam.com/guid/8f2072ac-7dee-4f26-ad51-966d0c6e7563

</wsa:MessageID>

<wsa:To wsu:Id='to' >

http://fabrikam.com/Client

</wsa:To>

<wsa:Action wsu:Id='action' >

 http://schemas.xmlsoap.org/ws/2005/02/trust/RSTR/SCT
</wsa:Action>

<wsa:RelatesTo wsu:Id='relatesto' >

http://Fabrikam.com/guid/0baaf88d-483b-4ecf-a6d8-a7c2eb546817

</wsa:RelatesTo>

<wsse:Security>

<wsu:Timestamp wsu:Id='timestamp' >

<wsu:Created>2004-06-17T18:42:14Z</wsu:Created>

<wsu:Expires>2004-06-17T18:47:14Z</wsu:Expires>

</wsu:Timestamp>

<!-- BEGIN: 128-bit key K encrypted using public key of CLIENT -->
<xenc:EncryptedKey Id='K' >

<xenc:EncryptionMethod

Algorithm='http://www.w3.org/2001/04/xmlenc#rsa-1_5' />

<ds:KeyInfo>

<!-- BEGIN: Reference to X509 certificate for CLIENT -->

<wsse:SecurityTokenReference>

<wsse:KeyIdentifier

ValueType='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509SubjectKeyIdentifier'

EncodingType='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary' >

4rq1TGFRUPUjzrkJ09UQQQ==

</wsse:KeyIdentifier>

</wsse:SecurityTokenReference>

<!-- END: Reference to X509 certificate for CLIENT -->

</ds:KeyInfo>

<xenc:CipherData>

<xenc:CipherValue>

WdibbBitnC4x0wROs3fkqQ==

</xenc:CipherValue>

</xenc:CipherData>

<!-- BEGIN: Reference list for items encrypted with K -->

<xenc:ReferenceList>

<xenc:DataReference URI='#BodyContent' />

<xenc:DataReference URI='#SignatureElement' />
<xenc:DataReference URI='#SignatureConfirmationElement' />

</xenc:ReferenceList>

<!-- END: Reference list for items encrypted with K -->

</xenc:EncryptedKey>

<!-- END: 128-bit key K encrypted using public key of CLIENT -->
<!-- BEGIN: Signature element encrypted with K -->

<xenc:EncryptedData Id='SignatureElement'

xmlns:xenc='http://www.w3.org/2001/04/xmlenc#'

Type='http://www.w3.org/2001/04/xmlenc#Element' >
<!-- Commented out is unencrypted form of the Signature element

over the message body,

wsa: headers and timestamp using SX1
<ds:Signature>

<ds:SignedInfo>

<ds:CanonicalizationMethod

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

<ds:SignatureMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#rsa-sha1' />

<ds:Reference URI='#msgid' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>qTPI5bC+HGcUG6j83wjDAQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#to' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Y87Uxv6h5wNaQxQXImEySQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#action' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#relatesto' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#timestamp' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>p89RQXAzHNOIGZl5gjpnJQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#SignatureConfirmation' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>p89RQXAzHNOIGZl5gjpnJQ==</ds:DigestValue>

</ds:Reference>
<ds:Reference URI='#Body' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>hBKXo1+XDIIdLRt1++7CTQ==</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>

21u8QnwVaagEoeA2Dh+VAg==

</ds:SignatureValue>

<ds:KeyInfo>

<!-- BEGIN: Reference to X509 certificate for SERVICE -->

<wsse:SecurityTokenReference>

<wsse:KeyIdentifier

ValueType='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wssx509-

token-profile-1.0#X509v3'

EncodingType='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary' >

4rq1TGFRUPUjzrkJ09UQQQ==

</wsse:KeyIdentifier>

</wsse:SecurityTokenReference>

<!-- END: Reference to X509 certificate for SERVICE -->

</ds:KeyInfo>
</ds:Signature>

END of unencrypted form of the Signature element with

Signature over the message body, wsa: headers and timestamp -->

<xenc:EncryptionMethod

Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

<xenc:CipherData>

<xenc:CipherValue>

...

</xenc:CipherValue>

</xenc:CipherData>

</xenc:EncryptedData>

<!-- END: Signature element encrypted with K -->

<!-- BEGIN: Signature Confirmation Element encrypted with K -->

<xenc:EncryptedData Id='SignatureConfirmationElement'

xmlns:xenc='http://www.w3.org/2001/04/xmlenc#'

Type='http://www.w3.org/2001/04/xmlenc#Element' >
<!-- Commented out is unencrypted form of the SignatureConfirmation element, containing the value of the signature from the request

<wsse11:SignatureConfirmation wsu:Id=”SignatureConfirmation” 

 

Value=”21u8QnwVaagEoeA2Dh+VAg==”/>

-->

<xenc:EncryptionMethod

Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

<xenc:CipherData>

<xenc:CipherValue>

...

</xenc:CipherValue>

</xenc:CipherData>

</xenc:EncryptedData>
<!-- END: Signature Confirmantion Element encrypted with K -->

</wsse:Security>

</soap:Header>

<soap:Body wsu:Id='Body' >

<!-- Message body is actually encrypted with K.

The unencrypted form of the following is:

<wst:RequestSecurityTokenResponse>

<wst:TokenType>

http://schemas.xmlsoap.org/ws/2005/02/sc/sct

</wst:TokenType>

<wst:RequestedSecurityToken>

<wsc:SecurityContextToken wsu:Id="This">

<wsc:Identifier>

uuid:b40816ed-0ff9-4293-9740-fe1253786069
</wsc:Identifier>

</wsc:SecurityContextToken>

</wst:RequestedSecurityToken>

<wsp:AppliesTo
       xmlns:wsp='http://schemas.xmlsoap.org/ws/2004/09/policy ' >
    <wsa:EndpointReference>
     <wsa:Address>http://fabrikam.com/serviceB/123</wsa:Address>
    </wsa:EndpointReference>
</wsp:AppliesTo>
<wst:RequestedAttachedReference>

   <wsse:SecurityTokenReference>

       <wsse:Reference URI='#This'

ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/sct' />

   </wsse:SecurityTokenReference>

</wst:RequestedAttachedReference>

<wst:RequestedUnattachedReference>

   <wsse:SecurityTokenReference>

     <wsse:Reference URI='uuid:b40816ed-0ff9-4293-9740-fe1253786069'

   ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/sct'/>

   </wsse:SecurityTokenReference>

</wst:RequestedUnattachedReference>
<wst:Entropy>

<wst:BinarySecret Type='http://schemas.xmlsoap.org/ws/2005/02/trust/Nonce'>kl2Dpg=</wst:BinarySecret>

</wst:Entropy>

<wst:RequestedProofToken>

<wst:ComputedKey>

http://schemas.xmlsoap.org/ws/2005/02/trust/CK/PSHA1

</wst:ComputedKey>

</wst:RequestedProofToken>

<wst:Lifetime>

<wsu:Created>2004-06-18T17:41:07Z</wsu:Created>

<wsu:Expires>2004-06-19T05:41:07Z</wsu:Expires>

</wst:Lifetime>

<wst:KeySize>128</wst:KeySize>
</wst:RequestSecurityTokenResponse>

-->

<xenc:EncryptedData Id='BodyContent'

xmlns:xenc='http://www.w3.org/2001/04/xmlenc#'

Type='http://www.w3.org/2001/04/xmlenc#Content' >

<xenc:EncryptionMethod

Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

<xenc:CipherData>

<xenc:CipherValue>

K7ywZyhoZzG0uOg20aXztLqnM1xaHBx3e92OMSjioqv9ZIhF0o0CRAGdfaH9r9EcgTj

qLObP8A6gOOtK2jYJ0hY8OGwdreEtpe5avJ96ecsMcq/v+HXFLnR5pZmht2rLk6uKwX

dk/tRXvIf3dDNvJb8g

</xenc:CipherValue>

</xenc:CipherData>

</xenc:EncryptedData>

</soap:Body>

</soap:Envelope>

3.4 CreateSequence Message Structure

CLIENT sends a CreateSequence message to SERVICE, requesting the creation of a new RM Sequence. The message is signed using a key derived from SCT established during 3.2-3.3 steps. Message is sent following SOAP over HTTP binding. SERVICE validates the signature, and verifies that the security context has the correct identifier and has Timestamps have not expired.
Message Headers

The message headers consist of a wsa:Action with a value of http://schemas.xmlsoap.org/ws/2005/02/rm/CreateSequence, a wsa:To, a wsa:MessageID, a wsa:ReplyTo and a wsse:Security header

Message Body

The message body consists of a wsrm:CreateSequence element which has a wsrm:AcksTo element to specify where the SequenceAcknowledgement and RM Session related fault messages should be addressed. The wsrm:CreateSequence element also contains wsse:SecurityTokenReference child element with a wsse:Reference child element referencing the SCT returned in section 3.3, included in the message. 
Signature 

Addressing headers and the Body element of the message are signed using a symmetric key Sx1 derived from the SCT Sx. 
Security Header

The security header of the CreateSequence message contains wsu:Timestamp, wsse:BinarySecurityToken , ds:Signature element. The wsu:Timestamp element has wsu:Created and wsu:Expires children. The wsse:BinarySecurityToken element contains the X509v3 token for CLIENT and has a ValueType attribute whose value is 

http://docs.oasisopen. org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3 and an EncodingType attribute whose value is
 http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary.
ds:Signature element contains a signature over all the WS-Addressing headers present, the wsu:Timestamp element and the message body based on the private key of CLIENT.
Message Example

<soap:Envelope

xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/'

xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-

wss-wssecurity-secext-1.0.xsd'

xmlns:wst='http://schemas.xmlsoap.org/ws/2005/02/trust'

xmlns:wsc='http://schemas.xmlsoap.org/ws/2005/02/sc'

xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wsswssecurity-utility-1.0.xsd '

xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing'

xmlns:wsrm='http://schemas.xmlsoap.org/ws/2005/02/rm'>

<soap:Header>

<wsa:MessageID wsu:Id='msgid' >

uuid:ae0ae9d7-58f9-4089-a04c-5084a4902d6c

</wsa:MessageID>

<wsa:To wsu:Id='to' >http://fabrikam.com/serviceB/123</wsa:To>
<wsa:Action wsu:Id='action' >
http://schemas.xmlsoap.org/ws/2005/02/rm/CreateSequence
</wsa:Action>

<wsa:ReplyTo wsu:Id='replyto' >

  <wsa:Address>
   http://fabrikam.com/Client
  </wsa:Address>
</wsa:ReplyTo>

<wsse:Security>

<wsu:Timestamp wsu:Id='timestamp' >

<wsu:Created>2004-06-15T18:17:34Z</wsu:Created>

<wsu:Expires>2004-06-15T18:22:34Z</wsu:Expires>

</wsu:Timestamp>

<wsc:SecurityContextToken wsu:Id='This' >

<wsc:Identifier>

uuid:b40816ed-0ff9-4293-9740-fe1253786069

</wsc:Identifier>

</wsc:SecurityContextToken>

<wsc:DerivedKeyToken wsu:Id='Sx1' >

<wsse:SecurityTokenReference>

<wsse:Reference URI='#This'

ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/sct' />

</wsse:SecurityTokenReference>

<wsc:Length>16</wsc:Length>

<wsc:Nonce>tqQ9XtOBtNesDMPo8eC4ag==</wsc:Nonce>

</wsc:DerivedKeyToken>
<!--BEGIN: Signature over Body, wsa: headers and timestamp using Sx1-->

<ds:Signature xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

<ds:SignedInfo>

<ds:CanonicalizationMethod

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

<ds:SignatureMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#hmac-sha1' />

<ds:Reference URI='#msgid' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>qTPI5bC+HGcUG6j83wjDAQ==</ds:DigestValue>

</ds:Reference>
<ds:Reference URI='#to' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Y87Uxv6h5wNaQxQXImEySQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#action' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

</ds:Reference>
<ds:Reference URI='#replyto' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#seq' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>NRZgMNnT0iYD1aw6ZVbyXQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#timestamp' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>JOw1nx/EjObH1XmSBnOj4A==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#Body' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>eKWjT+hnXMn0unIBMk4zMw==</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>

xXz3fuZw2TlocRu0ryfPZg==

</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI='#Sx1'

ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/dk' />

</wsse:SecurityTokenReference>

</ds:KeyInfo>
</ds:Signature>
<!-- END: Signature over Body, wsa: headers and timestamp using Sx1 -->

</wsse:Security>

</soap:Header>

<soap:Body wsu:Id='Body' >

<wsrm:CreateSequence>

<wsrm:AcksTo>

<wsa:Address>

http://fabrikam.com/Client

</wsa:Address>

</wsrm:AcksTo>

<wsse:SecurityTokenReference>

<wsse:Reference URI='#This'

ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/sct' />

</wsse:SecurityTokenReference>

</wsrm:CreateSequence>

</soap:Body>

</soap:Envelope>

3.5 CreateSequenceResponse Message Structure

SERVICE responds with a CreateSequenceResponse message to CLIENT signed using key derived from SCT established during 3.2-3.3 steps. CLIENT validates the signature, and verifies that the security context has the correct identifier and has Timestamps have not expired. 

Message Headers
The message headers consist of a wsa:Action with a value of http://schemas.xmlsoap.org/ws/2005/02/rm/CreateSequenceResponse, a wsa:To, an optional wsa:MessageID, a wsa:RelatesTo reffering to the MessageID of the CreateSequence request described in 3.4 and a wsse:Security header.

Message Body

The message body consists of a wsrm:CreateSequenceResponse element which has wsrm:Identifier, and wsrm:Expires children. The wsrm:Expires element contains sufficiently large duration value (12h) to ensure RM Sequence does not expire throughout the scenario. 

Signature

Addressing headers and the Body element of the message are signed using a symmetric key Sx1 derived from the SCT Sx established in 3.2-3.3. 
Security Header

The security header contains elements in the following order: a Timestamp, the wsc:SecurityContextToken element containing SCT established in messages 3.2-3.3 a wsc:DerivedKeyToken representing a derived token used for signature, a ds:Signature element with the signature over the message body, the wsa: headers, the wsrm: headers and the timestamp element. A derived key token Sx1 is represented by a wsc:DerivedKeyToken element that has external reference to SCT element and contains a wsc:Nonce element containing a raw 128-bit nonce. Key is generated for the derived key token using the

http://schemas.xmlsoap.org/ws/2005/02/sc/dk/p_sha1 algorithm defined in Section 6 of WS-SecureConversation. The secret is Sx, the label is "WS-SecureConversationWS-SecureConversation" (without the enclosing quotes and with no whitespace characters ) and the seed is the value of the nonce. The key derived from the derived key token, Sx1, is used for signing. The derived key token is referenced from ds:KeyInfo element by wsse:SecurityTokenReference\wsse:Reference elements.

Message Example
<soap:Envelope

xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/'

xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-

wss-wssecurity-secext-1.0.xsd'

xmlns:wst='http://schemas.xmlsoap.org/ws/2005/02/trust'

xmlns:wsc='http://schemas.xmlsoap.org/ws/2005/02/sc'

xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wsswssecurity-utility-1.0.xsd'

xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing'

xmlns:wsrm='http://schemas.xmlsoap.org/ws/2005/02/rm'

xmlns:xenc='http://www.w3.org/2001/04/xmlenc#'>
<soap:Header>

<wsa:MessageID wsu:Id='msgid' >

http://fabrikam.com/guid/8f2072ac-7dee-4f26-ad51-966d0c6e7563

</wsa:MessageID>

<wsa:To wsu:Id='to' >

http://fabrikam.com/Client

</wsa:To>

<wsa:Action wsu:Id='action' >

http://schemas.xmlsoap.org/ws/2005/02/rm/CreateSequenceResponse

</wsa:Action>

<wsa:RelatesTo wsu:Id='relatesto' >

http://Fabrikam.com/guid/0baaf88d-483b-4ecf-a6d8-a7c2eb546817

</wsa:RelatesTo>

<wsse:Security>

<wsu:Timestamp wsu:Id='timestamp' >

<wsu:Created>2004-06-17T18:42:14Z</wsu:Created>

<wsu:Expires>2004-06-17T18:47:14Z</wsu:Expires>

</wsu:Timestamp>

<wsc:DerivedKeyToken wsu:Id='Sx1' >

<wsse:SecurityTokenReference>

<wsse:Reference URI='uuid:b40816ed-0ff9-4293-9740-fe1253786069'

ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/sct'/>
</wsse:SecurityTokenReference>

<wsc:Length>16</wsc:Length>

<wsc:Nonce>/5gwgpDksuZsDksuZontCw==</wsc:Nonce>

</wsc:DerivedKeyToken>

<!-- BEGIN: Signature element over the message body,

wsa: headers and timestamp using SX1                  -->
<ds:Signature>

<ds:SignedInfo>

<ds:CanonicalizationMethod

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

<ds:SignatureMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#rsa-sha1' />

<ds:Reference URI='#msgid' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>qTPI5bC+HGcUG6j83wjDAQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#to' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Y87Uxv6h5wNaQxQXImEySQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#action' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#relatesto' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#timestamp' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>p89RQXAzHNOIGZl5gjpnJQ==</ds:DigestValue>

</ds:Reference>
<ds:Reference URI='#Body' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>hBKXo1+XDIIdLRt1++7CTQ==</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>

21u8QnwVaagEoeA2Dh+VAg==

</ds:SignatureValue>

<ds:KeyInfo>

<!-- BEGIN: Reference to SX1 -->

<wsse:SecurityTokenReference>

<wsse:Reference URI='#SX1'

ValueType=' http://schemas.xmlsoap.org/ws/2005/02/sc/dk' />

</wsse:SecurityTokenReference>

<!-- END: Reference to SX1 -->

</ds:KeyInfo>

</ds:Signature>
<!-- END of unencrypted form of the Signature element with

Signature over the message body, wsa: headers and timestamp -->
</wsse:Security>

</soap:Header>

<soap:Body wsu:Id='Body' >
<wsrm:CreateSequenceResponse>

<wsrm:Identifier>http://fabrikam.com/RM/ABC</wsrm:Identifier>

<wsrm:Expires>PT12H</wsrm:Expires>

</wsrm:CreateSequenceResponse>
</soap:Body>

</soap:Envelope>

3.6 Ping Message Structure

CLIENT sends application Ping messages to SERVICE signed and encrypted using keys derived from SCT established during 3.2-3.3 steps. Message is sent following one-way soap over http binding. SERVICE validates the signature, decrypts the message and verifies that the security context has the correct identifier and has Timestamps have not expired. It then responds with HTTP 202.

Message Headers
The message headers consist of a wsa:Action with a value of urn:wsrm:Ping , a wsa:To, an optional wsa:MessageID, a wsrm:Sequence header with the wsrm:Identifier returned in 3.4 and a wsse:Security header.

Message Body

Message Body content is encrypted and has a single Ping element (see message example).

Signature and Encryption

To sign and encrypt parts of the Ping message, CLIENT uses two symmetric keys Sx1 and Sx2 derived from the SCT Sx established in 3.2-3.3 for the sequence. Signature occurs before Encryption. Addressing headers and the Body element of the message are signed using Sx1. The Body element of the message and the Signature element are encrypted using Sx2.

Security Header

The security header contains elements in the following order: a Timestamp, the wsc:SecurityContextToken element containing SCT established in messages 3.2-3.3 a wsc: DerivedKeyToken representing a derived token used for encryption , an encryption xenc:ReferenceList, a wsc:DerivedKeyToken representing a derived token used for signature,and xenc:EncryptedData containing an encrypted signature element with the signature over the message body, the wsa: headers, the wsrm: headers and the timestamp element. Each derived key token is represented by a wsc:DerivedKeyToken element that references the SCT element and contains a wsc:Nonce element containing a raw 128-bit nonce. Keys are generated from the derived key tokens using the

http://schemas.xmlsoap.org/ws/2005/02/sc/dk/p_sha1 algorithm defined in Section 6 of WS-SecureConversation. The secret is Sx, the label is "WS-SecureConversationWS-SecureConversation" (without the enclosing quotes and with no whitespace characters ) and the seed is the value of the nonce. The key derived from one derived key token, Sx1, is used for signing. The key derived from the other derived key token, Sx2, is used for encryption. The derived key tokens are referenced from ds:KeyInfo elements by wsse:SecurityTokenReference\wsse:Reference elements.

Message Example

<soap:Envelope

xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/'

xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-

wss-wssecurity-secext-1.0.xsd'

xmlns:wst='http://schemas.xmlsoap.org/ws/2005/02/trust'

xmlns:wsc='http://schemas.xmlsoap.org/ws/2005/02/sc'

xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wsswssecurity-utility-1.0.xsd '

xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing'

xmlns:wsrm='http://schemas.xmlsoap.org/ws/2005/02/rm'>

<soap:Header>

<wsa:MessageID wsu:Id='msgid' >

uuid:ae0ae9d7-58f9-4089-a04c-5084a4902d6c

</wsa:MessageID>

<wsa:To wsu:Id='to' >http://fabrikam.com/serviceB/123</wsa:To>
<wsa:Action wsu:Id='action' >urn:wsrm:Ping</wsa:Action>

<wsrm:Sequence wsu:Id='seq'>

<wsrm:Identifier>http://Fabrikam.com/RM/ABC</wsrm:Identifier>

<wsrm:MessageNumber>1</wsrm:MessageNumber>

</wsrm:Sequence>

<wsse:Security>

<wsu:Timestamp wsu:Id='timestamp' >

<wsu:Created>2004-06-15T18:17:34Z</wsu:Created>

<wsu:Expires>2004-06-15T18:22:34Z</wsu:Expires>

</wsu:Timestamp>

<wsc:SecurityContextToken wsu:Id='This' >

<wsc:Identifier>

uuid:b40816ed-0ff9-4293-9740-fe1253786069

</wsc:Identifier>

</wsc:SecurityContextToken>

<wsc:DerivedKeyToken wsu:Id='Sx2' >

<wsse:SecurityTokenReference>

<wsse:Reference URI='#This'

ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/sct' />

</wsse:SecurityTokenReference>

<wsc:Length>16</wsc:Length>

<wsc:Nonce>/4gwgpDksuZsRy7bnontCw==</wsc:Nonce>

</wsc:DerivedKeyToken>

<xenc:ReferenceList

xmlns:xenc='http://www.w3.org/2001/04/xmlenc#' >

<xenc:DataReference URI='#BodyContent' />

<xenc:DataReference URI='#SignatureElement' />

</xenc:ReferenceList>

<wsc:DerivedKeyToken wsu:Id='Sx1' >

<wsse:SecurityTokenReference>

<wsse:Reference URI='#This'

ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/sct' />

</wsse:SecurityTokenReference>

<wsc:Length>16</wsc:Length>

<wsc:Nonce>tqQ9XtOBtNesDMPo8eC4ag==</wsc:Nonce>

</wsc:DerivedKeyToken>

<!-- BEGIN: Signature element encrypted with K -->

<xenc:EncryptedData Id='SignatureElement'

xmlns:xenc='http://www.w3.org/2001/04/xmlenc#'

Type='http://www.w3.org/2001/04/xmlenc#Element' >

<!-- Commented out is unencrypted form of the Signature element

over the message body,

wsa: headers and timestamp using Sx1

<ds:Signature xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

<ds:SignedInfo>

<ds:CanonicalizationMethod

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

<ds:SignatureMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#hmac-sha1' />

<ds:Reference URI='#msgid' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>qTPI5bC+HGcUG6j83wjDAQ==</ds:DigestValue>

</ds:Reference>
<ds:Reference URI='#to' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Y87Uxv6h5wNaQxQXImEySQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#action' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#seq' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>NRZgMNnT0iYD1aw6ZVbyXQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#timestamp' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>JOw1nx/EjObH1XmSBnOj4A==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#Body' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>eKWjT+hnXMn0unIBMk4zMw==</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>

xXz3fuZw2TlocRu0ryfPZg==

</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI='#Sx1'

ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/dk' />

</wsse:SecurityTokenReference>

</ds:KeyInfo>
</ds:Signature>

END of unencrypted form of the Signature element with

Signature over the message body, wsa: headers and timestamp -->

<xenc:EncryptionMethod

Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

<!-- BEGIN: Reference to Sx2 -->

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI='#Sx2'

ValueType=' http://schemas.xmlsoap.org/ws/2005/02/sc/dk' />

</wsse:SecurityTokenReference>

</ds:KeyInfo>

<!-- END: Reference to Sx2 -->

<xenc:CipherData>

<xenc:CipherValue>

...

</xenc:CipherValue>

</xenc:CipherData>

</xenc:EncryptedData>

<!-- END: Signature element encrypted with Sx2 -->

</wsse:Security>

</soap:Header>

<soap:Body wsu:Id='Body' >

<!-- The unencrypted form of the following is

<Ping xmlns='http://tempuri.org/'>

<Text>The quick brown fox jumps over the lazy dog</Text>

</Ping>

-->

<xenc:EncryptedData Id='BodyContent'

xmlns:xenc='http://www.w3.org/2001/04/xmlenc#'

Type='http://www.w3.org/2001/04/xmlenc#Content' >

<xenc:EncryptionMethod

Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc' />

<!-- BEGIN: Reference to Sx2 -->

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI='#Sx2'

ValueType=' http://schemas.xmlsoap.org/ws/2005/02/sc/dk' />

</wsse:SecurityTokenReference>

</ds:KeyInfo>

<!-- END: Reference to Sx2 -->

<xenc:CipherData>

<xenc:CipherValue>

K7ywZyhoZzG0uOg20aXztLqnM1xaHBx3e92OMSjioqv9ZIhF0o0CRAGdfaH9

r9EcgTjqLObP8A6gOOtK2jYJ0hY8OGwdreEtpe5avJ96ecsMcq/v+HXFLnR5

pZmht2rLk6uKwXdk/tRXvIf3dDNvJb8g

</xenc:CipherValue>

</xenc:CipherData>

</xenc:EncryptedData>

</soap:Body>

</soap:Envelope>

3.7 SequenceAcknowledgement Message Structure

SERVICE sends acknowledgement messages to CLIENT, per WS-ReliableMessaging. The exact flow of SequenceAcknowledgement messages is implementation dependent. Such messages are secured using SCT Sx. CLIENT validates the timestamps, verifies the signature and processes the RM message headers.

Message Headers

The message headers consist of a wsa:Action with a value of

http://schemas.xmlsoap.org/ws/2005/02/rm/SequenceAcknowledgement, a wsa:To specifying the address of CLIENT, an optional wsa:MessageID, a wsrm:SequenceAcknowlegement and a wsse:Security header.

Message Body

Message Body is empty.

Signature and Encryption

Addressing headers and the Body element of the message are signed using a symmetric key Sx1 derived from the SCT Sx established in 3.2-3.3 for the sequence. No message parts are encrypted for this message.

Security Header

The security header contains the security context token established in 3.2 along with a derived key token, a Timestamp element and a signature over all the wsa: headers present, the wsrm: headers and the timestamp element. The derived key token is represented by a wsc:DerivedKeyToken element that references the wsc:SecurityContextToken established in 3.2 and contains a wsc:Nonce element containing a 128-bit nonce. The key is generated from the derived key token using the http://schemas.xmlsoap.org/ws/2005/02/sc/dk/p_sha1 algorithm defined in Section 6 of WS-SecureConversation. The secret is Sx, the label is "WS-SecureConversationWS-SecureConversation" (without the enclosing quotes and with no whitespace characters ) and the seed is the value of the nonce. The derived key, Sx1, is used for signing. The derived key token is referenced from ds:KeyInfo elements by wsse:SecurityTokenReference\wsse:Reference elements.

Message Example

<soap:Envelope

xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/'

xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-

wss-wssecurity-secext-1.0.xsd'

xmlns:wst='http://schemas.xmlsoap.org/ws/2005/02/trust'

xmlns:wsc='http://schemas.xmlsoap.org/ws/2005/02/sc'

xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss
wssecurity-utility-1.0.xsd '

xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing'

xmlns:wsrm='http://schemas.xmlsoap.org/ws/2005/02/rm'>

<soap:Header>

<wsa:MessageID wsu:Id='msgid' >

uuid:ae0ae9d7-58f9-4089-a04c-5084a4902d6c

</wsa:MessageID>

<wsa:To wsu:Id='to' >http://fabrikam.com/Client</wsa:To>

<wsa:Action wsu:Id='action'>

http://schemas.xmlsoap.org/ws/2005/02/rm/SequenceAcknowledgement

</wsa:Action>

<wsrm:SequenceAcknowledgement wsu:Id='seqack'>

<wsrm:Identifier>http://Fabrikam.com/RM/ABC</wsrm:Identifier>

<wsrm:AcknowledgementRange Upper='4' Lower='2' />

</wsrm:SequenceAcknowledgement>

<wsse:Security>

<wsu:Timestamp wsu:Id='timestamp' >

<wsu:Created>2004-06-15T18:17:34Z</wsu:Created>

<wsu:Expires>2004-06-15T18:22:34Z</wsu:Expires>

</wsu:Timestamp>

<wsc:DerivedKeyToken wsu:Id='Sx1' >

<wsse:SecurityTokenReference>

<wsse:Reference URI='uuid:b40816ed-0ff9-4293-9740-fe1253786069'

ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/sct'/>
</wsse:SecurityTokenReference>

<wsc:Length>16</wsc:Length>

<wsc:Nonce>tqQ9XtOBtNesDMPo8eC4ag==</wsc:Nonce>

</wsc:DerivedKeyToken>

<ds:Signature xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

<ds:SignedInfo>

<ds:CanonicalizationMethod

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

<ds:SignatureMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#hmac-sha1' />

<ds:Reference URI='#msgid' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>qTPI5bC+HGcUG6j83wjDAQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#to' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Y87Uxv6h5wNaQxQXImEySQ==</ds:DigestValue>

</ds:Reference>
<ds:Reference URI='#action' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#seqack' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>NRZgMNnT0iYD1aw6ZVbyXQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#timestamp' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>JOw1nx/EjObH1XmSBnOj4A==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#Body' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Y87Uxv6h5wNaQxQXImEy5A==</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>

xXz3fuZw2TlocRu0ryfPZg==

</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI='#Sx1'

ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/dk' />

</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

</soap:Header>

<soap:Body wsu:Id=”Body”/>

</soap:Envelope>

3.8 TerminateSequence Message Structure

CLIENT sends TerminateSequence messages to SERVICE to terminate the RM Sequence. Such messages are secured using SCT Sx. SERVICE checks the timestamps, verifies the signature and processes the message.

Message Headers

The message headers consist of a wsa:Action with a value of

http://schemas.xmlsoap.org/ws/2005/02/rm/TerminateSequence, a wsa:To specifying the SERVICE endpoint URI, an optional wsa:MessageID and a wsse:Security header.
Message Body

Message Body contains a single wsrm:TerminateSequence element with wsrm:Identifier in it.

Signature and Encryption

Addressing headers, Timestamp element and the Body element of the message are signed using a symmetric key Sx1 derived from the SCT Sx established in 3.2-3.3 for the sequence. No message parts are encrypted for this message.

Security Header

The security header contains the security context token established in 3.2 along with a derived key token, a Timestamp element and a signature over the wsa: headers, the wsrm: headers, the timestamp element and the Body. The derived key token is represented by a wsc:DerivedKeyToken element that references the wsc:SecurityContextToken established in 3.2 and contains a wsc:Nonce element containing a 128-bit nonce. The key is generated from the derived key token using the http://schemas.xmlsoap.org/ws/2005/02/sc/dk/p_sha1 algorithm defined in Section 6 of WS-SecureConversation. The secret is Sx, the label is "WS-SecureConversationWS-SecureConversation" (without the enclosing quotes and with no whitespace characters ) and the seed is the value of the nonce. The derived key, Sx1, is used for signing. The derived key token is referenced from ds:KeyInfo elements by wsse:SecurityTokenReference\wsse:Reference elements.

Message Example

<soap:Envelope

xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/'

xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-

wss-wssecurity-secext-1.0.xsd'

xmlns:wst='http://schemas.xmlsoap.org/ws/2005/02/trust'

xmlns:wsc='http://schemas.xmlsoap.org/ws/2005/02/sc'

xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wsswssecurity-utility-1.0.xsd '

xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing'

xmlns:wsrm='http://schemas.xmlsoap.org/ws/2005/02/rm' >

<soap:Header>

<wsa:MessageID wsu:Id='msgid' >

uuid:ae0ae9d7-58f9-4089-a04c-5084a4902d6c

</wsa:MessageID>
<wsa:To wsu:Id='to' >http://fabrikam.com/serviceB/123</wsa:To>

<wsa:Action wsu:Id='action' >

http://schemas.xmlsoap.org/ws/2005/02/rm/TerminateSequence

</wsa:Action>

<wsse:Security>

<wsu:Timestamp wsu:Id='timestamp' >

<wsu:Created>2004-06-15T18:17:34Z</wsu:Created>

<wsu:Expires>2004-06-15T18:22:34Z</wsu:Expires>

</wsu:Timestamp>

<wsc:SecurityContextToken wsu:Id='This' >

<wsc:Identifier>

uuid:b40816ed-0ff9-4293-9740-fe1253786069

</wsc:Identifier>

</wsc:SecurityContextToken>

<wsc:DerivedKeyToken wsu:Id='Sx1' >

<wsse:SecurityTokenReference>

<wsse:Reference URI='#This'

ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/sct' />

</wsse:SecurityTokenReference>

<wsc:Length>16</wsc:Length>

<wsc:Nonce>tqQ9XtOBtNesDMPo8eC4ag==</wsc:Nonce>

</wsc:DerivedKeyToken>

<ds:Signature xmlns:ds='http://www.w3.org/2000/09/xmldsig#' >

<ds:SignedInfo>

<ds:CanonicalizationMethod

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

<ds:SignatureMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#hmac-sha1' />

<ds:Reference URI='#msgid' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>qTPI5bC+HGcUG6j83wjDAQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#to' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Y87Uxv6h5wNaQxQXImEySQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#action' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#timestamp' >
<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>JOw1nx/EjObH1XmSBnOj4A==</ds:DigestValue>

</ds:Reference>

<ds:Reference URI='#Body' >

<ds:Transforms>

<ds:Transform

Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

</ds:Transforms>

<ds:DigestMethod

Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

<ds:DigestValue>Y87Uxv6h5wNaQxQXImEy5A==</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>

xXz3fuZw2TlocRu0ryfPZg==

</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI='#Sx1'

ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/dk' />

</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

</soap:Header>

<soap:Body wsu:Id=”Body”>

<wsrm:TerminateSequence>

<wsrm:Identifier>

http://Fabrikam.com/RM/ABC

</wsrm:Identifier>

</wsrm:TerminateSequence>

</soap:Envelope>

3.8 Cancelling Security Context Token: RST/SCT/Cancel Message Structure

CLIENT sends RST/SCT-Cancel message to SERVICE to cancel the security context token Sx. Message is secured using a key derived from Sx. SERVICE checks the timestamps, verifies the signature, cancels the context then replies with RSTR/SCT-Cancel message bacl to the CLIENT.

Message Headers

The message headers consist of a wsa:Action with a value of

http://schemas.xmlsoap.org/ws/2004/12/security/trust/RST/SCT/Cancel, a wsa:To specifying the SERVICE endpoint URI, a wsa:ReplyTo specifying CLIENT’s address for reply, wsa:MessageID and a wsse:Security header.
Message Body

Message Body contains a single wst:RequestSecurityToken element following the WS-Trust Cancel binding, wst:RequestSecurityToken element contains a wst:RequestType element  with the value of http://schemas.xmlsoap.org/ws/2005/02/trust/Cancel  and a wst:CancelTarget that references included in the message SecurityContextToken token Sx via wsse:SecurityTokenReference\wsse:Reference.

Signature and Encryption

Addressing headers, Timestamp element and the Body element of the message are signed using a symmetric key Sx1 derived from the SCT Sx established in 3.2-3.3. No message parts are encrypted for this message.

Security Header

The security header contains the security context token established in 3.2 along with a derived key token, a Timestamp element and a signature over the wsa: headers, the wsrm: headers, the timestamp element and the Body. The derived key token is represented by a wsc:DerivedKeyToken element that references the wsc:SecurityContextToken established in 3.2 and contains a wsc:Nonce element containing a 128-bit nonce. The key is generated from the derived key token using the http://schemas.xmlsoap.org/ws/2005/02/sc/dk/p_sha1 algorithm defined in Section 6 of WS-SecureConversation. The secret is Sx, the label is "WS-SecureConversationWS-SecureConversation" (without the enclosing quotes and with no whitespace characters ) and the seed is the value of the nonce. The derived key, Sx1, is used for signing. The derived key token is referenced from ds:KeyInfo elements by wsse:SecurityTokenReference\wsse:Reference elements.

Message Example

<soap:Envelope xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/' xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd'

    xmlns:wst='http://schemas.xmlsoap.org/ws/2005/02/trust' xmlns:wsc='http://schemas.xmlsoap.org/ws/2005/02/sc'

    xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wsswssecurity-utility-1.0.xsd'

    xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing' xmlns:wsrm='http://schemas.xmlsoap.org/ws/2005/02/rm'

    xmlns:ds='http://www.w3.org/2000/09/xmldsig#'>

    <soap:Header>

        <wsa:MessageID wsu:Id='msgid'>

            http://Fabrikam.com/guid/0baaf88d-483b-4ecf-a6d8-a7c2eb546817

        </wsa:MessageID>

        <wsa:To wsu:Id='to'>http://fabrikam.com/serviceB/123</wsa:To>

        <wsa:Action wsu:Id='action'>            http://schemas.xmlsoap.org/ws/2004/12/security/trust/RST/SCT/Cancel
        </wsa:Action>

        <wsa:ReplyTo wsu:Id='replyto'>

            <wsa:Address>

                http://fabrikam.com/Client

            </wsa:Address>

        </wsa:ReplyTo>

        <wsse:Security>

            <wsu:Timestamp wsu:Id='timestamp'>

                <wsu:Created>2004-06-17T18:41:14Z</wsu:Created>

                <wsu:Expires>2004-06-17T18:46:14Z</wsu:Expires>

            </wsu:Timestamp>

            <wsc:SecurityContextToken wsu:Id="Sx">

                <wsc:Identifier>uuid:...UUID1...</wsc:Identifier>

            </wsc:SecurityContextToken>

            <wsc:DerivedKeyToken wsu:Id='Sx1'>

                <wsse:SecurityTokenReference>

                    <wsse:Reference URI='#Sx' ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/sct' />

                </wsse:SecurityTokenReference>

                <wsc:Length>16</wsc:Length>

                <wsc:Nonce>/4gwgpDksuZsRy7bnontCw==</wsc:Nonce>

            </wsc:DerivedKeyToken>

            <!-- BEGIN: Signature element over wsa:* headers wsse:Timestamp and the soap:Body -->

            <ds:Signature>

                <ds:SignedInfo>

                    <ds:CanonicalizationMethod Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

                    <ds:SignatureMethod Algorithm='http://www.w3.org/2000/09/xmldsig#rsa-sha1' />

                    <ds:Reference URI='#msgid'>

                        <ds:Transforms>

                            <ds:Transform Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

                        </ds:Transforms>

                        <ds:DigestMethod Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

                        <ds:DigestValue>qTPI5bC+HGcUG6j83wjDAQ==</ds:DigestValue>

                    </ds:Reference>

                    <ds:Reference URI='#to'>

                        <ds:Transforms>

                            <ds:Transform Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

                        </ds:Transforms>

                        <ds:DigestMethod Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

                        <ds:DigestValue>Y87Uxv6h5wNaQxQXImEySQ==</ds:DigestValue>

                    </ds:Reference>

                    <ds:Reference URI='#action'>

                        <ds:Transforms>

                            <ds:Transform Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

                        </ds:Transforms>

                        <ds:DigestMethod Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

                        <ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

                    </ds:Reference>

                    <ds:Reference URI='#replyto'>

                        <ds:Transforms>

                            <ds:Transform Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

                        </ds:Transforms>

                        <ds:DigestMethod Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

                        <ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

                    </ds:Reference>

                    <ds:Reference URI='#from'>

                        <ds:Transforms>

                            <ds:Transform Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

                        </ds:Transforms>

                        <ds:DigestMethod Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

                        <ds:DigestValue>BS87O3ZSGBzfkth6attmcQ==</ds:DigestValue>

                    </ds:Reference>

                    <ds:Reference URI='#timestamp'>

                        <ds:Transforms>

                            <ds:Transform Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

                        </ds:Transforms>

                        <ds:DigestMethod Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

                        <ds:DigestValue>p89RQXAzHNOIGZl5gjpnJQ==</ds:DigestValue>

                    </ds:Reference>

                    <ds:Reference URI='#Body'>

                        <ds:Transforms>

                            <ds:Transform Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

                        </ds:Transforms>

                        <ds:DigestMethod Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

                        <ds:DigestValue>hBKXo1+XDIIdLRt1++7CTQ==</ds:DigestValue>

                    </ds:Reference>

                </ds:SignedInfo>

                <ds:SignatureValue>

                    21u8QnwVaagEoeA2Dh+VAg==

                </ds:SignatureValue>

                <ds:KeyInfo>

                    <wsse:SecurityTokenReference>

                        <wsse:Reference URI='#Sx1' 

                         ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/dk' />

                    </wsse:SecurityTokenReference>

                </ds:KeyInfo>

            </ds:Signature>

            <!-- END: Signature element over wsa:* headers wsse:Timestamp and the soap:Body -->

        </wsse:Security>

    </soap:Header>

    <soap:Body wsu:Id='body'>

        <wst:RequestSecurityToken>

            <wst:RequestType>              http://schemas.xmlsoap.org/ws/2004/12/security/trust/Cancel

            </wst:RequestType>

            <wst:CancelTarget>

                <wsse:SecurityTokenReference>

                    <wsse:Reference URI="#sct" />

                </wsse:SecurityTokenReference>

            </wst:CancelTarget>

        </wst:RequestSecurityToken>

    </soap:Body>

</soap:Envelope>

3.8 Cancelling Security Context Token: RSTR/SCT/Cancel Message Structure

SERVICE checks the timestamps in RST/SCT-Cancel, verifies the signature, cancels the context then replies with RSTR/SCT-Cancel message back to the CLIENT. The RSTR/SCT-Cancel is secured using a key derived from Sx. This message is informational, that is security context token Sx is cancelled once cancel request RST/SCT-Cancel is processed.

Message Headers

The message headers consist of a wsa:Action with a value of

http://schemas.xmlsoap.org/ws/2004/12/security/trust/RSTR/SCT/Cancel, a wsa:To specifying the CLIENT endpoint URI, an optional wsa:MessageID header and a wsse:Security header.
Message Body

Message Body contains a single wst:RequestSecurityTokenResponse element following the WS-Trust Close binding. wst:RequestSecurityTokenResponse element contains a single empty element wst:RequestedTokenCancelled.
Signature and Encryption

Addressing headers, Timestamp element and the Body element of the message are signed using a symmetric key Sx1 derived from the SCT Sx established in 3.2-3.3. No message parts are encrypted for this message.

Security Header

The security header contains the security context token established in 3.2 along with a derived key token, a Timestamp element and a signature over the wsa: headers, the wsrm: headers, the timestamp element and the Body. The derived key token is represented by a wsc:DerivedKeyToken element that references the wsc:SecurityContextToken established in 3.2 and contains a wsc:Nonce element containing a 128-bit nonce. The key is generated from the derived key token using the http://schemas.xmlsoap.org/ws/2005/02/sc/dk/p_sha1 algorithm defined in Section 6 of WS-SecureConversation. The secret is Sx, the label is "WS-SecureConversationWS-SecureConversation" (without the enclosing quotes and with no whitespace characters ) and the seed is the value of the nonce. The derived key, Sx1, is used for signing. The derived key token is referenced from ds:KeyInfo elements by wsse:SecurityTokenReference\wsse:Reference elements.

Message Example

 <soap:Envelope xmlns:soap='http://schemas.xmlsoap.org/soap/envelope/' xmlns:wsse='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd'

    xmlns:wst='http://schemas.xmlsoap.org/ws/2005/02/trust' xmlns:wsc='http://schemas.xmlsoap.org/ws/2005/02/sc'

    xmlns:wsu='http://docs.oasis-open.org/wss/2004/01/oasis-200401-wsswssecurity-utility-1.0.xsd'

    xmlns:wsa='http://schemas.xmlsoap.org/ws/2004/08/addressing' xmlns:wsrm='http://schemas.xmlsoap.org/ws/2005/02/rm'

    xmlns:ds='http://www.w3.org/2000/09/xmldsig#'>

    <soap:Header>

        <wsa:MessageID wsu:Id='msgid'>

         http://Fabrikam.com/guid/0baaf88d-483b-4ecf-a6d8-a7c2eb546818

        </wsa:MessageID>

        <wsa:To wsu:Id='to'>http://fabrikam.com/Client</wsa:To>

        <wsa:Action wsu:Id='action'>           http://schemas.xmlsoap.org/ws/2004/12/security/trust/RSTR/SCT/Cancel

        </wsa:Action>        

        <wsse:Security>

            <wsu:Timestamp wsu:Id='timestamp'>

                <wsu:Created>2004-06-17T18Ô41:14Z</wsu:Created>

                <wsu:Expires>2004-06-17T18_u52 ?6:14Z</wsu:Expires>

            </wsu:Timestamp>

            <wsc:SecurityContextToken wsu:Id="Sx">

                <wsc:Identifier>uuid:...UUID1...</wsc:Identifier>

            </wsc:SecurityContextToken>

            <wsc:DerivedKeyToken wsu:Id='Sx1'>

                <wsse:SecurityTokenReference>

                    <wsse:Referen u101 ? URI='#Sx' ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/sct' />

                </wsse:SecurityTokenReference>

                <wsc:Length>16</wsc:Length>

                <wsc:Nonce>/4gwgpDksuZsRy7bnontCw==</wsc:Nonce>

            </wsc:DerivedKeyToken>

            <!-- BEGIN: Signature element over wsa:* headers wsse:Timestamp and the soap:Body -->

            <ds:Signature>

                <ds:SignedInfo>

                    <ds:CanonicalizationMethod Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

                    <ds:SignatureMethod Algorithm='http://www.w3.org/2000/09/xmldsig#rsa-sha1' />

                    <ds:Reference URI='#msgid'>

                        <ds:Transforms>

                            <ds:Transform Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

                        </ds:Transforms>

                        <ds:DigestMethod Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

                        <ds:DigestValue>qTPI5bC+HGcUG6j83wjDAQ==</ds:DigestValue>

                    </ds:Reference>

                    <ds:Reference URI='#to'>

                        <ds:Transforms>

                            <ds:Transform Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

                        </ds:Transforms>

                        <ds:DigestMethod Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

                        <ds:DigestValue>Y87Uxv6h5wNaQxQXImEySQ==</ds:DigestValue>

                    </ds:Reference>

                    <ds:Reference URI='#action'>

                        <ds:Transforms>

                            <ds:Transform Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

                        </ds:Transforms>

                        <ds:DigestMethod Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

                        <ds:DigestValue>Kd4ap+K3julehb5VR0FbWQ==</ds:DigestValue>

                    </ds:Reference>                                

                    <ds:Reference URI='#timestamp'>

                        <ds:Transforms>

                            <ds:Transform Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

                        </ds:Transforms>

                        <ds:DigestMethod Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

                        <ds:DigestValue>p89RQXAzHNOIGZl5gjpnJQ==</ds:DigestValue>

                    </ds:Reference>

                    <ds:Reference URI='#Body'>

                        <ds:Transforms>

                            <ds:Transform Algorithm='http://www.w3.org/2001/10/xml-exc-c14n#' />

                        </ds:Transforms>

                        <ds:DigestMethod Algorithm='http://www.w3.org/2000/09/xmldsig#sha1' />

                        <ds:DigestValue>hBKXo1+XDIIdLRt1++7CTQ==</ds:DigestValue>

                    </ds:Reference>

                </ds:SignedInfo>

                <ds:SignatureValue>

                    21u8QnwVaagEoeA2Dh+VAg==

                </ds:SignatureValue>

                <ds:KeyInfo>

                    <wsse:SecurityTokenReference>

                        <wsse:ReferenSe URI='#Sx1' 

                         ValueType='http://schemas.xmlsoap.org/ws/2005/02/sc/dk' />

                    </wsse:SecurityTokenReference>

                </ds:KeyInfo>

            </ds:Signature>

            <!-- END: Signature element over wsa:* headers wsse:Timestamp and the soap:Body -->

        </wsse:Security>

    </soap:Header>

    <soap:Body wsu:Id='body'>

        <wst:RequestSecurityToken>

                <wst:RequestedTokenCancelled/>                            

        </wst:RequestSecurityToken>

    </soap:Body>

</soap:Envelope>
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