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As noted in section 5, an RMS should be able to protect itself against the threat of Sequence Spoofing and/or Sequence Hijacking attacks. One OPTIONAL means of achieving this objective is to set the usage attribute to a distinguished value ini a wsse:SecurityTokenReference element from WS-Security  in the SOAP security header of the message containing the CreateSequence element. This establishes an association between the created (and, if present, offered) Sequence(s) and the referenced security token, such that the RM Source and Destination MUST use the security token as the basis for authorization of all subsequent interactions related to the Sequence(s). The wsse:SecurityTokenReference explicitly identifies the token as there may be more than one token on a CreateSequence message or inferred from the communication context (e.g. transport protection).
It is RECOMMENDED that a message independent referencing mechanism be used to identify the token, if the token being referenced supports such mechanism.

















As suggested in Section 7.1 of WS-Security, the value of the: 

wsse:SecurityTokenReference/@wsse:Usage 
attribute may be set to a list of application specific URIs to enable application specific processing.

We provide a URI specific to the CreateSequence message in the RM protocol:


http://docs.oasis-open.org/ws-rx/wsrm/200602/SequenceToken


The CreateSequence message in a secured RM Sequence message MUST contain exactly one STR in the <wsse:Security> header block with the @wsse:Usage attribute set to this URI value. All subsequent messages related to the created (and, if present, the offered) Sequence(s) MUST demonstrate proof of rights to the referenced key (e.g., using the key or deriving from the key).
When a RM Source transmits a CreateSequence message with SOAP header  extended to include a wsse:SecurityTokenReference it SHOULD ensure that the RM Destination both understands and will conform with the requirements listed above. In order to achieve this, the RM Source SHOULD include the UsesSequenceSTR element as a SOAP header block within the CreateSequence message. This element MUST include a soap:mustUnderstand attribute with a value of ‘true’. Thus the RM Source can be assured that a RM Destination that responds with a CreateSequenceResponse understands and conforms with the requirements listed above. Note that an RM Destination understanding this header does not mean that it has processed an understood any WS-Security headers, fault behavior defined in WS-Security still applies.

The following exemplar defines the UsesSequenceSTR syntax:

<wsrm:UsesSequenceSTR soap:mustUnderstand=”true”...>

</wsrm:UsesSequenceSTR>

/wsrm:UsesSequenceSTR

This element SHOULD be included as a SOAP header block in <CreateSequence> messages that use the extensibility mechanism described above in this section. The soap:mustUnderstand attribute value  MUST be ‘true’.The receiving RM Destination MUST understand and correctly implement the extension described above or else generate a soap:MustUnderstand fault, thus aborting the requested Sequence creation.



















The following is an example of a CreateSequence message, protected by two Security Context tokens, using the wsse:SecurityTokenReference usage extension and the UsesSequenceSTR header block. The Security Context Token (SCT) with the local wsu:id attribute value SequenceSCT is used to protect the sequence. In addition, the body and some header elements are signed with a second SCT (wsu:id MessageSCT).

<s:Envelope>


<s:Header>
            <wsrm:UsesSequenceSTR soap:mustUnderstand=’true’/>



<wsse:Security> 



<wsc:SecurityContextToken wsu:id='SequenceSCT'>





<wsc:Identifier>ABC123</wsc:Identifier>





...




</wsc:SecurityContextToken>




<wsc:SecurityContextToken wsu:id='MessageSCT'>





<wsc:Identifier>456xyz</wsc:Identifier>





...




</wsc:SecurityContextToken>




...




<ds:Signature>





<ds:SignedInfo>






...






<ds:Reference URI='#CS'>







...






</ds:Reference>

                          </ds:SignedInfo>





<ds:SignatureValue>...</ds:SignatureValue>





<ds:KeyInfo>






<wsse:SecurityTokenReference Usage='.../SequenceToken'> 







<wsse:Reference URI='#SequenceSCT' ValueType='.../sct'/>






</wsse:SecurityTokenReference>     





</ds:KeyInfo>    




</ds:Signature>




<ds:Signature>





<ds:SignedInfo>






...






<ds:Reference URI='#Body'>







...






</ds:Reference>





</ds:SignedInfo>





<ds:SignatureValue>...</ds:SignatureValue>





<ds:KeyInfo>






<wsse:SecurityTokenReference> 







<wsse:Reference URI='#MessageSCT' ValueType='.../sct'/>  






</wsse:SecurityTokenReference>     





</ds:KeyInfo>    

</ds:Signature>

</wsse:Security>

</s:Header>

<s:Body wsu:id='Body'>



<wsrm:CreateSequence wsu:id='CS'>

      
<wsrm:AcksTo>





<wsa:Address>http://abc</wsa:Address>




</wsrm:AcksTo>


    </wsrm:CreateSequence>

</s:Body>

</s:Envelope>
The RM Destination can unambiguously identify the SCT bound to the sequence initiated by the CreateSequence message by looking up the Security Context referenced by the STR with the @wsse:Usage attribute set to the value ‘http://docs.oasis-open.org/ws-rx/wsrm/200602/SequenceToken’. The STR can use any of the referencing mechanisms defines in WSS (e.g. Direct References, Key Identifiers etc.).
Securing Sequences Using SSL/TLS

One mechanism for protecting a Sequence is to bind the Sequence to the underlying SSL/TLS session(s). The RM Source indicates to the RM Destination that a Sequence is to be bound to the underlying SSL/TLS session(s) via the UseSequenceSSL header block. If the RM Source wishes to bind a Sequence to the underlying SSL/TLS sessions(s) it MUST include the UseSequenceSSL element as a SOAP header block within the CreateSequence message.

The following exemplar defines the UseSequenceSSL syntax:

<wsrm:UseSequenceSSL soap:mustUnderstand=”true” ...>

</wsrm:UseSequenceSSL>

/wsrm:UseSequenceSSL
The RM Source MAY include this element as a SOAP header block of a CreateSequence message to indicate to the RM Desitination that the resulting Sequence is to be bound to the SSL/TLS session that was used to carry the CreateSequence message. If included, the RM Source MUST mark this header with a soap:mustUnderstand attribute with a value of ‘true’. The receiving RM Destination MUST understand and correctly implement the functionality described in Section 5.2.1 or else generate a soap:MustUnderstand fault, thus aborting the requested Sequence creation.

Note that the use inclusion of the above header by the RM Source implies that all Sequence-related information (Sequence Lifecycle or Acknowledgment messages or Sequence-related faults) flowing from the RM Destination to the RM Source will be bound to the SSL/TLS session that is used to carry the CreateSequenceResponse message.

Sequence Security Policy
WS-SecurityPolicy [WS-SecurityPolicy] provides a framework and grammar for expressing the security requirements and characteristics of entities in a XML web services based system. The following assertions MAY be used in conjunction with WS-SecurityPolicy to express additional security requirements particular to RM Sequences.

Sequence STR Assertion

WS-SecurityPolicy [WS-SecurityPolicy] provides a framework and grammar for expressing the security requirements and characteristics of entities in a XML web services based system. The Sequence STR assertion allows the expression of additional security requirements particular to RM sequences to be used in conjunction with WS-SecurityPolicy. Specifically it defines that an RM sequence MUST be bound to an explicit token that is referenced from a wsse:SecurityTokenReference with the @wsse:Usage attribute set to the value ‘http://docs.oasis-open.org/ws-rx/wsrm/200602/SequenceToken’ in the CreateSequence message.

This assertion MUST apply to [Endpoint Policy Subject]. The RM Security assertion MUST NOT be used for an endpoint that does not also use the RM assertion.

The normative outline for the Sequence STR Assertion is:

<wsrmp:SequenceSTR [wsp:Optional="true"]? ... > 

</wsrmp:SequenceSTR >

/wsrmp:SequenceSTR

A policy assertion that specifies security requirements which MUST be used with an RM Sequence that are particular to WS-RM and beyond what can be expressed in WS-SecurityPolicy.

 /wsrm:SequenceSTR /@wsp:Optional="true"

Per WS-Policy [WS-Policy], this is compact notation for two policy alternatives, one with and one without the assertion. The intuition is that the behavior indicated by the assertion is optional, or in this case, that the RM Sequence binding to a specific token MAY be used.

Sequence Transport Security Assertion

This assertion defines the requirement that an RM Sequence MUST be bound to the session(s) of the underlying transport-level security protocol (e.g. SSL/TLS) used to carry the CreateSequence and CreateSequenceResponse messages.

This assertion MUST apply to [Endpoint Policy Subject]. This assertion is effectively meaningless unless it occurs in conjunction with the wsrmp:RMAssertion and a sp:TransportBinding assertion that requires the use of some transport-level security mechanism (e.g. sp:HttpsToken).

The normative outline for the Sequence Transport Security Assertion is:

<wsrmp:SequenceTransportSecurity  [wsp:Optional="true"]? ...>

</wsrmp:SequenceTransportSecurity>

/wsrmp:SequenceTransportSecurity

A policy assertion that specifies that any Sequences targeted to the indicated endpoint MUST be bound to the underlying session(s) of the transport-level security used to carry messages related to the Sequence.

/wsrmp:SequenceTransportSecurity /@wsp:Optional="true"

Per WS-Policy [WS-Policy], this is compact notation for two policy alternatives, one with and one without the assertion. The meaning is that the behavior indicated by the assertion is optional, or in this case, that the binding of RM Sequences to transport-level security sessions MAY be used.
