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Abstract:
This document lists errata for WS-SecurityPolicy 1.2 OASIS Standard [WS-SecurityPolicy]
produced by the WS-SX Technical Committee. The standard was approved by the OASIS
membership on 1 July 2007.

Status:
This document was last revised or approved by the WS-SX TC on the above date. The level of
approval is also listed above. Check the “Latest Approved Version” location noted above for
possible later revisions of this document.

Technical Committee members should send comments on this specification to the Technical
Committee’s email list. Others should send comments to the Technical Committee by using the
“Send A Comment” button on the Technical Committee’s web page at www.oasis-
open.org/committees/ws-sx .

For information on whether any patents have been disclosed that may be essential to implementing
this specification, and any offers of patent licensing terms, please refer to the Intellectual Property
Rights section of the Technical Committee web page (www.oasis-open.org/committees/ws-

sx/ipr.php).
The non-normative errata page for this specification is located at www.oasis-
open.org/committees/ws-sx.
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All capitalized terms in the following text have the meanings assigned to them in the OASIS Intellectual
Property Rights Policy (the "OASIS IPR Policy"). The full Policy may be found at the OASIS website.

This document and translations of it may be copied and furnished to others, and derivative works that
comment on or otherwise explain it or assist in its implementation may be prepared, copied, published, and
distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and
this section are included on all such copies and derivative works. However, this document itself may not be
modified in any way, including by removing the copyright notice or references to OASIS, except as needed
for the purpose of developing any document or deliverable produced by an OASIS Technical Committee (in
which case the rules applicable to copyrights, as set forth in the OASIS IPR Policy, must be followed) or as
required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors or
assigns.

This document and the information contained herein is provided on an "AS IS" basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY OWNERSHIP
RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE.

OASIS requests that any OASIS Party or any other party that believes it has patent claims that would
necessarily be infringed by implementations of this OASIS Committee Specification or OASIS Standard, to
notify OASIS TC Administrator and provide an indication of its willingness to grant patent licenses to such
patent claims in a manner consistent with the IPR Mode of the OASIS Technical Committee that produced
this specification.

OASIS invites any party to contact the OASIS TC Administrator if it is aware of a claim of ownership of any
patent claims that would necessarily be infringed by implementations of this specification by a patent holder
that is not willing to provide a license to such patent claims in a manner consistent with the IPR Mode of the
OASIS Technical Committee that produced this specification. OASIS may include such claims on its
website, but disclaims any obligation to do so.

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that might
be claimed to pertain to the implementation or use of the technology described in this document or the
extent to which any license under such rights might or might not be available; neither does it represent that
it has made any effort to identify any such rights. Information on OASIS' procedures with respect to rights in
any document or deliverable produced by an OASIS Technical Committee can be found on the OASIS
website. Copies of claims of rights made available for publication and any assurances of licenses to be
made available, or the result of an attempt made to obtain a general license or permission for the use of
such proprietary rights by implementers or users of this OASIS Committee Specification or OASIS
Standard, can be obtained from the OASIS TC Administrator. OASIS makes no representation that any
information or list of intellectual property rights will at any time be complete, or that any claims in such list
are, in fact, Essential Claims.
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1 1 Issues Addressed

2 The following issues related to WS-SecurityPolicy 1.2 as recorded in the [WS-SX Issues] have been
3 addressed in this document.

Issue Description

ERO0O1 Inconsistent IncludeToken URI between spec and schema xsd file
ER002 Editorial comments on SP
ER004 Wrong Security Context Token assertion in example
ERO007 Minor editorial addition to <ContentEncryptedElements> Assertion
ERO009 Policy Assertion Parameters and alternatives
ERO010 Typo in the Security Header Layout section
ERO11 Modification request for issue PR014
4
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(6]
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2 Typographical/Editorial Errors

2.1 Section 2 Security Policy Model
Added after line 288

Parameters defined by this specification represent additional information for engaging behaviors that do

not need to participate in matching. When multiple security policy assertions of the same type with

parameters present occur in the same policy alternative the parameters should be treated as a union.

2.2 Section 4.2.3 ContentEncryptedElements Assertion

Added after line 593
If no attribute is provided, then XPath 1.0 is assumed.

2.3 Section 5.1.1 Token Inclusion Values

The schema had token inclusion values defined that did not match the values defined in the specification.

The following schema fragment was corrected.
Original, incorrect, schema fragment

<xs:simpleType name="IncludeTokenType">
<xs:restriction base="xs:anyURI" >

<xs:enumeration value="http://docs.oasis-open.org/ws—sx/ws—

trust/200702/ws-securitypolicy/IncludeToken/Never" />

<xs:enumeration value="http://docs.oasis-open.org/ws—sx/ws—

trust/200702/ws-securitypolicy/IncludeToken/Once" />

<xs:enumeration value="http://docs.oasis-open.org/ws-sx/ws-—
trust/200702/ws-securitypolicy/IncludeToken/AlwaysToRecipient" />
<xs:enumeration value="http://docs.oasis-open.org/ws-sx/ws-
trust/200702/ws-securitypolicy/IncludeToken/AlwaysToInitiator" />
<xs:enumeration value="http://docs.oasis-open.org/ws-sx/ws-

trust/200702/ws-securitypolicy/IncludeToken/Always" />
</xs:restriction>
</xs:simpleType>

Updated, correct, schema fragment

<xs:simpleType name="IncludeTokenType">
<xs:restriction base="xs:anyURI" >

<xs:enumeration value="http://docs.oasis-open.org/ws-sx/ws-—

securitypolicy/200702/IncludeToken/Never" />

<xs:enumeration value="http://docs.oasis-open.org/ws-sx/ws-—

securitypolicy/200702/IncludeToken/Once" />

<xs:enumeration value="http://docs.oasis-open.org/ws-sx/ws-—

securitypolicy/200702/IncludeToken/AlwaysToRecipient” />

<xs:enumeration value="http://docs.oasis-open.org/ws-sx/ws-—

securitypolicy/200702/IncludeToken/AlwaysToInitiator" />

<xs:enumeration value="http://docs.oasis-open.org/ws-sx/ws-—

securitypolicy/200702/IncludeToken/Always" />
</xs:restriction>
</xs:simpleType>

2.4 Section 5.4.7 SecureConversationToken Assertion

Line 1282 changed
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<sp:SC10SecurityContextToken />
to
<sp:SC13SecurityContextToken />

2.5 Section 6.4 [Signature Protection] Property

Lines 1640-1642 changed

The primary signature element is not required to be encrypted if the value is ‘true’ when there is nothing
else in the message that is encrypted.

to

The primary signature element is not required to be encrypted if the value is ‘true’ when there is nothing in

the message that is covered by this signature that is encrypted.

2.6 Section 6.7 [Security Header Layout] Property

Line 1665 table contents changed
wsse:Timestamp

to

wsu:Timestamp

2.7 Section 7.5 AsymmetricBinding Assertion

Line 2097 changed

The specified token populates the [Recipient Signature Token] property and is used for the message
signature from Recipient to recipient.

to

The specified token populates the [Recipient Signature Token] property and is used for the message
signature from recipient to the initiator.

Lines 2103 changed

The specified token populates the [Recipient Encryption Token] property and is used for the message
encryption from recipient to Recipient.

to

The specified token populates the [Recipient Encryption Token] property and is used for the message
encryption from initiator to recipient.
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79 3 Normative Errors

80 None.
81
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