
1 Web Services Platform 




This section briefly describes the Web services platform features that are required in order to specify management using Web services and recommendations for how to support each feature. Recommendations will either reference another specification to be used to provide the feature, identify the feature to be provided by the industry in the future, or identify the feature that the WSDM TC must define in an interim specification until one is available for the Web services platform. 

1.1 Initial Focus 

The following features must be supported by the Web services platform depended upon by the current version of the MUWS specification.

1.1.1 Properties

Properties are describable information that can be queried and may be written. Properties may be provided by a Web service interface with a schema (data type and name) of the properties and operations (message exchanges) to find, read and write them. Property declarations (names) and descriptions (types) should be introspect-able at design time and at runtime. For manageability, a property is part of the advertised manageability interface for a resource. A property can be used to represent configuration values, metrics, identifiers, etc.
Motivation: Many manageability capabilities of a manageable resource take the form of information about the resource that the manager is able to query and set. Such information should be modeled as a set of properties with access methods that allow access to it in ways that meet the scalability requirements of management applications, e.g. bulk get.
Recommendation: Use the WS-Resource Properties specification [WS-ResouceProperty]  to describe the properties of a manageable resource. 
1.1.2 Meta Data 
Meta data is generally defined as data about data. In the context of management, it is additional descriptive information about all the components of a manageability interface, including properties, operations, events, capabilities, the context, quality and condition, or characteristics of the data. Meta data can be introspected at design time and runtime.  
Motivation: In IT management, meta data is important to a) describe data in richer ways so that it can ultimately be linked to the goals that drive the existence of the source of this data, e.g. limitations, purpose, context, quality, and characteristics of management data as an associated piece of that data will help to describe how the data is related to the objectives of an IT environment.  b) meta data can be used to enable interoperability of 
manageability capabilities provided by a number of different providers
Recommendation: Descriptive information about the manageability interface will be expressed as XML element attributes as a tactical solution for WSDM 0.5. This satisfies runtime introspection, but does not provide design time introspection.
A strategic solution will be developed for WSDM 1.0 which supports runtime and design time introspection. The Distributed Management Task Force's Common Information Model (CIM) qualifiers (meta-data concerning a class, property, method, notification or method parameter) may be mined for useful information for manageability meta-data.
1.1.3 Addressing 
An address or reference is the data structure used to refer to a unique Web service. Addressing may be used to refer to Web services for a manageability provider as well as a manageable resource. The data structure must have sufficient information for a manageability consumer to be able to locate the Web service and send messages to the Web service. In the case the referenced Web service provides manageability for several resources, it is also necessary to uniquely identify a specific resource in the reference data structure. The reference data structure must include the ability to locate the description of the Web service in order for the manageability consumer to identify the messages understood by the Web service. In this context, address and reference are used synonymously.
Motivation: Management needs interoperable addressing in order to refer to common manageability services and manageable resources for relationships, notifications, and as part of messages exchanged. 
Recommendation: Use the WS-Addressing specification (http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnglobspec/html/ws-addressing.asp). 

1.1.4 Notification 
Notification is a method of conveying information from a source to recipients that expressed interest in that information. In terms of Web services it means delivering an XML message from the source to addressable recipients. An interest in receiving those messages must be established by the recipients, or by third parties on behalf of the recipients. When registering interest, address(es) of recipient(s) must be provided (see Addressing).

Motivation: Manageable resources need to convey information to the managers. In certain cases, it is unreasonable for the manager to explicitly poll (request) the information, and it has to be sent to the manager by the manageable resource. For example, a manager may be interested when a service receives a new message. The manageable resource for the service has to notify the manager when it happens (event). The manageable resource needs to know which managers are interested in which information and what are the deliverable addresses of the managers to send the notification message when an event occurs.

Recommendation: Use the WS-Notifications specification [WS-Notification]. 

1.1.5 Versioning 

Version is an attribute of a resource identifying a set of supported capabilities and a sequence of modifications to the component. There are two kinds of versioning; the resource version and the Web service version.  The format of the former is out of scope of this work. 
Version information is useful so that the manager can know if the manageable Web Service interfaces have changed since she obtained her copy. 
Motivation: A manager of manageable resources must have the ability to query the available endpoints’ revisions along with the corresponding change descriptions such that the manager can discern the most appropriate and compatible interface of a particular manageability function that her management client can use.

Recommendation: Addressed by WSDM as part of the “Management of Web Services” specification development for a Web service, taking into account W3C recommendations on this topic [W3C TAG finding on Versioning]. “Management Using Web Services” must provide access to version information as part of description of identity of manageable resources. 

1.1.6 Security

There are many ways to categorize information security, but the most common today are Confidentiality, Integrity, and Authentication. Additional concepts that can be arguably kept separate are: Access Control, Non-repudiation, Availability, and Privacy. [see Glossary] 
Security requirements within manageability are not unique to manageability. Every manageability endpoint and many business endpoints will have requirements for confidentiality, integrity, and authentication, as well as access control, availability, and privacy (see the definition of Security). 
Motivation: Resources have to be manageable in a secure way (see definition of security). Security infrastructure mechanisms should be composed and layered on top of the manageability exposed via Web services, similar to securing any other capability of a resource exposed via a Web service. For example, access to a manageability operation can be granted to only clients that present “manager’s identity” in a request message. 
Recommendation: WSDM will follow the recommendation of the OASIS WS-Security TC. WSDM 1.0 should examine WS-Security to ensure nothing done in the specification precludes the composability of Security. In addition, security should be manageable via Web services. 
1.1.7 Registration and Discovery 
Registration is a method of advertising an existence of an element so that it can be discovered. Discovery is a method of locating an existing element so that it can be used or operated. Discovery can be based on selection criteria or simply a name or identity of an element. Location is a method of obtaining an address of an element. 
In the Web services sense, registration, discovery and location can be represented by a set of operations and schema which may be implemented by a Registry.
Motivation: Manageable resources have to be discoverable by the managers. Manageable resources exposed via Web services can be registered, discovered and located via a Registry.

Recommendation: UDDI specification will satisfy most requirements. Existing Web services discovery practices are sufficient. 
1.2 Future Focus

For future versions of WSDM may also require the following support from the Web services platform. 
1.2.1 Policy 
A Policy is a course of action, guiding principle, or procedure considered expedient, prudent, or advantageous for a given condition or event. It describes a broad range of service requirements, preferences, and capabilities. 
There are two kinds of policy that governs management of manageable resources:
 a) a set of policy that describes how the client of a manageable resource interacts with the functional interfaces of the resource (e.g. policy describing the privacy of data), 
b) a set of policy that describes how the manager of a manageable resource places operational requirements on to the resource, e.g. service level agreements.


Motivation: There are various policies that can be specified to manageable resources including: authentication, access control, privacy, non-repudiation, service level agreement, quality of service, routing, content inspection, and auditing, etc. policies. MUWS must leverage as much as existing Webservices specifications and technologies in applying policies to the manageable resources. MUWS should endorse a list of such specifications and technologies, and should specify the compatibility and interoperability requirements.

Recommendation: None at this time. 

1.2.2 Name Resolution

For management purposes: A service which accepts a name identifier (URI) of a resource and returns an address or reference for the manageability endpoint for the resource. The service should return sufficient information such that the manageability endpoint can be invoked.  The name resolution service may be used to resolve names to references in other application domains unrelated to management as well, i.e. service discovery, etc.
Motivation: A name resolution service is necessary for management because resources and manageability services have identifiers (from existing instrumentation and technologies) and it will be necessary to be able to get a reference for that resource identifier so that the manager can interact with a resource through its manageability interface.

Recommendation: None at this time. 

1.2.3 Transaction 
A “unit of work” that consists of multiple actions (typically, an ordered set) invoked against a single resource, the same action applied to multiple resources, or multiple actions against multiple resources.  The “unit of work” should be executed once and only once, even if due to transmission failures or other errors, the request may be received multiple times. One of three outcomes will result from the execution of a transaction: a) 
all actions against all resources may succeed, b) 
one or more actions may fail and all actions against all resources are rolled back (if roll back is not possible or not supported, then the resources should be reconfigured to an operational, compensory state), or c) 
one or more actions may fail and the resources are left as affected by the actions


Motivation: Grouping actions against resources and assuring their execution is very valuable.  A manager may request that multiple actions/operations be performed as a single “unit”, and that the integrity of the complete/combined request be preserved.    
 Recommendation: None at this time. 

1.2.4 Flow 
Flow, more often called workflow or workflow management, is the management of business processes with information technology. By defining, analyzing, and organizing an organization’s resources and operations, workflow management systems ensure that the right information reaches the right person or computer application at the right time. 
Business process management (BPM) workflow or execution languages support composing services into more complex processesI and may expose itself as a Web service. Such coordination description includes, but may not be limited to, constructs for the identification of partners, message correlation, fault detection and compensating activities, parallel and serial execution of services, and so on. 


Motivation: Web services orchestration languages may be useful tools allowing Web services management providers to enable more complex and meaningful actions to be taken as a result of observations. 
A manageability interface may need to be defined for a business process engine to properly and consistently monitor and control flows and composite Web services which might expose the sessions and state of a process, subordinate resources, etc.
Recommendation: None at this time. 

1.2.5 Negotiation

Negotiation is the process by which two services dynamically negotiate terms of a contract between initiators and participants of that contract.  A contract is a document that represents a set of objectives and resources.

Motivation: It is important for resources to understand what they can expect from the other resources both between managed resources, management services, managers.This enables 
them to better describe their own level of performance, as well as how information is exchanged between the components of federated deployments. 
Recommendation: None at this time. 
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