WSIA –Security Minutes 05/07/02

Call started at 11:00AM EDT

Attendees:

Rich Thompson – IBM

Royston Sellman – HP

Graeme Riddell - Bowstreet

Role of subcommittee:

1. Identify the security needs of the WSIA protocol

2. Identify what security standards apply to those needs and how they will be used

3. Identify gaps and how WSIA will address them

Security needs:

1. Producer indicating what security is required to interact with it or supported by it

a. List needs:

i. Digitally signed messages

1. Validity of received data packet

2. Ability to resist a replay attacks

b. Likely will be covered by WS-Policy

2. Producer indicating what security is required to transfer a particular property to it

a. ??

3. Is there a need for a callback to the Consumer?

4. Means by which security issues should be carried in the SOAP message at runtime

a. Covered by WS-Security

We should review the scenarios / use cases for security needs and how well they match the identified security needs / solutions.

Read:

· WS-Security (position paper developerWorks or position paper at MSDN)

· WS-Policy – not released yet

· XACML
· XML Encryption
· XML Digital Signatures
· SAML? big!

· P3P? big!

