Potential WSIA Security Requirements

Kingston Configurator

May be security implications when a customer enters into use of a Shopping Cart.  This depends on whether they enter a secure site during the order process or when payment and personal information are provided.

Chanel-Sephora Tour Web Collage

Sephora controls and owns the “container” pages, and manages them with their 

standard Web system.

Chanel has full control over its brand presentation, and features highly branded and rich customer experience, which helps drive the value of its products.
Sephora servers serve the “container” pages, so Sephora has full visibility into the user navigation within the boutique, and can associate it with other user activities in the same session.
These are existing functions.  If there was any type of interaction with or inclusion of a WSIA Web Service here, the control of the container pages or presentation may be security access items (privilege and access).

Before yielding control to Sephora, a page request is made to Chanel, so Chanel has full visibility to the products that were selected for purchase.
This is definitely a security handshake.

Insurance Enrollment Business Scenario

Technology Requirements

Authentication/ Security: Ensure that enrollment process meets industry standards and government regulations such as the Health Insurance Portability and Accountability Act (HIPAA), while also leveraging existing authentication methods already in place.
Control: Ensure that standard elements required in the enrollment process are constructed to eliminate error at consumption.
Constraints

Authentication will depend on the UI used and final responsibility of verifying eligibility will be a cooperative process between HealthNow and its employer groups.
Employer Group

Authentication of users can leverage existing directories in place at the employer group, but will require trust between the systems and verification by the employer group’s HR staff.
Portal Scenario

Solution Requirements

Remote Access: Allow portals all over the company to access the presentation markup of the TipOfTheDay portlet via the intranet.
This could be an indirect requirement, regardless if on a company intranet to verify the portal in some fashion (to prevent tampering).

Markup type: Portal users may connect to their local portal using a variety of different devices (browser, PDA, phone, etc).
Inferred access requirements.

LargeCompany has portal servers throughout the world at many different locations. However there exists content that is of interest to the whole company and should be made available to all employees (e.g. the TipOfTheDay portlet). The client portal’s administrator would like to make this portlet available to his users without making them notice that it comes from a remote server.
Same (also inferred in associated Technology Requirements although not specified in Scenario)

Adaptation of Travelers Checks

Currently the Financial Instituat application for ordering Travelers Cheques uses the credit card as the only acceptable payment instrument. TDT, feels that there exists an opportunity whereby they can offer a convenience based value-added service that extends the existing Financial Institute application to include their branded member accounts for an alternative payment instrument. As such the customer would be able to pay for the Travelers Cheques by debiting a specified TDT account owned by the customer. This then becomes a brand differentiator for the bank.
High-level requirements
Functionality

· If the user selects “credit card”, she continues with the standard application flow.

· Otherwise, TDT displays several pages that require the user to sign-in and select an account, and then returns to the FI application.

· Request TDT to perform the debit, and receive a confirmation that the transaction has completed successfully

· Receive user’s account information and debit the user’s account

Beauty Boutique

Business Needs

· Brand Control. Provide the manufacturer with full control over its brand and presentation

· Integrated Flow/Data. Integrate with the retailers’ commerce environment to facilitate sales (“Add to Cart”).

· Integrated Reporting. Provide visibility into user buying behavior both to the manufacturer and its partners (click-stream support).

Inferred controls for security at some level

The applicable retailers have been selling the manufacturer’s products for decades, and are interested to continue and sell them online while allowing the manufacturer to maintain and control its brand. The retailers may not be authorized to sell the manufacturer’s products online in any means other than the manufacturer’s boutique.

Not particularly the last sentence on authorization
Financial Charting Services

Solution Requirements

Payee Identity/Authorization: Since Visualize does not won the relationship with downstream participants in the transaction, they require the ability to capture at time of request the identity and some authorization token (if necessary based on business model) pertaining to the actual payee of the request being made.
Functionality - Development

Adapt UI: Visualize client’s need the ability to modify, and enhance/extend the Direct Access UI for their general usage. This use case must take into consideration the Visualize requirement of constraints on brand centric UI components.
Constraints

Non-modifiable fields TBD.
FAME Business Objectives

Their objective with respect to StockPlot is to have the ability to simply enhance or modify the StockPlot UI for its’ clients and be able to charge for access and customization.
FAME Solution Requirements

Must be able to add, modify, or suppress UI elements initially provided by Visualize.  For example, FAME must be able to insert UI components to collect additional information about the data to chart, such as symbols, date range, scale, etc..  FAME must be able to catch the UI events on these additional components and pass them back to Visualize if necessary, at FAME’s discretion. 


Divine.com Current Functionality

Divine consumption and adaptation of the iChartz service is limited.  As the service is consumed and produced within the divine Financial Markets Insight portal, adaptability is limited to the wrapper or surrounding frame of the iComponent, allowing users to only customize the surrounding skin using divine’s user customization tools.
End user restrictions

The FAME iChartz URL is accompanied by two forms that construct the corresponding input parameters for the service and view customization of stock charts generated is limited to the iChartz admin tool.  

This is likely a subtle constraint on administration that could be a brand or product security restriction.

Map Quest

Technology Requirements

Transparent Extensibility. The Producer must be able to change the UI without notifying the Consumer, except where integration points between the two are changed.
Controls

Mobility Enhanced Services

S-Trade

Business Objectives

Maintain brand control in the provisioning chain

Yellow Pages and MUNI

Business Objectives

Enable location sensitive information to be made available to the consumer of the service
EZ Telecom

Business Objectives

Alert a user depending on his profile
All these requirements infer some security component although the scenario does not reference it specifically.

Multi-Media Sports Portal

XCompany

Relationships

Content providers deliver content to X Company’s platform. X Company has relationships with other service providers too. These 3rd party services are aggregated by X Company on its portal.
Infers that there is some interface control between the services and service providers.

Functionality

User profile: Maintain a user profile that tracks user interest and provides relevant information based on user profile.
Product Configurator

Business Needs

Maintain brand control subject to restrictions imposed by the retailer.
Functionality

Describe how the configurator can be invoked by the retailer, and what input data is expected.

Markup adaptation points” specify the presentation elements and data elements in the markup generated by the Producer that are accessible to the Consumer, and the manner in which they may be accessed, adapted or reused.
The last potential requirement indicates the capability to insert, delete and modify, which infers access and privilege.

Enable secure communication between Producer and Consumer

Using existing Web security technologies
Consumer Acme

Business Objectives

Maintain control over the interaction with the end user.

Solution Requirements

It then wants to get access to this information and use it to identify relevant promotional opportunities, such as replacement PC or PC accessories, using a business rules engine.
Business Needs

Access to content.  Observe the make and model entered by the user, and the memory part numbers that are displayed.

Not specifically presented a security requirement, but could be derived depending on team discussion.

Supply Chain Aggregation

Company ABC

Business Objectives

Company ABC wants to ensure a responsive supply chain in order to maintain production, fulfill orders, and protect vital vendor and customer relationships.
smartBuyer

Business Objectives

The product supplier uses its e-commerce application as a low-cost, self-service sales channel, allowing members of buying organizations to identify, purchase, and track goods themselves without the assistance of the product supplier’s staff.
Buying Organization

Business Objectives

The buying organization has relationships with multiple product suppliers.  Buying organizations do not interact with other buying organizations.
It needs to add its own approval workflow around the e-commerce application, yet allow its members to purchase goods for themselves without going through a central purchasing department.
Solution Requirements Functionality

Single sign-on into e-procurement application and across all product suppliers’ e-commerce applications

Prevent prohibited items from being purchased, and suggest alternative items to user (e.g., to support preferred product suppliers for specific products)
Approval – requisitions may not be executed immediately, but may have to wait for approval by a supervisor.
Constraints

The e-procurement application must be able to access specific features from within product suppliers’ overall e-commerce applications to support certain procurement functionality such as price comparisons.
Institutional Scenario

Institutional Entity

Role

In this case, the Public Information Division of the GSA needs automation that tells it whether the request is valid and if there are restraints on its ability to fill the request. Then it must conduct the search for the information, again in as automated a process as can be allowed.

Functionality

The functionality of information gathering must address the protocols of legal permissions, and standardized data models.
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