WSIA –Security Minutes 06/04/02

Call started at 11:00AM EDT

	Y
	Rich Thompson – IBM

	
	Jeff Broberg – Silver Stream

	
	Royston Sellman – HP

	
	Graeme Riddell – Bowstreet

	Y
	Monica Martin - Drake Certivo, Inc.

	Y
	Howard Melman – Silver Stream

	
	Zahid Ahmed - Commerce One, Inc


Agenda:

1. Review/Accept minutes

2. Review security requirements extracted from scenarios. Monica's document is attached. (Monica ... can you lead this?)

3. Discuss general security issues for framing requirements.

4. Discuss how the various security standards may apply to the WSIA protocol. 
Minutes:

1. Minutes (5/14/02) were accepted as distributed.

Requirements from Scenarios:

1. The authentication state of the End-User MUST be represented in the Producer’s context data. This authentication state SHOULD be modifiable by the Producer, Consumer and End-User.

2. A Producer SHOULD timeout the authentication state of an End-User separately from any other timeout.

3. The specification MUST allow a Consumer to offer Single SignOn (SSO) functionality.

4. Customization group needs to deal with the Access Control issues raised by the Chanel-Sephora scenario.

5. It SHOULD to make the communication channels private and/or integral such that message modifications are detectable.

6. A Producer SHOULD be able to specify Access Control for its context data. Producers MUST generate an error on invalid access attempts.

General Requirements:

· Identify general security issues (here is an initial list from the WS-Security position paper)

· Authentication
· Authorization
· Privacy
· Trust
· Integrity
· Confidentiality
· Secure communications channels 
· Federation 
· Delegation  
· Auditing 
· Identify issues raised in scenarios / use cases

· As interfaces & protocols become defined … map how these issues will be addressed.

Relationship to Security Standards:

· WS-Security (position paper developerWorks or position paper at MSDN)

· WS-Policy – not released yet

· XACML
· XML Encryption
· XML Digital Signatures
· SAML
· P3P?

Call ended at 12:00 EDT

