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Requirements from Scenarios:

1. The authentication state of the End-User MUST be represented in the Producer’s context data. This authentication state SHOULD be modifiable by the Producer, Consumer and End-User.

2. A Producer SHOULD timeout the authentication state of an End-User separately from any other timeout.

3. The specification MUST allow a Consumer to offer Single SignOn (SSO) functionality.

4. Customization group needs to deal with the Access Control issues raised by the Chanel-Sephora scenario.

5. It SHOULD be possible for a Producer to make the communication channels private and/or integral such that message modifications are detectable.

6. A Producer SHOULD be able to specify Access Control for its context data. Producers MUST generate an error on invalid access attempts.

7. --------New 6/11 below here

8. Producers MUST be able to enforce validation constraints. Producers SHOULD publish validation constraints for Consumer use. [Security requirement? … may be already covered by other requirements] – Covered by A508

9. The protocol MUST be capable of carrying security information that enable Producers to interact with other systems.

10. --------New 6/19 below here

11. The capability MUST exist for a Producer to authenticate a Consumer.

12. The desired output type and locale of the End-User MUST be available to the Producer. The device type of the End-User MUST be available to the Producer. [Not security requirement, but needs to be covered]

13. A Consumer administrator SHOULD be able to restrict the access controls a Producer exposes for users.

14. The specification MUST support both in-band and out-of-band means of establishing a trust relationship between a Producer and a Consumer. The specification MUST provide the means to refer to this trust relationship.

15. --------New 7/16 below here

16. The protocol MUST support the transfer of information in a trusted manner.

17. --------New 7/23 below here

18. The protocol MUST support binary context data such as an authentication token.

19. [Future] Support for third party auditable logs should be further defined.

20. [Future] Should Producers be able to indicate preferred granularity of registrations?

21. --------New 7/30 below here

22. The protocol MUST support the transfer of user profile information in a trusted manner. Consumers SHOULD comply with both regulatory and End-User specified restrictions on the transfer of user profile information.

23. Need to make sure some of the newer terms are in the glossary.

24. [Future] State boundaries for establishing trust (business & technical) … timeouts, required transfers, etc. May be especially important for interactions involving more than two parties.

25. An entity MUST be able to specify that an invocation happen in a secure manner.

26. [Future] Statement of policies regarding programmatic access to an entity.

27. [Future] Exploit emerging security & policy standards.

28. --------New 8/6 below here

29. Operations that fail for security reasons MUST throw a security fault identifying the reason for failure.

General Requirements:

· Identify general security issues (here is an initial list from the WS-Security position paper)

· Authentication
· Authorization
· Privacy
· Trust
· Integrity
· Confidentiality
· Secure communications channels 
· Federation 
· Delegation  
· Auditing 
· Identify issues raised in scenarios / use cases

· As interfaces & protocols become defined … map how these issues will be addressed.

Relationship to Security Standards:

· WS-Security (position paper developerWorks or position paper at MSDN)

· WS-Policy – not released yet

· XACML
· XML Encryption
· XML Digital Signatures
· SAML
· P3P?
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