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4 Fault Processing
This section describes the protocol specific fault codes that are needed to better describe the reason for processing failures as SOAP Fault codes are very generic in nature. We categorize the faults into 2 categories based on whether the fault was generated because Reliable Messaging Headers are malformed or invalid or because of the some runtime processing errors. The former category is called Invalid Message Format fault set and the latter is called Request Processing fault set. They are explained in detail in the following sections.
These protocol specific fault codes are sent within a  different Header for a SOAP 1.1 messages and for SOAP 1.2 messages, they are sent within the SubCode element of SOAP Fault. SOAP 1.1 disallows using the SOAP detail element to send processing specific faults that happen during the processing of Headers. Such faults should be sent in SOAP Headers itself.  And hence for  SOAP 1.1 messages, these RM specific fault codes are sent  within the (RM) Fault SOAP Header. Since SOAP 1.2 doesn’t have this restriction, protocol specific fault codes can be sent within the SubCode element of SOAP Fault Code.
4.1 Fault Codes For Reliable Messaging Failures
All these Fault Codes are of type QName. Prefix for SOAP 1.1 faults would be targetNamespace="http://www.oasis-open.org/committees/wsrm/schema/1.1/SOAP1.1". Prefix for SOAP 1.2 faults would be targetNamespace="http://www.oasis-open.org/committees/wsrm/schema/1.1/SOAP1.2".
1.1.1 Invalid Message Format Faults
These faults are thrown by the receiving RMP when the message format of the Reliable Messaging Headers are either invalid or wrong.


4.2 



Chart 1   Invalid Message Format Fault Code Values

	Local part name
	Description and Cause(s)

	InvalidMessageHeader
	This fault is sent when the MessageHeader element is wrong or invalid. Examples are:

1. When any of the mandatory elements such as MessageId, ExpiryTime, ReplyPattern are missing
2. SOAP:mustUnderstand attribute is missing

	InvalidRequest
	This fault is sent when the Request element is wrong or invalid. Examples are:

1. When AckRequested,  DuplicateElimination or MessageOrder elements appear twice
2. SOAP:mustUnderstand attribute is missing

	InvalidPollRequest
	This fault is sent when the PollRequest element is wrong or invalid. Examples are:
1. When the required RefToMessageId element is missing

2. SOAP:mustUnderstand attribute is missing

	InvalidMessageId
	This fault is sent in any of the following cases:

1. If groupId  attribute (for MessageId or RefToMessageIds ) doesn’t exist, or if exists, and the value is wrong or invalid.

2. If number attribute in SequenceNumber element doesn’t exist, or if exist, the value is invalid or wrong.

3. Attributes (from and to) of SequenceNumberRange doesn’t exist, or if exists, the values are invalid or wrong.

	InvalidMessageParameters 
	This fault is sent for any of these cases:

1. groupExpiryTime is wrong or invalid

2. groupMaxIdleDuration is wrong or invalid

3. when both group parameters are present

4. when groupExpiryTime decreases for a subsequent msgs. in an ordered group 

5. If the status attribute of SequenceNumber element exist and is not one of allowed {begin|continue|end} value.

	InvalidReplyPattern 
	This fault is sent if the ReplyPattern format is wrong or invalid or when the replyTo attribute is missing for the Callback pattern.

	InvalidExpiryTime
	This fault is sent if the ExpiryTime format is wrong or invalid or expired 


For 1.1 SOAP Faults, faultcode (/s11:Envelope/s11:Body/s11:Fault/s11:faultCode) for all the above faults MUST be s11:Client. For 1.2 SOAP Faults, Value of the Code  (/s12:Envelope/s12:Body/s12:Fault/s12:Code/s12:SubCode/s12:Value) MUST be s12:Sender

(P.S.  s12 is the namespace of SOAP 1.2 envelope http://www.w3.org/2003/05/soap-envelope
and s11 is the namespace of SOAP 1.1 envelope http://schemas.xmlsoap.org/wsdl/)
1.1.2 Message ProcessingFailure  Faults

These faults are thrown by the receiving RMP when there is an error processing a valid Reliable Messaging message.
Chart 2 Message Processing Failure Fault Code Values

	Local part name
	Description and Cause(s)

	NonSupportedFeature
	This fault is thrown by the receiving RMP when it receives a message with a RM feature that it doesn’t support. An example is a RM message with MessageOrder element to a receiving RMP that doesn’t support Message Ordering

	PermamnentProcessingFailure
	This fault is sent for permanent/fatal processing failures such as:

1. Persistence Storage failures

2. Message Delivery failures
A PermamnentProcessingFailure fault indicates that the failure is fatal and subsequent retries of the same message will also fail.

	MessageProcessingFailure
	This fault is sent for transient failures such as:

1. Maximum number of buffered requests exceeded the limit.
2. Maximum number of threads reached the limit etc.
A transient fault unlike a permanent fault is a temporary one and MAY succeed in subsequent retries.


For 1.1 SOAP Faults, faultcode (/s11:Envelope/s11:Body/s11:Fault/s11:faultCode) for all the above faults MUST be s11:Sender. For 1.2 SOAP Faults, Value of the Code  (/s12:Envelope/s12:Body/s12:Fault/s12:Code/s12:SubCode/s12:Value) MUST be s12:Receiver.

Example 8  Fault Message for Reliable Messaging

( Add examples when schema is completed )
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SOAP:Header
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RM:Request
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RM:ExpiryTime





RM:ReplyPattern





any





RM:SequenceNumber
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